























5.

RESEARCH PLAN, METHODS & TECHNIQUES, JUSTIFICATION OF BUDGET & RELEVANT PUBLICATIONS

Research plan, methods and techniques

The research plan is designed to focus intensively on three key
technological systems in Australia to determine their specific
vulnerabilities, the social and political reasons why these vulnerabilities
exist, how they might be overcome, and how these systems relate to proposed
defence modes for Australia. -

The first stage is outlining several potential military threats to
Australian society. These will include

¥ nuclear war in the northern hemisphere;

* direct nuclear attack on Australian military facilities or cities;

# invasion;

* economic blockade.

These threats will be elaborated by studying the literature on the
physical, social and economic effects of nuclear war, invasion and
blockade, and consulting with experts. The aim is the specific one of
spelling out what these threats mean for the technological systems to be
studied in detail. ,

The second stage, which will entail the most work, is examining in
detail the vulnerabilities of specific technological systems, chosen out of
the major sectors of communications, manufacturing industry and energy.
The following three systems will be studied.

(1) Computers, especially in their role in communications.
Communications systems are vital in societies such as Australia, and
computers are increasing central to electronic communications, such as
telephone, radio and television. Vulnerabilities of computer systems
include direct physical destruction, disruption by electromagnetic pulse,
cutoff of foreign supplies of hardware or software and killing or
imprisoning service or programming personnel. To narrow the focus on
computers in communications, attention will be directed to telephone and
radio in Sydney.

(2) Steel manufacture. Steel is a vital component in manufacturing
industry, and could well be a target for destruction or takeover by
invaders, Vulnerabilities include direct attack, cutoff of replacement
parts, disruption of computer-based control equipment and cutoff of
electricity supplies. Steel production in Wollongong will provide a
convenient location for study.

(3) Electricity generation. Electricity is vital for many activities,
including telecommunications and much industry. Vulnerabilities include
direct attack on generating plant (coal or hydro), disruption of
transmission, sabotage of control equipment, interruption of maintenance,
disruption of communications for monitoring the system and many others.
The electricity system in NSW will provide a suitable case study.

In each of these cases, the main focus will be on civilian systems
which provide the basis for the continuing functioning of society.
Specifically military systems will be dealt with only to the degree that
unclassified information about them is available. In any case, military
communications, production and energy systems depend significantly on the
wider infrastructures provided by civilian systems.

The study of these systems will proceed in three steps. First will be
a general survey of the literature on vulnerabilities of electronic
communications, manufacturing technology and energy production, focussing
on the specific areas chosen within each of these. Because the material on
these subjects is not easy to track down, this stage of the study will
require extensive searching of diverse literatures, including computer

searches. .
The second step will be collection of detailed information on the
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specific cases noted above. Information to be studied will include types
and origins of equipment, availability of spare parts, numbers and types of
technical personnel required to run the systems, the availability of backup
personnel within Australia, the degree of overseas ownership and
management, the capacity and readiness of backup systems, and the
availability of alternative ways of accomplishing the same task. This
information will be obtained from a close study of reports from relevant
companies and government bodies, government statistics and technical
documents. For example, the study of the steel manufacturing process will
be sufficiently detailed to specify the parts of the production process
which are most vulnerable to specific disruptions such as cutoff of imports
or of electricity.

The third and most important component in studying the systems will be
interviews and consultations with people in the areas concerned. This will
include management, engineers, programmers, technicians and workers. These
people will be able to provide detailed information and insights into
system vulnerabilities, and in some cases to provide written documentation.
The interviews will be closely structured to obtain information about
vulnerabilities to specific disruptions, about back-up or alternative
systems, and about obstacles to introducing more resilient systems.

To arrange the interviews, initially letters will be sent to
individuals in the sectors asking for relevant written materials and
requesting interviews, Any materials obtained will be studied along with
those obtained through direct searches, and this information used in
drawing up interview schedules. Most of the interviews will be solicited
directly by phone or personal contact.

Some standard political and economic explanations for technological
development will be used to assess the specific reasons offered as to why
greater resilience has not been developed. These explanations include the
search for profits, concern for cheapness and reliability of service in
'peacetime’, economies of scale, monopolistic practices and maintaining
management control over the workforce. An example is the lack of any
economic incentive for 'hardening' of civilian electronics systems against
the electromagnetic pulse.

The third and final stage of the project will be to place the issue of
vulnerability and resilience in the context of different defence modes
proposed for Australia. These modes include the present stance of a strong
Australian military with the capability for major offensive operation plus
alliance with the United States military, and alternatives of non-
alignment, armed neutrality, defensive military defence (non-offensive
military capability only), guerrilla warfare and social defence (nonviolent
resistance only). The literature on these modes does not say a lot about
self-reliance, but it should be possible to evaluate whether they imply
significantly different policies in relation to the three sectors studied.
This stage of the project will be pursued by reading the relevant portions
of the literature on these modes and corresponding with their key
proponents, evaluating the importance of self-reliance to their success
and, most importantly, determining whether a move to these modes would help
remove the barriers to self-reliance found in the detailed study.

The scope of the project is broad in addressing the issues of the
vulnerability of important technological systems and the relation of these
vulnerabilities to different defence modes. But to confront these issues,
a narrow focus is made on quite specific vulnerabilities in specific
sectors. The limitations of the project include the inherent difficulties
in specifying the impact of major military threats on technological
systems, the limited focus on vulnerabilities in specific sectors within
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Australia, and the limited degree to which different defence modes have
been spelled out for Australia.

Timetable
Months 1-6

examination of military threats to Australian, including consultation
with experts;

preliminary study of specific sectors in computers, steel and
electricity;

sending of letters to individuals in specific sectors;

follow-up of individuals by telephone and personal contact where
appropriate.
Months 7-12

study of detailed material about specific sectors;

formulation of interview schedules;

initial interviews with people in specific sectors;

further search for detailed material about specific sectors.
Months 13-18

further interviews with people in specific sectors;

further study of detailed material about specific sectors;

collating and assessment of information about specific vulnerabilities
and ways of overcoming them;

evaluation of obstacles to overcoming of vulnerabilities;

assessment of implications of defence modes for self-reliance.
Months 19-24

remaining interviews, study and evaluation of vulnerabilities and
self-reliance;

writing up of results.

Justification of budget

The funding of a full-time Research Associate for two years is
essential to enable collection of relevant information, arranging and
participating in interviews, study of detailed documentation on
vulnerabilities and assessment of the information obtained. An appointment
at the level of Research Associate is necessary to obtain a person with
sufficient technical expertise, research ability and initiative to carry
out the literature searches, technical reading and interviewing required.
The interdisciplinary nature of the area plus the lack of previous work in
the area means that a person with both a breadth of understanding of the
social and economic aspects of vulnerability, plus an ability of grasp
detailed technical issues, is required.

Travel by both the principal investigator and the Research Associate
to Canberra and Sydney is necessary to obtain documentation and especially
to carry out interviews. The sectors to be studied in the project were
chosen to minimise travel requirements: most of the work can be done in
Wollongong or Sydney. The travel budget covers one trip to Canberra (bus)
and three trips to Sydney (train) for the Principal Investigator and the
Research Associate, of three days each at a per diem allowance of $80.70.

Finally, the obtaining of the relevant documentation on the
technological systems will entail expenses for computer searches,
photocopying and purchasing reports.



PUBLICATIONS, 1981-

My previous position at the Australian National University did not
allow the carrying out of an integrated study of the sort proposed here,
and hence the publications listed are not as central to the project as they
might otherwise be. My present position, taken up in 1986, provides very
positive support for the project, including colleagues who are experts in
each of the specific sectors to be studied. Nevertheless, work done
previously does bear on many aspects of the project: the publications on
electricity grid modelling and on nuclear power involved detailed analysis
of complex technological systems; the paper on bureaucracy and the booklet
Capital Defence are products of work involving the interviewing of experts
on issues related to social and technological systems; a number of papers
result from studies of the physical and social consequences of war,
especially nuclear war; and the papers dealing with social defence, as well
as some work on environmental issues, have covered a number of important
questions in the area of self-reliance.

(i) Publications in fields related to the project
Brian Martin. Uprooting War (London: Freedom Press, 1984), xi+298 pages.

Brian Martin. The global health effects of nuclear war. Current Affairs
Bulletin, vol 59, no 7, pp. 14-26 (December 1982).

Jacki Quilty, Lynne Dickins, Phil Anderson and Brian Martin. Capital
Defence: Social Defence for Canberra (Canberra: Canberra Peacemakers,
1986), 68 pages.

Brian Martin. Nuclear power and the Western Australian eleotricity grid.
Search, vol 13, no 5-6, pp. 132-136 (June/July 1982).

Brian Martin. Questioning technology and jobs. In: John T. 0. Kirk (ed),
When Machines Replace People (Canberra: Society for Social Responsibility
in Science (A.C.T.), 1981), pp. 117-128.

Ray Kent, Brian Martin, Val Plumwood, Ann Thomson, Rosemary Walters and Ian
Watson. Bureaucracy. In: 1984 and Social Control (Sydney, 1985), pp. 25-

33.

Brian Martin. How the peace movement should be preparing for nuclear war.
Bulletin of Peace Proposals, vol 13, no 2, pp. 149-159 (1982).

Brian Martin. Critique of nuclear extinction. Journal of Peace Research,
vol 19, no 4, pp. 287~300 (1982).

Brian Martin. Social defence for Australia? In: Jim Falk (ed), Preventing
Nuclear War: Australia's Role (Wollongong: University of Wollongong,
1982), pp. 56-60.

Brian Martin. Science and war. In: Arthur Birch (editor), Science Re-
search in Australia (Canberra: Centre for Continuing Education, Australian
National University, 1983), pp. 101-108.

Brian Martin. Social defence and the Indonesian military threat. Peace
Studies, no 4, pp. 5-8 (July 1984).



(ii) In other fields

Brian Martin, C. M. Ann Baker, Clyde Manwell and Cedric Pugh (editors).
Intellectual Suppression: Australian Case Histories, Analysis and
Responses (Sydney: Angus & Robertson, 1986).

Brian Martin. The scientific straightjacket: the power structure of
science and the suppression of environmental scholarship., Ecologist, vol
11, no 1, pp. 33-43 (January/February 1981).

Brian Martin. The naked experts. Ecologist, vol 12, no 4, pp. 149-157
(July/August 1982).

Brian Martin. Suppression of dissident experts: ideological struggle in
Australia. Crime and Social Justice, no 19, pp. 91-99 (Summer 1983).

Brian Martin. The selective usefulness of science. Queen's Quarterly, vol
90, no 2, pp. 489-496 (Summer 1983).

Jill Bowling and Brian Martin., Science: a masculine disorder? Science
and Public Policy, vol 12, no 6, pp. 308-316 (December 1985).

Gabriele Bammer, Ken Green and Brian Martin. Who gets kicks out of science
policy? Search (to appear).

M. Diesendorf, B, Martin and J. Carlin. The economic value of wind power
in electricity grids. Proceedings of the International Colloquium on Wind
Energy, BHRA Fluid Engineering, Cranfield, Bedford, England, pp. 127-132
(August 1981).

B. Martin and M. Diesendorf. Optimal thermal mix in electricity grids
containing wind power. Electrical Power and Energy Systems, vol 4, no 3,
pp. 155-161 (July 1982).

Brian Martin and Mark Diesendorf. The economics of large-scale wind power
in the UK: a model of an optimally mixed CEGB electricity grid. Energy
Poliey vol 11, no 3, pp. 259-266 (September 1983).

Brian Martin and John Carlin. Wind-load correlation and estimates of the
capacity credit of wind power: an empirical investigation. Wind
Engineering vol 7, no 2, pp. 79-84 (1983).

Mark Diesendorf and Brian Martin, Optimal generation planning for
electricity grids containing wind farms. Proceedings of the Solar World
Congress, Perth 1983, vol 4, Pergamon Press, pp. 2323-2329 (1984).

Brian Martin and D. T. Wickramasinghe. Magneto-optical effects in magnetic
white dwarfs - I. The line spectra. Monthly Notices of the Royal
Astronomical Society, vol 196, pp. 23-31 (1981).

Brian Martin and D. T. Wickramasinghe. Magneto-optical effects in magnetic
white dwarfs - II. The continuum. Monthly Notices of the Royal
Astronomical Society, vol 200, pp. 993-1005 (1982).

Brian Martin and D. T. Wickramasinghe. Magnetic field distributions in
white dwarfs. Monthly Notices of the Royal Astronomical Society, vol 206,
pp. 407-422 (1984).
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Brian Martin and D. T. Wickramasinghe. Polarization angle in magnetic
white dwarfs. Astrophysical Journal, vol 283, pp. 782-786 (15 August
1984).

D. T. Wickramasinghe and Brian Martin. The magnetic field of AM Herculis.
Monthly Notices of the Royal Astronomical Society, vol 212, pp. 353-358

(1985).

Brian Martin and D. T. Wickramasinghe. A test of the dipole model for the
rotating magnetic white dwarf Feige 7. Astrophysical Journal (to appear).

Brian Martin. A mathematical modelling course for advanced students.
Newsletter on Teaching Mathematical Modelling, vol 2, no 2, pp. 4-5 (Decem-
ber 1981).

Brian Martin. Disruption and due process: the dismissal of Dr Spautz from
the University of Newcastle. Vestes, vol 26, no 1, pp. 3-9 (1983).

Brian Martin. Academics and social action. Higher Education Review, vol
16, no 2, pp. 17-33 (Spring 1984).

Brian Martin. Plagiarism and responsibility. Journal of Tertiary
Educational Administration, vol 6, no 2, pp. 183-190 (October 1984).

Brian Martin. The Australian anti-uranium movement. Alternatives
(Peterborough, Canada), vol 10, no 4, pp. 26=~35 (Summer 1982).

Brian Martin. Proliferation at home. Search, vol 15, no 5-6, pp. 170-1T1
(June/July 1984).

Brian Martin. Environmentalism and electoralism. Ecologist, vol-14, no 3,
pp. 110-118 (1984).

»

Jill Bowling, Brian Martin, Val Plumwood and Ian Watson. Strategy Against
Nuclear Power. Social Alternatives, vol 5, no 2, pp. 9-16 (April 1986).

Brian Martin. Self-managing environmentalism. Alternatives (Peterborough,
Canada) (to appear).

Brian Martin. Grassroots action for peace. Social Alternatives, vol 3, no
1, pp. T7-82 (October 1982). A version has appeared in Japanese: Crisis,
no 15, pp. 73-81 (1983), and also in Swedish, in: Jan @berg (ed), Forsvar
for en Karnvapenfri Varld (Defending a Nuclear-free World) (Stockholm:
Wahlstrom & Widstrand, 1983), pp. 211-222,

Brian Martin. Extinction politics. SANA Update, no 16, pp. 5-6 (May
1984); Extinction politics revisited. SANA Update, no 21, pp. 15-16
(October 1984).

Brian Martin. Science, war and peace (I): building a lasting activism.
Peace Studies, no 7, pp. 9-12 (October 1984).

Brian Martin. The social construction of Australian peace movement
demands. In: Paul Patton and Ross Poole (eds), War/Masculinity (Sydney:
Intervention Publications, 1985), pp. 87-99.

Brian Martin. Peace research: centre and periphery. Peace Studies, pp.
26-27, 49 (November/December 1985).






