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Introduction

make g differenge by “ lowing the whistle” on unethical conduct

1in the. workplace. Under the Whistleblower Protection Act,

whistleblowmg is defined ag disclosing information that an em-
ployee reasonably believes ig evidence of llegality, gross waste,
gross mismanagement, abuse of power, or substantial and spe-
cific danger to public health or safety. '
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Ernie Fitzgerald describes whistleblowing as “committing the

~ “truth,” because employers often react as if speaking the truth

about wrongdoing were committing a crime.
e The Government Accountability Project (GAP) was created
to help these employees, who, through their individual acts of
. conscience, setve the public interest. Since 1977, we have provided
legal and advocacy assistance to thousands of employees who have
blown the whistle on lawlessness and threats to public health,
safety and the environment. This experience has given GAP
attorneys and organizers valuable insights into the process and
- hazards of whistleblowing. -
This handbook is designed to share these insights with others.

We hope that a broad audience will find its contents useful—that
it will help concerned citizens, policymakers, and public interest
groups understand the difficulties and social importance of
whistleblowing. There are lessons for all of us in the experiences
- of whistleblowers, about the powerful disincentives that have been
built into our institutions of government and business against
. coming forward to speak the truth about wrongdoing. But above

all, this handbook was written with one set of readers in mind—

employees of conscience in government or the private sector who
- want to make a difference.

This handbook offers ideas on how best to blow the wh:stle :

and maximize the chances of success and survival, despite inad-
equate and often unjust laws and procedures. Ultimately, the
system must be changed if whistleblowers are to be protected and
‘honored for their indispensable role in preserving openness and
accountability in government and industry. Until then, employ-

. ees'must understand the realities of the current system, so that

‘they can make clear-eyed decisions about whether and how to
turn information into power by blowmg the whlstle on miscon-
ductin government or industry.-

CHAPTER ONE

Deciding to
Blow the Whistle

rI‘he decision to blow the whistle may be among the most signifi-

‘cant cho1ces you will make in defining your professional identity

and career future. We want to help you make this decision—and
to act on it—in the most informed way possible.

We will expose you to the many pitfalls of ‘whistleblowing.
We will explain your rights under the law, outlining both the pro-
tections provided for federal government workers under the
Whistleblower Protection Act and other statutes, and the patch-

" work of legal protections that exist for private-sector employees.

We will explore the challenges you will face in trying to secure
these rights. We will also describe what we have learned about -
the patterns of bureaucratic response to employees who step for-
ward to speak the truth about institutional misconduct.

If you decide to blow the whistle, even after learning about

the risks, we want you to do it in a smart and strategic manner,

one that will serve your own as well as the public’s interests. You
may want to. remain anonymous or you may choose to go public.

‘You may decide to take your story to the media, or prefer to talk

to public officials with the power to correct the problem. Your
decisions will affect yout future, your family and your career. A
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well-planned strategy offers you a chance of succeeding, but un-
‘planned or self-indulgent dissent could be the path to professional
suicide. : _ '
- Through our work with whistleblowers over the years, GAP
staff have learned much about what kinds of strategies and cases
- are most likely to be successful and which are a recipe for frustra-
tion or failure. GAP has three primary criteria for evaluating
potential whistleblower cases; you may want to ask yourself these
questions as you consider whether to blow the whistle.

B Isthe Wrongdding atissue substantial enough to warrant
the risks of reprisal and the investment of human and financial

resources to expose it? '
B Are your allegations reasonable and can they be proven?
B Can you make a difference in resolving fhe_ wrongdoing

by taking these personal risks, or will you merely be beating
your head against a bureaucratic wall? . '

Beyond these general criteria, yoﬁr decision about whether
to blow the whistle is an intenSely personal one. It means mak-

~ ing a choice between conflicting social values. Our society honors

“team players” and doesn’t like cynical troublemakers and
' naysayers. But we also admire rugged individualists and have
contempt for bureaucratic “sheep.” We look down on busybodies,
. 8quealers and tattletales. But we condemn just as strongly those
* who “don’t want to get involved,” claim to “see nothing” or look
the other way. And while we believe in the right to privacy, we
simultaneously fight for the public’s right to know. ' :
The decision also raises conflicting and deeply personal is-
- sues of loyalty and livelihood. Loyalty to family is as much an
instinct as a duty: we don’t bite the hand that feeds our family by
turning on our employers. We may feel a similar loyalty to our
colleagues at work. At the same. time, few would disagree that

we have a duty of loyalty to the public trust, the law and our

comﬁ:uniﬁe‘s as well—one that would lead us to speak out against.
wrongdoing. For government workers, these loyalties are em-
bodied in the Code of Ethics (see Appendix H) and other laws
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that include a “duty to disclose” violations. Too often, however,
supervisors expect workers to honor this obligation only when it
does not conflict with their primary loyalty to their agency. This
leaves employees in a “lose-lose” situation—guilty by silence, or
doomed to risking the reprisals that come with whistleblowing.
Any decision about how to act on these conflicting values is
not easy, and it is one that only you can make. But your decision

‘should also be fully informed by an understanding of the likely

consequences of your actions.

One thing is certain. With the truth on their side, individu-
als can make a difference. Whistleblowers are the Achilles heel
of organizational misconduct, if they bear witness when it counts.
Used strategically, truth is still the-most powerful political weapon
in our society, capable of defeating money and entrenched politi-
cal machines. Armed with the truth, whistleblowing Davids re-
peatedly have exposed and defeated Goliaths who put goals of
economic or political power above the public interest. _

At their best, whistleblowers embody the professional integ-
rity of true public servants: through their actions, they add the
concept of citizenship to their identity as workers. Within large
organizations, they are the human factor that counterbalances
the tendency of bureaucracies to put organizational self-interest
above all else, even when it means institutionalizing patterns of
wrongdoing. And their actions change policies and institutions.
Consider a handful of representative examples from GAP’s expe-
rience. Whistleblowers have:

W forced the cancellation of a nuclear power plant that was
97 percent completed and was approved by the government -
for operation—despite the fact that its construction was
compromised by shoddy materials, massive falsification of x-
- rays on safety welds and uninspected work on safety systems.

B provided vt'he evidence that led to injunctions against two
incinerators and cancellation of three others for dumping toxic
" substances such as dioxin, arsenic, chromium, rhercury and
other heavy metals into the environment in five states.
. Whistleblowers also helped persuade the Environmental
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'Protec't'ion Agency to declare a moratorium against new
Incinerators and to institute a new combustion policy

establishing dioxin limits for all hazardous waste incinerators.

B exposed systematic illegality and fdrced a new clean-up

after the Three Mile Island nuclear incident, by revealing -

- utility comipany plans to remove the reactor vessel head using
a crane whose brakes and electrical system were destroyedin
the accident and had not been tested with weight. The vessel
head consisted of 170 tons of radioactive rubble that, if
dropped, could have triggered 'another accident.

- Whistleblowers went public with the evidence two days before

‘the head lift was to take place and stopped it until the crane
was repaired and tested., - :

MW forced cancellation of proposals in the 1980s to replace

‘ ' fe&eral meat inspection with industry “honor systems” for the
- USDA seal of approval—plans that could have led to even

more food poisoning outbreaks from government-approved
meat, 81m11ar to the 1993 Jack-in-the-Box tragedy.

B forced the shutdown of a nuclear ‘weapons production -

plant that had released over two million pounds of radioactive
dust into the environment around Cincinnati, Ohio.

‘M revealed that a Vetei-ans Admihistration hospital police |

chief peﬁodically beat patients, minorities. and Komeless
people seeking shelter. The chief’s tactics included smashing
a victim’s face into the wall and refusing to allow the blood to

‘be cleaned up, and beating a patient who was on a kidney

dialys?s machine. The whistleblower lost his job, but he
st?pPed t1'1"e brutality and today is arespected member of the
Cincinnati police force; the former VA police chief is now a

. convicted felon.

_ _ exposed ﬁ'agd and abusé in the Brilliant Pebbles prbject—
. planned as the next generation of the “Star Wars” missile

defénse syst'e'm—-'and‘helped spark ¢uts of $2.1 billion from
the Star Warsbudget befo_re it was formally canceléd in 1993.

B revealed that the Hanford nuclear weapons reservation
.in Washington state has emitted more radioactive waste than
the go{rernment .and its contractors have acknowledged, '
 totalling at least 440 billion gallons spilled into the air, ground,
Columbia River and water supply. A whistleblower proved
that more than a million gallons have leaked from a tank
that official records claim has lost only 5,000 gallons.
Whistleblowers’ dissent halted plans to dump 7.5 million
gallons of liquid radioactive waste into the water supply;
stopped the restart of a plutonium reprocessing plant
scheduled to pump out some 50 million tons of carcinogenic
carbon tetrachloride; and forced a commitment from that
facility to cut radioactive emissions by 60 percent, literally
saving citizens in the Pacific Northwest from having millions
more gallons of liquid radioactive wastes dumped into the
groundwater and river. :

M. challenged Standard Form 189, a blanket “gag order” that
would have required nearly three million employees with
- security clearances to obtain advance permission from their _
superiors before discussing virtually any concerns with
govermhent officials, members of Congress or the public. After

1.7 million employees signed the form, one man, Ernie

Fitzgerald, refused. Thanks to his courage and support from

the chair of a congressional subcommittee, Congress outlawed

provisions in that or any other federally-funded gag order that
conflict with the First Amendment and the Whistleblower

Protection Act. - '

Without question, the rewards and public benefits of
whistleblowing can be substantial. But so too are the risks and
costs. Time and again, GAP has seen whistleblowers pay an enor-
mous professional and personal price for their actions—often a
price they did not anticipate. We want you to be prepared. Asa
result, we do not mince words in describing the possible costs of
your decision to blow the whistle. : R

. You almost surely will suffer some level of retribution or ha-

rassment for living the values of a public servant. You may not
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believe your employer is your adversary, but the record sﬁows :

. that employers often do not want to be told what is wrong with
their operations. Frequently they greet the bad news by trying to

silence the messenger—to avoid any bad publicity, cost overruns,

Lability, or simply to prolong the benefits of the misconduct. It is
not uncommon for whistleblowers to be harassed, socially ostra-
cized, or even fired from their jobs; some are.professionally de-
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‘stroyed. Those who aren’t fired may find themselves deprived of

meaningful work.

You mrust also take a realistic and pr_agm'at.ic view of the law,
a;fd the degree to which you will be legally protected from retali-
ation for speaking the truth. In theory, whistleblowers—at least

' “When you work your way up

like 1 did, you have a pride in
your work. You have to stand
up, not just for yourself, but
for a principle. At the time, .
I made a decision of
conscience,” - : .
—Equal Employment Oppor-
tunity Commission whistle-
blower ' o

lack the bureaucratic indepen

those in the federal government—
have the benefit of a government
agency (the Office of Special Coun-

sel) that exists to protect their con.

stitutional rights of freedom of
speech and freedom to petition-
Congress. All too often, however,
employees who choose to exercise
-these rights on the job find that
their rights exist on paper only.
Federal employees often are

confined to defending'their rights

before administrative judges who
dence to rule against powerful in-

‘ f:e’rests without risking reprisal themselves. By effectively block-
ing access to our federal courts and to a jury trial before one’s
peers, these whistleblower laws provide only second-class rights, -

hardly the foundation for first-

class public service. Perhaps most

| fmsu-allﬁng_, the law provides little to deter those who retaliate.
Federal officials are eéffectively shielded from personal ]iabﬂity,'
. even for violating a government whistleblower's constitutional
rights. Too often, managers who carry out reprisals subsequently

receive promotions or bonuses

rather than reprimands.

Besidgs the obvious risks of potential job loss and inadequate.

protection by existing laws and agencies, there is also an emo-
tional and mental price to pay for whistleblowing. People who
have been lifetime friends may turn against you, and the people
with whom you work may treat you as an outcast. Forest Service
law enforcement agents who challenged timber theft and defended
endangered species learned this the hard way, as local television
news shows and newspapers denigrated them for their disloy-
alty. In a community that depends on an industry or government
money for its livelihood, do not be surprised when people ostra-

‘cize you and perhaps your family if they perceive your action as

threatening their way of life—even if you believe your actions are
in their interest. - ' .

As important as recognizing the extent of the likely conse-
quences of Blowing the whistle is understanding how long you
may be paying the price for your actions. You should not become
a whistleblower unless you. are prepared to make the commit-
ment of following through on your charges. You will learn that it
is very difficult to stop mid-stream and have any hopes of surviv-
ing the ordeal mentally or professionally. Long after the public
has forgotten your courageous actions, your superiors will remem-
ber what you did to them. :

*~ Even more important, the government agency or corporation

that employs you has an institutional memory. Bureaucrats come
and go, but the bureaucracy rarely forgets or forgives. On occa-
sion, third or even fourth generations of managers continue the
harassment campaign against a whistleblower—long after the
original target of the dissent has left, and even after the whistle-
blower was vindicated. _ - A

" There is another reason to weigh your decision to blow the
whistle carefully: you owe it to the values or issues you are seek-
ing to defend. If you quit while you are still needed, your point of
view almost cértainly will lose. In the aftermath your legacy will
be to have undermined your goals. Wrongdoers will be stronger
and corrupt institutions reinforced, because you stuck your neck

. out tentatively and quit.

As a general rule, it would be better to have looked the other
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gay than t? have blown the whistle unsuécessfully. That is th

APf emes hmmg, 4the difference between knowledge and
proof, a;nd oth?r factors affecting Prospects for legal success when
we select whistleblower clients. Frequently we turn down

DECIDING HOW LOUDLY T0
BLOW THE WHISTLE

Part of deciding’ whether to blow the whistle 18 thinking
tbrough how Youwould doit. One of the first issues to consider is
whether you want to “go public” with your concerns Or remain an

' quahty of your e_\'ri'dence,'your ability to camouflage your knowl-
fedge of key factg, the risks you are willing to take and &our will-
ngness to endure intense public scrutiny, ’

Going public unquestionab} ; i
Goingpubl; y boosts both the rigks and rewards
Qf wl;;stl?bIOng. Bc_efore deciding to go public, it is worthwhile

than vindicated. And any plic i \ :
: any publi¢ recogniti. indication j
ey 0 be flasty et e e gnition from vindication 1s'
It also is foolhardy to blow the whi ' : '
818018 do0 whlstle‘as a money-makin
Ve:'nture. Publicity about multi-million dollay awards in damagg ‘
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bet. It would be wiser to invest in the lottery: you will not get
fired for losing, or risk being blacklisted in your profession even if

you win.
A public whistleblower should not expect justice. The only

* thing that you can count on is personal satisfaction that you did

the right thing, and that you lived your values instead of stop-
ping at lip service. If you approach your whistleblowing with the
idea that this is all you will receive, any other benefits will be a

bonus.
The alternative to going public—blowing the whistle

anonymously—has its own strengths and limitations. The posi-
tive side of being an anonymous whistleblower is that you may
protect your career. However, you often are limited in what you'
can expose, because you must ensure that the documentation you
leak is self-explanatory and can stand on its own merits without
your public explanation. Many, if not most, investigative bodies
do not consider anonymous allegations to be credible. You may
choose to provide another source—a reporter.or your repre-
sentatives at a non-profit organization—with a fuller expla-
nation of your documentation, and trust your source to con-
vey it without revealing your identity. '

You must also be careful that your allegations cannot be traced
back to you. Sometimes the substance of the charges can be your

. “signature,” because your job position makes you the only person

who could be aware of the problem you have exposed, or the only
one with access to the relevant records. While there are ways to
avoid having documents traced back, it is virtually impossible to
guarantee that the information will not lead back to you.

' Anonymity offers another potential advantage: it can allow
you to maintain your insider’s position, and to witness how the
bureaucracy attempts a cover-up once the problem has been ex-
posed. GAP has seen whistleblowers on the inside who leaked
information and then were actually on the “damage control” team
‘asgigned to cover up the fraud. - Once public whistleblowers are .
exposed, they usually are isolated from the bureaucracy and the
evidence. After the flow of information dries up, it is hard to
rebut the system’s evasions, denials or disingenuous “reforms.”
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To be a successful anonymous whistleblower, you must have

an effective outlet and strategy for leaking the documentation,
Chapter three of this handbook covers potential whistleblower
outlets and the best way to approach them. _ .
Keep in mind that it takes a certain personality to leak infor-
mation anonymously while remaining cool enough not to draw sus-
picion. If you don't have a.good “poker face,” and you cannot think
. of a safe strategy for leaking information without having it traced
- to you, consider going public or not blowing the whistle at all.
_ Whichever path you choose, be decis@ve. The worst approach
you can take is to remain semi-anonymous. If you are suspected
- of the leak but are not publicly known, you will experience the
worst of both worlds: the agency or company will begin to retali-

ate while denying any knowledge that you are a whistleblower,

which can deprive Yyou of your legal rights against reprisal. Per.

haps worst, you will not have the benefit of outside resources to
blunt the attack. '

The following checklist may help you determine if you are
ready to blow the whistle either anonymously or publicly:

If you plan to remain arionymous,' ‘ask yourself: v
B Am ]I in a position to know that what I see as misconduct

- really is improper in the bigger picture, or could “tunnel vision” -

be leading me to a wrong conclusion?

B Will it work—or will anonymous disclosures simply give

the wrongdoers an opportunity to cover up the“problem?

B Can'I prove my allegations with self-explanatory

documents that do not need my public explanation?

= Can these documeﬁts be traced to me b_ecause a small
group of people received them or my copies are uniquely
marked? (Beware of tracebacks through fax identifications.)

W Canlactnonchalant when these documents are discloged
.80 as not to attract sispicion? '

W If discovered, do Iy spouse and I have the ability to

suppori my family without my job or even outside my current
profession? -

Is my family prepared for and does it accept the poss1b1.l_1ty
:t'stress from uncertainty, and the possibility of a negative
pub]ie profile if I am discovered?

- N . 0
B If discovered, what liability will I incur, if a:ny

If you plan to go public, ask yourself: o
B Does my job allow enough perspective to ensure 1t ; ion}:
cOnclueions are not the mistaken product of “tunnel vision,

even if my information is accurate?

Are my family and I financially and mentally ready f.or a
:ro.t'ract.:ed fight with my employers to prove my allegations
and to try t6 retain my job? )

Am I mentally ready to have my fellow Wo.rkers an?
" rhaps my friends turn against me because of my disclosures?
pe Ty |

1 and
B Am]Iready for personal attacks agamet ;ny character
to have any pest indiscretions made public?

i t
B Do I have enough evidence to prove my. charges v;it::y
having to go back to my wo_rkplace? Even alf ,I c;x; ;;1 el
ial ions,’ I be more valua '

initial allegations, would : ro
1?1212ning my access to information by not going public?
¥

Am I sure that my motivations are to expese the
. . ar
=rongdoing on behalf of the public interest, and ‘not just slz))hc
grapes, revenge, or a quest fqr ﬁnanf:lal gain or pu
attention? ‘)
B Am I financially and mentally ready to risk my career?
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- BLOWING THE WHISTLE WISELY

If challenging the powers that be is as old ag organized socj-
 ety, sois retaliation for doing so. The firet reacti A
nizations to perceived internal threats is often an almost instinc-
tive counterattack. Because your employer might well strike back
“after you blow the whistle, a carefully planned and executed strat-
egy is crucial. To maximize your own protection after blowing
the Wbistle; we recommend twelve basic survival strategies:

‘ 1. Before taking any irreversible steps, talk to your
family or close friends about your decision to blow the
whistle.. One of the most serious rigks of whistleblowing ig fam-

-ily break-up; because-the entire family will suffer the resulting
'hardship's. If you choose to challenge the system without your
family’s knowledge or approval, you may lose them in the after-
tath—a sacrifice greater than the professional consequences,

" 2. Develop a plan so that your émployer is reacting to
you, instead of vice-versa. . To eénsure your best chance of gyur-
vival, you will need to go on the offensive, rather than simply

- reacting to the bureaucracy’s or company’s actions. Ag in other
situations, the best defense is a good offense: your employers
should be responding defensively to your strategically-timed re-
leases of information, meetings with the press and public offj-

your chances of losing escalate.’

3. Bealert and discretely attempt to learn of any other

Deople who are upset about the wrongdoing. Thfough stra-

- tegicbut casual questioning and discussions with co-workers, you
can learn whether youy objections to the wrongdoing are credible
among colleagues and whether you see enough of the whole pic-
ture to be certain that your suspicions are well founded. Your
colleagues may be important witnesses in the future, and may
" have additiona] Information about the problem, or confirm that it
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is more widespread than you know. Itis possf:ll: ﬂi:,; ls:::e a(;od
workers may be as concerned as 3.70u are. about the S;; hdant; nd
may be willing to join you in mak].ng a d:sslo'sure.Re olidaris y_ou |
make all the difference in preventing re@aﬁon. " tml,’ble.
should be careful not to expose your.se]:’fm th.e Process as
maker or a threat to the organization’s policies. |
4. Before formally breaking rans: c(fnstt;ti:r us);:_’tlhg;'
there is dny reasonable way to w?rk within ° st,: msutu.
ing to the first level of authority. .Chal_lenge el
fio"ef operations are often not taken senously unless y“c:iu oo
pl?;re that you gave the proper'_authon@es a chancz ::as i_c; dﬁ-
right thing,” and that their response to your W;Ia:::nmmal el
ference or an attempt to cover up the probl{emi.;(-3 5 crucia ;Ound
eveér, that your attempt to work within t%le sysI m Joes not soun?
the alarm, triggering a cover-up or repl_'xsal. tis ;;al;yie e
this successfully and safely, espeaa]ls.r if you ar: ::,, 2 bﬁm |
nificant wrongdoing. Perhaps mos?: u.nport‘an \ o
the system can expose you to retaliation Wlt?lo;:la e e .
support from a public constituencs.'—the most iso "
fore vulnerable, position for a WhJSﬂGbl?WGI. -
The best initial approgch to chz'alleng'mg pot;znél étﬁng oonnet
‘may be to raise an issue casually, in an mfc;)rnl;.n tng or meet
ing: you want to appear --to be th1p i ien-ng o
nonconfrontational way, or asking for htflp in :tani cring et
uestions. If that doesn’t work and you're not at p > ith v
t(:ling.the matter drop, you may have to make yot; :S e
directly, in as low-key and nonadversarial a n:aa:;ndeaﬂy What >
This may be best done in writing. You must stat: Wit,hou_t o
‘and what your position is on tl_xe matter, pome
Sty demanding. You will be risking exposm.-e——but i .
pus"hy ?)itant for ydu&r credibility later. If there is 1o recordr:'
:ce»ulzl'n ll:rior objection to the wrongdoing, your sup%ml:dglciihat
by making you the scapegoat for the very misco -és
Sponlga 5; attempted to expose. This would divert your energi
f: urov‘i’ng that you were not responsible for.th,e w%-ongdos{;ﬁ; or
pIn many situations',. however, it is unwise or impos 0]
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. . . Fe * p s .- .

tem and they _ . , R
Picion.'totjl'l::rl‘z:l:lefprl?fblem 8 exposed publicly, you may draw :Z:-
" inform ally diséox;ere;wever," lf.you do decide to go public or are
speech laws depends ' quz'ahfymg for coverage under the free
you were a Whjstleblor’lvbemg able to prove that your boss knew
some institutional re ower. Your legal defense may depend on
Another straterec?rd- of your ti'issgnt;
whistlelower butg? is to mamtam the identi_ty not of a public
: » - oL & cooperative witness who simi)ly tells the

. and this cou ve di : ‘
: s could prove difficylt, Because thigis a “Catch-22” situ
- a-

6. Before and after yo blon, . '
€lore and after you bloy the whistle, it is very im.
' ! record o

events as ey _unf
. th. : f,l.m old. Not keeping close, contemporaneoyg

i
h
!
i
i
:
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Keep a diary—a factual log of your work activities and events
at your workplace. Try to keep this diary as straightforward as
possible, leaving out any speculations, personal opinions, or ani-
mosity you may have toward your fellow workers or your situa-

‘tion. The diary does not have to be kept on a daily basis, but it is

important to write down events that relate to the wrongdoing
you are planning to report or any harassment you are receiving,
in part to record your objection to it. Record events that happen,
and the full names and titles of all people involved. Make sure
that you date and initial each entry. v :

This may seem like a burden, but it is an invaluable invest-
ment in your professional survival. As legal evidence, the extra
credibility from your written impressions at the time of disputed
events may make the difference between winning and losing a
future lawsuit. It is also an insurance policy against memory
losses, and helps to piece, together significant facts and patterns.
Be aware, of course, that your employer will have access to the
diary if there is a lawsuit.

Write memoranda for the record of importaht events or con-
versations about which you want to make a permanent record.
Place the date and title, “Memorandum for the Record” or “Memo
to File” at the top, and then write down everything you can re-

member from the conversation or event. Then sign the memo-
randum, date it, and if possible have someone witness it. If you
need to write a memorandum for the record about a conversation
or event in which it will be your word against someone else’s, the '
_safest way to proceed is to write the memorandum, make a copy,
seal it well in an envelope and mail it to yourself. Once it is sent
through the mail it will be postmarked, and you should store it in
your records without opening it. Then when you need to prove
your claim, the sealed envelope will show that you wrote the
memorandum on the postmarked date. '
Electronic-mail systems in large organizations can be used to
memorié]ize or confirm important conversations and, in some
cases, force managers to put their thoughts on the electronic
record. Most systems allow all messages, even “eyes only” mes-
sages, to be printed. . A note of caution: do not put anything on
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:1;1.]; themfthat youwant to keep private, and do not allow your
conﬁde,ﬁi:l a doafme_.nt'i;o remain on the system. Be sure that
material is kept elsewhere and that you have hard

copies of important'documel_its in a secure location,

| ﬁ:vl:t:h ?ayh: tclleStroYéd or hidden. Either way, it is very hard to
whistle successfully wi R
back up your claims, y Wlthov# credible dqcumentatipn.to

. d e dol N >4 .
ﬁzzu;f:tz;;:n 01]'3 Witness testimony, you may be risking retalia
| othing. Under those circumst Hot.
N ing. 1 88 stances, you probab} )
ﬂl‘;e a rea]fghc g:}{ance of making a difference. On the othe); i‘;;lst,
nece: sxa:re s«_eve;'e, inherent risks in seeking to obtain the eviden ’
‘ ary to be taken seriously. In other words, if you're goj_u,t__:l;1 ::

d - - - ’ .
oit, doit right—but be aware of what you're risking
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8. Research and identify potential allies such as
elected officials, journalists or activists who have proven
their sincerity and can help expose the wrongdoing. It is
important not to contact the media; Congress or any other outlet
until after you have definitely decided whether to blow the whistle
and whether you plan to be anonymous or go public. Then, par-
ticularly if you decide to-go public, it is essential to develop a
support constituency whose interests in your act of public service
coincide with your career survival. This is a cornerstone of your -
strategic plan. Whistleblowers are most often successful when

. they communicate their message to those citizens-who will ben-

efit from their disclosures; when whistleblowers remain’ isolated,
they are more likely to lose. Developing a support constituency
not only breaks the isolation you may face, but also exerts critical
pressure on your employer. When the wrongdoing is exposed,

- your employer should be reacting to the media, Congress, the

Breaking the isolation: an illustration

Typically, a whistleblower is encircled
and isolated by traditional bureaucratic -
| . institutional employers—corporations,
legislatures, executive agencies—and
the disclosed information is filtered or

suppressed. :

Beyond the bureaucracy are the sources
of potential power outside of the insti-
tutionalized powerholders. These in-
clude the media, public interest groups,
and consumers—the commonweal.

O

The challenge is to inform and educate
the outer circle constituencies so that
- they exert power on the defined tradi-
tional powerholders—to build informa-
tion spokes so that the commonweal
surrounds and holds accountable the

bureaucracy.
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) of successﬁll'whistleblowing.

9. Eithgr Invest the funds for a 'legal opinion from a
con.zp‘gftent lawyer, or talkto a non-profit watchdog orgdni—
zation about the risks and obstacles facing you. There are a

range of considerations you may want to weigh with a legal ex- .

_pert.. These include,‘the potential retaliation you could suffer, the
odds ft?r & successful defense, how much it could cost to defend
your rights, whether there are legal restrictions on anjr of the

. evidence you may be considering for disclosure, and the Prospects

for making a diffgrence given the rigks. Organizations such as
the Government Accountability Project; the Project on Govern-
;rfter';t Oversight and Public Employees for Environmental Respon-
sﬂ:ﬂity can directly—or via a referral-—offer you advice, help you

- plan legal, media and political strategies, and advise you about

legal counsel. If you consult with a private attorney, keep in mind

that the ultimate decision about whether and how to blow the
whistle is yours to niake, not the lawyer’s: you are the one who
must live with the moral, ethical and pfofessional consequences
of your decisions. ‘ '

1?. Always be on guaid not to embellish your charges,
18 essential to maintaining your credibility. It is far better

.

sonal knowledge in telling their stories, and then give congres-

sional or media investigators ways to uncover the rest of the facts—. .

and any broader implir;ation_s of wrongdoing—for themselves, The
!ess you skate on thin ice with your information, the more cred-
ible you will be to People who have to trust you before they will
help you. D S oo
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11. Engage in whistleblowing initiatives on your own
time and with your own resources, not your employer’s.
Government employees have been fired for conducting “personal
business” (in one case, blowing. the whistle on fraud) on
government time, using “public property” (the office copier
machine, fax or telephone). Itis a good general rule not to engage
in whistleblowing activities during office hours or using office .
equipment. There are exceptions, of course, such as in the case of
a government auditor or investigator on assignment who

_inadvertently blows the whistle on government time, simply by

conducting his or her audit or investigation. On other occasions,
employees have obtained specific permission to use government
time when cooperating as a witness in an investigation sparked

* by their or others’ whistleblowing disclosures. Additionally, some

collective bargaining agreements allow employees to use office
supplies during normal hours to work on legal disputes with an
employer. ' :

12. Don’t wear your cynicism on your sleeve when work-
ing with the authorities. With good reason, you may have a
knee-jerk reaction that any authorities assigned to investigate

* your charges must be incompetent, corrupt, or attempting to cover

up the wrongdoing.

Even if you feel this way, it may be a fatal mistake to display
your suspicions. If the investigator or auditor were not defensive
to start with, your attitude may poison the well and intensify the
abuse against you. For better or worse, once you become a whistle-
blower you are in a partnership with whomever is on the front
lines of enforcing the rules. You will get along better, enjoy the
process more, and maintain the chance for an effective workin.
relationship if you treat your partner civilly. :

Further, the investigator deserves the presumption of inno-

' cence until proven guilty or complicit. It would of course be fool-

hardy to extend blind trust and “spill your guts” to someone who
may be an agent for wrongdoers. But at least give your tempo-
rary partner a chance to prove him or herself: see if and how s/he

acts on your evidence.
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Keep i ind
ep 1n mind that many of our most courégeous i

| whlsttieblowers have been civilian or military law enforcement
age N ” . . . : o
cog;; mv:l;g Ijmcerelfiri:rere trying to do their jobs, acting on the
- ‘oL pioneer dissenters who raised the jsg '
concers cer bers who re 1ssues. If you are
v gm lagsum;ng bad fa1th_, you may lose one of your pot
tially most important allies.” poe
» t’f‘llse f?l‘undatioq fq; all these survival stratégies is a healthy
it g.l,iao transcend the stress, it helps to be fully aware of ang
a anl: ﬂ:; :t ym: a;e' getting into. This is a time to draw on and
extent of your inner strength. You will ; '
n the extent ] - You will need it. Th
co! 4 ist], .
ju;;s.ta.nt,‘ .negatlve pressure whistleblowers face can color you:
» Worinfgp:h and make you paranoid about every event. Paranoia
o m e l?urgaucracy’s favor if it wants to }Saint you as an
easonable, even unstable person whose charges should not be

en seriously. To succeed, you must be able to rise above this

trgp. ’.I‘ke t:o]lowing suggestions may help.
i mi,z}::::t;t: 1.:yo_ur asftz,se‘of valugs and keep your sense of humeor
ay calm—and even to laugh—than it is t .
i ev > 1 ~—than it is to
Z;:: t;a;1g-'er when bureaucrats make a mockery of fairnessssj f:he
g g . ‘ . - in-
ot a:lf ge]f mportz?.p.t_:c.a.. It can be Liberating to know that you
Javea su:;ed rggponmb;hty for making your own deciéions baséd
on :7 u]:: 1::8, 'rather than accepting the agency’s or company’s.
fine ur ‘il :: i;)lr::;gl);. -Alt:l;j_n with the pain and fear, there is rea] -
ion i nt 1n taking control of your life. Take time’
- ‘ _ . e tim
reflect on and enjoy the self-respect that comes from knowirf;

that you are living your values.
isdaZc;tqh yoy.r gxpeczj‘ations of others. | You cén reduce your own
o a;ltlz;ot being thdgmental, or expecting everyone els'eA who
s ‘your ! ow &e whistle. Even_ if you are doing the right thing
il ’oncerng are accurate, it is enough to risk your own
cerel. L Fthexpec-t others to do the same. Your colleagues sin-
rjskts;l ::::o u:i: Oi:izrmgno .opin-.ions or may not be positioned to
501 oI economic support for their familie i
. L3 ) o y S' T11

resent you if you morally condemn them for failing to ma;:i ‘;u

, e

same difficult choice as -
- ou have—and thi .
to your isolation. you have—and this resentment will add .
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" . sonal growth.

Keep perspeétive. Do not surrender to the temptation to be-
come an obsessive “true believer” in the importance of your
whistleblowing cause. A measure of detachment is essential, for
your well-being as well as your effectiveness. It helps to have
another job or a hobby that takes a good portion of your time, so
that your whistleblowing activity does not completely dominate
your life. Doing this will help you remember that there is more to
life than whistleblowing. Letting it consume you most likely will

' destroy you, and your credibility, over time. Similarly, while ca-

reer reprisals may reduce your ability to support your family fi-
nancially, only you can deter-
mane vx{h_eth.er' YOUr < pave values that just won't
whistleblowing will reduce—or .. L.
oh bility to let me participate in illegal
o ance—your @ ty PYO"  things. There is nothing ex-
vide your family with emo- . - :
tional ort and guid traordinary about me at all.
onat Suppo and gudance.  ro, 56 hero. But you've got
You may have a lot more time- . .
d to give the to live with yourself. If I
The e‘f;ﬁyth 0 glve ™ didn't do it, how could I live
- Lhroug ese approacnes, . ih that face in the mirror
you can help turn the crisis of NP
e e . every mornings
retaliation into a unique oppor- . . .
tunity for other kinds of —General Services Administra-
unity for other 8 OL PeT™ 4 on whistleblower

Anticipate retaliation and
surveillance. No matter how healthy your attitude, constructive

your approach or complete your ultimate vindication, facing some
form of harassment is the rule rather than the exception for
whistleblowers. Academic research confirms the pattern: ina
1987 study by Doctors Karen and Donald Soeken, 232 out of 233
whistleblowers reported suffering retaliation; similarly, 95 per-
cent of whistleblowers in a 1989 study by Professors Philip Jos,
Mark Tompkins and Steven Hays said they faced reprisals. Nor
are these results unique to the United States: a study of
whistleblowers in Australia by Dr. William De Maria found that
94 percent reported direct or indirect reprisals. So expect and be

prepared for the worst.
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In addition to-confronting retaliation on the joB, some
whistleblowers find themselves the objects of surveillance by gov-
ernment, industry or private investigators. This experience can

be very frightening and can exacerbate your understandable anxi- ‘

eties. While it is important to document any suspected surveil-
lance through a diary or memorandum for the record, it is just as

~ important not to let suspicious activity get-to you. We often ad-

vise that if someone is Watching you, s’he wants you to become

" affected by the surveillance and to act irrationally. It can be an-
other way of bullying you into a mistake. It is to the benefit of

your detractors for you to sound crazy to the general public by

 saying that your phone is tapped without having proof.

. It is very hard to prove that You are being watched or that
your phone is being tapped, so the best way to deal with this con.
cern is to be careful about mformation you provide over the

phone—without allowing yourself to be functionally gagged from -

communicatirig. Indeed, telephone communications can even be
a way of conveying disinformation to listeners, or to issue subtle
warnings that you wish to -éommum'pate. Similarly, be sure that
nothing you do not want to reach your employer is exposed through

-office recycling or»garbagé, stored .in an unsecured manner on

your computer or sent to you at the office. Employers have been
known to go through whistleblowers’ desks, confiscate computer

N files, and even intercept and open mail they receive at the office.

. Ifyou operate from the premise that you may be watched and are

appropriately careful, the surveillance efforts will be in vain. And
as explained above, if you are cool enough to be strategic, the
surveillance may backfire. : )

‘Be prepared for public scrutiny. You should expect your em-

- ployer to work very hard to find some flaw in your past or in your

character and to attempt to exploit it. Even if this strategy fails
as a dive_rsionary tactic with others, it can create extraordinary
stress for you. Everybody has skeletons in their clogets. Like
candidates in an election campaign or nominees for political ap-
pointments, whistleblowers have to develop thick skins. To para-
phrase the famous reporter Clark Mollenhoff, you must be pre-
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i ith the whole record. -
pari;ilttﬁ:lu‘;eh?his list of survival strategies may seem overwhelm

only an i i e most important course you

e itai]z Ofiy ilgz;:z;t:z:ltﬁf? And careful, strat_egi.c plan-
m'ay t : beythe most important investment you make in iﬁuux.-
I;'I;?ezignal survival. You may apprec.1ate the ;al}ll:i ofl Zlgej:ed ol
.’den'some suggestions more after lea1:n1ng the tect > :km el
organizational reprisals against whlstlc.elflowe;s. e e
be the wisest or worst decision of your lfe. Lyou

th:fx?tza;iﬁ, you may as well prepare and be smart abou

youdo it.



CHAPTER TWO

What to Expect:
 Classic Responses to
Whistleblowing

: If you are going to challenge the agency or corporation that em-

ploys you, you need to understand how large organizations oper-
ate. In particular, you should know how bureaucracies function
to target troublemakers and to neutralize dissent.

TARGETING DISSENTERS:
THE TACTICS OF RETALIATION

Intimidatidn and fear are the ultimate objectives of classic
organizational reprisal techniques. The goal is to convince em-
ployees that the power of the organization is stronger than the
power of individuals—even individuals who have truth on their
side. The following is a list of tactics your employer may use in
the effort to.silence you, fire you or harass you into resigning.

. They are illustrative examples of how bureaucracies attempt to

keep the majority silent by making examples out of troublemalk-
‘ers such as whistleblowers. Keep in mind that the list is not ex-
haustive: the forms of organizational harassment are limited only.
by the imagination, and may be “custom-fit” to strike at a
whistleblower’s unique vulnerabilities.
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Spétlfght the Whistleblowers, Not the Wrongdoin
The first commandment of retaliation ig to make thi whistle

‘blower, instead of his or her message, the issue: obfuscate the

diss_. st s 3 -
ent by a#achng the source’s motives, credibility, professional

wb'iztleblo‘iver, instead of the alleged misconduct

co - o4 ' )

disc!oswmmes ic;lzo mmla al mgnagemeni_: response to a‘whistlébloiaver’é
] unch 4 wltchhuni; by placing the employee un-

1ssue. The point of this tactic is to direct the spotlight at the

and the NRC ord lean-
emonswe - Eze;ioslgﬁt:f procedures to be rewritten and
. privi;t:‘:z; :citggl;i?;nt fagency's Office of Inspector General or
: whjsﬂebldwér 7 . W111 510 the dirty work of investigating a
sty “.b l-)on;ej:u:ncis Investigations and surveillance are
et hi’s ﬂa ysitters, §p1es assigned by mzmageinent to “as-
_ eblo_wer. A top law enforcement manager at the

tice agency did wan
e the ;ielzz d.}d not want exposed: its contractors were hirin
agemmsent ad g lllc?gal aliens, and engaging in related mism :
csement and questionable environmenta] practices. The F ant
‘ d practices. ores

——
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‘tual disputes that were the point of the manager’s original alle-

gations.

A related technigque is to open an investigation—and then de-
liberately keep it pending for an indefinite period. The idea is to
leave the whistleblower “twisting in the wind,” with the cloud of
an unresolved investigation hanging over his or her head. The
effect is not only to create uncertainty and stress for the whistle-
blower, buit also to undermine his or her credibility: potential
media, government and other officials may be discouraged from
listening to and taking seriously a whistleblower’s allegations
when they learn that s/he is “under investigation.” For five years,
the Forest Service threatened to pursue disciplinary action for

" activities normally considered technicalities against two agents

challenging age and sex discrimination in the agency. When the
. agents agreed to testify in Congress or appear on national televi-
sion, the agency stepped in to “warn” the congressional and me-
dia contacts that the whistleblowers were under investigation and
could be fired for serious misconduct. - ,
Investigations have continued over decades, covering hun-
dreds of witnesses. U.S. Department of Agriculture (USDA) meat
grader John Coplin was under investigation almost continuously
from 1957, when he first blew the whistle on bribery, until his
1981 retirement. William Lehman, a USDA import border in-
. spector who stopped millions of pounds of contaminated meat from
entering the United States and endangering consumers, was un-
der investigation repeatedly for a decade.

Employers can be creative in devising grounds for an investi-
gation or a smear campaign against a whistleblower. Any allega-
tion will do, no matter how petty. Retaliatory travel, reimburse-
ment and time audits are so common they could be classified as
bureaucratic kneejerk reactions against whistleblowers. Even
charges previously investigated and discredited will suffice. For
example, in 1992 a blue-ribbon panel of independent experts dis-
credited the Army’s attempt to fire Star Wars scientist Aldric -
Saucier as incompetent for exposing mismanagement and abuse
in America’s anti-ballistic missile defense system. Instead the
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agency reintroduced as new ch#rges the same allegations about
1969 misconduct that had been investigated and not acted upon
a.decade earlier, in 1982. L
Some employers will display real chutzpah in selecting
charges, attempting to select and make stick the most outrageous
or far-fetched charges possible—as a “lesson” to other employees
about management’s power tp control eévents. For example, a

' whistleblower who is renowned for being a gentleman may face
sexual harassment charges; a soft-spoken, self-effacing individual
may be branded a loud-mouth egomaniac. In one case, a law
+ enforcement officer renowned for his respect for civil liberties was

suspended without being allowed to confront the source of anony- -

mous charges that he made an illegal search during a drug raid.
In another absurd instance, a doctor challenging misconduct in a

. $5 million federally-financed study was accused of anti-
Semitism—despite the fact that her step-daughter was attend-

. ingrabbinical school at the time. In some cases, employers select
_petty or ridiculous charges in an effort to hang the whistleblower

~ on the very issue on which s/he dissented: a whistleblower expos-
ing gross waste and fiscal mismanagement, for example, will be .
chiarged with theft of supplies or misuse of time cards.

Smear campaigns are often more vicious for whistleblowers
higher up in the chain of command, because they are perceived
as greater threats. They are more likely to “know too much,” and
their organizational stature gives them more credibility. Randy .

. Taylor, Chief of Military Police at the Bermuda Naval Air Sta-
tion, exposed the cover-up of post-Tailhook sexual attacks Aé.nd
misuse of the base ag a taxpayer-financed resort (known as “Club

. Fed”) for powerful politicians and military officials. The Navy
- responded by ordering him to undergo a psychiatric examination, -

which he passed. : ‘

Taylor's experience was not unusual. Psychiatric fitness-for-
duty examinations are one of the ugliest forms of retaliation, and
have longbeen used asa way to spotlight the whistleblower. When
Department of Energy scientist Marlene Flor challenged improper
transportation of toxic materials and sexual discrimination, she
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was ordered to take a psychiatric examination in which ;he ;vz:;so
grilled about ‘her dissent. When she passedj she was ordere -
take a second exam. Nonetheless, her security clearz.ance Zals r:l
voked and only restored after years o-f bt.nreaucr.a'tn.c anw-:ﬁh
battles.' Others face more severe psychiatric retaliation. m; "
days of protesting payments to reserve troops for not 1'epoJ g o
weekend training assignments, Air Force Sergeant . oself :
Taliaferro found himself confined to a mental ward, wearing shp

pers with Happy Faces on them.

ing . inst Them
;ld a Damaging Record Agamﬁ : L
BmThis tactic goes hand-in-glove mth.spothght;mg th.e whistle
blower. Not infrequently, government agencies or p;u_vate hj::l:;
panies spend years manufacturing a reco:l:ld t}c:aI;ra: fusae ;vto e
i loyee who ‘T _
blower as a chronic problem emp . . .
prove. The idea is to convey that nothing the e-mployee doele;nlz |
right ‘ Ironically, many whistleblowers have a hlztory f)f sm:;:1 o
cxforma: i i1 this tactic is used against them.
erformance evaluat;ons——untll_ ta !
’ An employér may begin by compﬂmg. memoranda abou}t);lzzz
incident. Areal or contrived, that conveys J.nfatlilequ;ti or P::ﬁes >
or j is is often followed by a s
tic performance on the job. Th]S.].S oft . 0
ionﬁl')ontational “counseling” sessions, in which Fhe eml?l((ilﬁ is
baited to lash back. Reprimands and comparatively ml_ll d h::;
plinary actions are taken first, in part because tl.le employ oo
few if any due procéss. rights in defense. By the time taermu;z?1 for
is proposed, the deck may be well-stacked throu'gh a con
history that the agency has written about the whistleblower.

ten Them
T"Lr';‘;is tactic is commonly reflected in statements such as, “Youll

never work again in this town/industry/ agency. . et _Wfa;ml:fl-li:;);
reprisals for whistleblowing, s'uch as reprimands, (;m:hment ”
an explicit threat of termination or other severe p nishment &
the offense is repeated. In some cases, 'employees may t.v:h s:glz >
nondisclosure agreements as a condition of em.ployme.n : : 31;1 >
alties in such nondisclosure vagreements—whlch pypm.allv .
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outline law enforcement/good govermﬁent free speech ‘. excep.

ﬁ s - . . |
_ lons—sometimes contain the threat of criminal sanctions for dis-

" closures.
e alcle arﬁili)f makmg. threats. has been perfected in the world of
. federally- ded medical research. Dr. Suzanne Hadley, chief
Investigator for the Départment of Health and Human S};’rvic:s

Oﬂicg of Scientific Integrity, began working with congressional

Investigators on cases of alleged high-level misconduct that un-

ders B . . .
t::;:ﬁﬁ t;:h integrity of studies funded by the National Insti-
e (NIH). She promptly found berself facing an FBI -

“agent who combined threats with interrogation

andll‘iﬁ ;;Va; a ]ittl‘e more subtle with scientists Walter Stewart
_ eder.  With NIH’s approval they testified in their offi-

::Jazte cz:p:hc;té befozte.ahl Health‘ and Human Services advisory com-
o a-re,;‘Iest l:)mtll?mémn 01‘1 Rfase_arch Integrity. Later, in response
| oareque ang tae Commission, Stewart and Feder used govern-
._ ﬁjsconduct e ZI ;)ngnery to sgnd a draft congressional report on
s In 4 oS research i}o the Commission. NIH repri-
oanded hem d.': : leir co'mmumc':ation and warned of worse pun-
mentifih uirm . ;Ifi ;Ig’am :I‘he reprimand was withdrawn after
o Comminaion 1;se ;cpon appeared in the press and after

Isolate Them .
to a “b:rt:::i - i t}ou ?e(il’lmque is to transfer the whistleblower
oo s cratic Siberia.” Two purposes are served: the isola-
- the To an example of the whistleblower, while also blockin
: ?I:rpl oyee ‘S‘ access to information. After Food and Drug Adg
tion o!f ;Sgﬁ?enmt Dr. Joseph Settepani protested introduc |
" {-Known carcinogens and muta ; i
ply, he was reassigned to 1 utagens into the food sup-
ong- . o
oxperimental farm. T rocearch in a trailer on an
| Sewezfl:::t Aviation ,Admamstr, ation (FAA) engineer James Pope
" gtitten the agency's ombudsman for the general 'aviétiori con-
ol edq];,- :;11:11 he. e?zposed FAA suppression of an industry-de-
s . Aﬁae p device to warn pilots of impending mid-air colli
ons, : : . - olh1-
T Pope blew the whistle, his superiors reassigned him

to Seattle, Washington, where his duties vanished, except for tasks

such as speaking to local Boy Scout troops. Joseph Whitson was
in charge of drug testing for an Air Force base, where his sworn
testimony exposing political manipulation of test results led to
court martial acquittals. As he left the hearing, Whitson was
reassigned to a desk in the basement of the base. He kept him-
self busy by occasionally sweeping the floor.
Employers may also isolate whistleblowers by assigning them
to work at home, often without any duties, to facilitate later ter-
‘mination, NIH used an extreme version of this technique—as-
signing neither duties not any work station at all—for over a year
with Dr. Hadley, until she filed a legal complaint to force the
'agency to approve work for her. A more blatant approach is to

- assign whistleblowers to administrative leave with pay. Gordon

Hamel, a whistleblower at the President’s Commission on Execu-
tive Exchange, and Susan Swift, a Justice Department whistle-
blower, each endured this fate for.extended periods before being

restored to gainful positions.

Publicly Humiliate Them

This tactic is the bureaucratic equivalent of placing
whistleblowers in the public stocks. When Resolution Trust Cor-
poration enforcement attorneys Bruce Pederson and Jackie Tay-
lor protested political sabotage of savings and loan prosecutions,
they were publicIy denigrated and assigned to work in buildings
not staffed by any other RTC employees. :

The strategy of combining public humiliation with isolation
is not unusual. Mary Eastwood, Acting Special Counsel under
the Carter Administration, protested in 1981 when her successor
Alex Kozinski began colluding with agency managers to purge
whistleblowers and Democrats from the .agency. He moved her
to a desk in the corner of a public room, and ordered other em-

ployees not to talk with her. .

Set Them Up for Failure - o
Perhaps as common as the retaliatory tactic of isolating or

. humﬂaatmg whistleblowers by stripping themn of their duties is
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Jing them with unmanageable work. This ta

its conver L o |
‘converse—placing them on a. “pedestal of cards” by overload-

actic often involves

assigning a whistleblower responsibiliti akin
possible for him or her to fugl th:sl:l:laeslsand fhen making tim-
O . i T . . . ’ ’
stee sne. .aPP-;'Oacyls to withdraw the research privileges, data
e I;j;r;u h:rd_-mate staff necessary for a whistleblower t’o per-
r her job. When Dr. Anthony Morris chéilenged the

| ! 1 . [ l' . . f 1] . . ]] 11 ]

f,i j::fbr?ﬁaléagrtger for Dr. Morris to conduct his work in the
ure—an;y ] n.;ployers may a.l_so set whistleblowers up for fail-
i idJsm.tssal——by overwhelming them with new aésign-

, “Y%ey will s&_’z'criﬁce the indi-
vidual before saying that the .

agency made a mistake. The
- image of the organization is
$0 imporiant that they'll de-
s.troy your life and career
- first.” :
'—-T(e'terans Administration
whistleblower -

to 'solyeA the problem s/he has

impossible through a wide ran.

ments. After vindication for chal-
lenging patient ne glect, a Depart-
ment of Veterans Affairs whistle-
blower was ordered to Work
double shifts without sleep and to
perform medical procedures for
which he protested he was un-
qualified. Subsequently he was
fired for not properly treating pa-
tients. h
B ‘Another variation of this tac-
ticis to appoint the whistleblower
exposed, and then make the job

ge of obstacles that undercut any

possibility of real reform. 'The employee may then be fired for.

- incompetence when the probl

em is not solved. Engineer Bert

Berube was a victim of this tacti

Berub s tactic at the General Servi dmin
erupewasav fthist , , ervices A -

istration, where Administrator Gerald Carmen assigned Berube

to correct serious building code violations

including numerous

ﬁr iy - ”
e and occupational safety hazards Berube had identified at sev-

» .e?‘al federal féci]iﬁes. Unfortunately.
i t}_le s_t'aﬂ} authority. and eve'n'access to
his mission. Then he was fired for his

Berube was first denied
nffozjmation necessary for
failure. It took nearly five

years fo: his dismissal to be reversed in court
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' Prosecute Them

The longstanding threat to attack whistleblowers for “steal-
ing” the evidence used to expose wrongdoing is becoming more
serious; particularly for private property that is evidence of ille-

" gality. In August 1989, moreover, the Justice Department an-

nounced that it had abandoned a decade-long policy of not pros-
ecuting whistleblowers for unauthorized disclosures. Until this
is reversed, an Attorney General may skek to send whistleblowers
to jail if s/he sees fit. . This policy of prosecution also extends to
civil statutes: employers may allege, for example, that a whistle-
blower has violated the Privacy Act rights of culprits identified in
an «unauthorized” whistleblowing disclosure.

The Justice Department has played the prosecution card
against whistleblowers from its own ranks. Attorney Susan Swift
worked in the-Attorney General's Office of Legal Counsel. Dur-

~ ing the Bush-Clinton presidential transition, she challenged the

destruction of documents involving Supreme Court nominations,
last-ditch attempts to cancel affirmative action programs before
the new administration took office, and numerous civil service
merit system violations. She was placed on administrative leave
with pay and left twisting in the wind. After a year, she left a
telephone message for a supervisor, saying that he was not going
to get away with the harassment. In response, he had her ar-
rested by the FBI for “assaultona federal official” Thousandsof
' dollars in attorney fees later, the charges were withdrawn.

Steve Cockerham, a meat inspector for the U.S. Department -
of Agriculture, was subjected to a retaliatory criminal investiga-
tion for allegedly “stealing” contaminated meat that was used on
national televigion to illustrate the inadequacies of the
government"-s Streamlined Inspection System—a deregulatory

meat inspection plan that was eventually defeated. Were it not
for the diligent defense efforts of consumer and labor groups, the
agency may have succeeded in prosecuting Cockerham. :

Perhaps the crudest form of prosecution is to equate
whistleblowing with treason. In separate cases, Dr. Howard
Wilshire from the U.S. Geological Survey and Jeff van Ee from
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the Environ y A '
criminal p:;::;tgimtegu @ﬁeMY were each threatened with
o S ‘under a McCarthy-era statut
: menF emdlitgges “disloyal” to the United States T;ea:; go.vern;
Making di o - 4 crim
mentalg o Os:rhes to or participating in meetings with eﬁvir::
ntal groups at successfully challeniged illegal
actlvlf_:y' through lawsuits. gal government
. Some state-legi o } :
ability to disturllazils'latur?s are trying to take whistleblowers’ li-
loge laws” that g new ]J.m1_ ts. A new trend is to propose “ privi-
cial bills com W_Ou%d m:ake whistleblowers liable for the finan-
whistleblow ,P‘anlgs Incur after being forced to act on
ers’ disclosures. One proy &
. oposal even would ]
ove: . .. mak
government employees riminallyliabl for warning citsens ith
ormation from environmental éudits ing citizens with

P hysically Attack Them o .
o f:lilcczjl;lower Ka‘ren Silkwood from Oklahoma’s Kerr McGee
the way to metiwas' killed after her car was forced off the road on
e B fatee da reporter—leading investigators to suspect mur
. > demonstrated t sk of . ibhttaniad
~ whistleblowing. ‘ ed the Mk °_f physical retaliation for
: Ph ce o s . : . -
Wérﬁszzif:alsat?ac#s- on whlst.leblowers are not common, but are
hoys” who 'd - 02‘?1.2'11?«3_8 orgamizations encourage, or winl; at, “the-
-employee Ed(;_?. ; en._d]. ty work. Hanford Nuclear Re'serv;ltion
loahe C ricker suffered a physical attack after h
leaks of radivactive waste. The offender ™ 16 protested

treatment of iy
ment of USDA meat inspector Vernie Gee was even more

* disturbi ations -
ing. After confrontations with plant management about

contaminated beef in southe alif '

‘ c . s :

° : hern ornia, he was

Gz]:l:;l by 1:11; employee who fled and became a fugj:;i:tl: edV?hT
as stll recovering in the hospital, USDA issued .a reprie

‘ mgnd‘to him for fighting.

In ‘ i \
. s;t;xgg cases, physn_:al retaliation against whistleblowers i
¢. Whistleblowers at nuclear.weapoﬁs facilities ;1;

laboratories may 1 :
oratories may find themselves assigned to work in the hottest

ra J . 3 . > .
dioactive spots in the plant. - After challenging the Interi
O ) " Anterior

D 47 amdh g
| epartments, refusal to collect strip mining fines under Secre- |
. ‘ cre-

. ment by making it a component

‘was not punished. The .
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tary Watt, attorney Vince Laubach was ordered to move heavy
office furniture despite serious back problems. He was forced to
Jeave federal service and relnains in constant pain a decade later.

-Eliminate Their Jobs
A common tactic is to lay off whistleblowers even as the com-
pany or agency is hiring new staff. Employers may “reorganize”

whistleblowers out of jobs or into marginal positions. A related

tacticis to eliminate—through reorganization—the structural in-

" dependence of particular oversight units. A nuclear engineering

hasize the guality control depart-
of the production staff.

. The Forest Service used this approach twice with its Timber
Theft Investigations Branch (TTIB). In 1994 the agency proposed
to make the TTIB irrelevant by herding the investigative agents
out of the forests and into a downtown office building. When they

protested, the agency abolished the unit entirely through a new

reorganization in 1995. :
One of the most desperate examples of this tactic occurred in

1991, when a Bush administration Executive Order abolished the

President’s Commission on Executive Exchange (PCEE), a gov-

ernment-corporate exchange program. The PCEE's chief was a
former Republican 'Natioqal Committee Co-Chair, and was at-
tempting to turn it into a patronage outpost for the 1992 elec-
tions. President Bush issued the Executive Order just before two
ed congressional follow-up hearing after

showdowns—a schedul
~ sustained investigation; and a Whistleblower Protection Act hear-
ing for Gordon Hamel, who faced termination after exposing the

gcam. By killing the PCEE, the government preempted the con-
gressional hearing and successfully argued that Hamel’s whistle-
blower claim was moot, gince he- could not be fired from a nonex-

istent agency.

firm, for example, may deemp

Paralyze Their Careers
An effective retaliation technique—and one that alsosendsa

signal to other would-be dissenters—is to deep-freeze the careers
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of whistleblowers who manage to thwart termination and h
4 . and hold

-onto their j '
jobs. These employees become Living legends of retali

ation when employers de
yers deny all. - .

fer. Arelated tactic s to dey requests for promotion or trang-
for professional develo,
. evelopme ™ .
ing nowhere.” prent. The message is clear: “s/he is go-
tion chief in U i ‘
grading of mezsi?ﬁr?::zg- hAf, ter blowing the whistle on improper

: » e was never again ; .

- promoted during

: ey LA . 3
remaimng 24 years with the agency. Larry King’s car
his cer was

31;11.1@. paralyzed when he blew the whistle
muclear safety violations that tho Nuclear Regul
p'ositiozs. ;i’.l;’il;u;z ' rim:f suffered harassment b
i ; orts to secure anoth ‘e .
ment, he anpli o er position within-
despz’te th:-?;l ;i;:g: as turned down for Literally dozens ogf?:ssri
positions. was easily overqualified for several of the
Bad references for R . o
whisﬂebldwe::nces for future job prospects are common, and
into account. Ssettlm.g a legal case should be. carefu] to"tak'e t;lailiy
' King co‘n"sist;an ttlegtn:q.les the tactic is used subtly. For exam 1 g
evaluations at ﬂf l'l\elcgg'ed excellent or outstanding performai ”
AR € . 'As he later ] ce
- Protection Act heari er learned at a Whistleb]
_ arin , : owe:
signal that he should i I:C;,Wf*"_er' hidden buzz words were used t; /
. ments that an emp o “ e hired. Common examples are stat
0 work on mai P_oyee 1s.nc':t always a team player,” or “n ;.
: amtaining a cooperative relationship w,'ith th:ef ?
. , _ in-

: dustry,”

long-festering
atory Commis-
ut retained his

Blacklist Them
Sometimes it ig '

3. o . not enough . .
whistleblow . v enough merely to fi
“will nev;thzs; 9t m th jobs: the goal is to mall;: ::remt;ke
oil-industry W;ista;g;;n m their fields, if possible. After severz |
example, the com ; wis'exposed illegal pipeline practices, for

" 9 o ' . pany ) ' Ok i >
touch” in future hiring, placed them on a list of workers “not to

"'Resoluti ( '
s§ ugon Trust Co_rpqration (RTC) whistleblower Richard
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ny whistleblowers the training needed

- Health with foreign nationals employe

o $2 billion cos

Dunn, a quiet financial management expert, thought he had made
a fresh start with a big-name accounting firm when he was fired
after blowing the whistle on overbilling by contractors who were
seeking to exploit failed savings and loans. But a week into his
“frosh start” Dunn was summarily dismissed. He later learned

that the RTC had told his new boss that he was fired for threat-

ening a co-worker with a gun and therefore was ineligible for

privately-contracted RTC work, a key part of his expertise for the
new job. The firearms allegation lacked any substantiation in

the RTC's personnel records or elsewhere.
fessions have exercised per-

Employers in the scientific pro
haps the ugliest form of blacklisting—extradition. Whistleblow-
ing foreign nationals, including students, have been warned that
their visas will not be renewed and that the Immigration and

Naturalization Service i8 available to ensure their departure. This
tactic has been used in subtle ways by the National Institutes of
d by the agency as consult-

ants. .

None of these techniques for retaliating against

‘whistleblowers is unique.or new. Over two decades ago, the clas-

sic institutional response to whistleblowers was captured in the

‘instructions of Presideht Richard Nixon to top aides H.R.

 Haldeman and John Ehrlichman. After learning that Pentagon

cost-control expert Ernest Fitzgerald had blown the whistleona

t overrun on a construction contract for a military
cargo plane, Nixon said simply, “Tire that son of a bitch.” -

In 1973 President Nixon took reprisal techniques to a new
level. Fred Malek, his Director of the White House Personnel
Office, issued the “Malek Manual,” a secret report on how topurge
the career civil service system of “unresponsive”’ employees—
whistleblowers or Democrats—without running afoul of the law.
The reprisal tactics above are largely drawn from the Malek
Manual and illustrated with more recent examples. Ironically,
whistleblowers exposed the Malek Manual and it was published

in the Watergate Commitbee’s report.
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NEUTRALIZING DISSENT:
THE TACTICS OF COVER UP

The point of the tactics described above is to overwhelm the
whistleblower in a struggle for self-preservation—of credibility,
‘career, family, finances and even sanity—until s/he is discredited

_ or sileniced, and the issues that triggered the whistleblowing are

forgotten. These tactics, however, are only one part of the bu- o

reaucratic assault on whistleblowing. In addition to “shooting
the messenger,” employers also strive to bury the message by
- covering up the alleged wrongdoing, - .
. Employers often rely on longstanding tactics of secrecy to cover
. up institutional misconduct, Large organizations will devige gys-
~ tems and written or unwritten policies for keeping dissent—in-
cluding information about possible wrongdoing—from surfacing
or creating problems for the organization. Some are standing
policies. Others are adopted when organizations become aware
of their own wrongdoing and seek to avoid getting caught. Still
- others are put into place after a whistleblower has publicly ex-
- posed an instance of misconduct, as a means of damage control.

A few illustrative examples of the “smokescreen syndrome” fol-
low. : :

- Gag the Employees
The most direct way to silence potential whistleblowers is to

gag employees, through repressive nondisclosure agreements or

- by excessively designating information “classified.” More subtly,
agencies routinely order staff not to respond directly to Congress
or the media, but rather to refer all inquiries to a central office in-
house. As of early 1997, the Justice Department had a policy

- that barred environmental staff from speaking with their per-
sonal lawyers about information they may want to disclose under
the Whistleblower Protection Act. Because they institutionalize
prior restraint of speech, these systemic “gag orders” generally

“have not been upheld when formally challenged in court on First
Amendment grounds. ' '

followed by civil suits for breaching the contracts
prietary info

Private employers have their own vanatlfn oi;a ;l:::oiaﬁc:cct—s—’
ders built into company manuals or employm ‘ e
Follow or stealing pr
rmation. At the Knolls Atomic. Plant0 (1)1;:(1;_
York, workers were threatened with a $100,

i h as com-
ife imprisonment if they so muc :
e order was issued

Schenectady, New

fine, termination, o!

mented on operations at the facility. The gagh o e
ite-wide following a visit by GAP attorneys who sp

site- ,

' adiation leaks. . e
- %): Zt faw is mixed on whether private-sector workers
8

t to blow the whistle are able for violating gag orders in
wan ,

will need to do
employmerit contracts or company manuals. You

. ; disclosure restrictions
 determine whether any A
your homework to t context. If the restrictions are relevant,

) and in wha restriction:
{a)pr;ltfr?z)o:onsult a lawyer before blowing the whistle. .
e {

R Conf;ic:o f;Inng’:;::; routipely handle investi-
itutions accused 0% Wro0l el e
tlhrit:;:o their own misconduct. In many whlsﬂel?loiveezh c:fst .
o - - -
f:is is the equivalent of appointing the fox to investiga
the henhouse. : '
" In one sense, it is only fair

‘pizations a chance to resolve

(and more efficient) to allow orga-
allegations and straighten out in-

e poi i 1’ and bal-

ternal problems. That is the pou'lt.of mwmilleclzc};ean s

ces; organizations should be willing and a o

z;n lzlouses » But when confirmation.of mlSCO!;lldl:l e

: ding, or whe ]

jabili threaten government fun . alor

h:zzlzlz.:ig;l leaders are the direct cause .of n'usco?lcl:cz; ]t;;.lfct I;f
;gnroach inevitably places in-house investigations in

interest.

During construction of commercial nuclear power plants, the
uring

.
rp * .

imes i ifving the whistleblower in the
i etimes identifying histh '
oo safetyle?:v :"g:;l; explained that it could not mvesuj;t: ttiz
88. 1 - ,
zll;:ieges independently due. to scarce resources. As
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Commission then accepted at face value the plant’s denials as the
final word of the U.S. government on the allegations.

- The Forest Service has honed this technique into a fine art.
The agency’s “Whistleblower desk” regularly refers allegations re-
quiring investigation to the same agency officials who would be
held responsible for any misconduct. Not surprisingly, these offi-
cials rarely find misconduct in their investigations. ‘

The frustrations of a Forest Service criminal investigator il-
lustrate how conflict of interest can kill a significant investiga-
tion. A member of the agency’s former timber theft strike force,

_ the investigator learned of unprecedented levels of timber ‘theft

in the Alaska wilderness. He also discovered that a top manager

~ from his own agency appeared to have played a leading role in-
covering up the crimes. As the investigator was about to sched-

~ ule the showdown interview, the Forest Service assigned the sus-
pect as his supervisor. The interview never occurred. The sus-
pect/supervisor not only publicly attacked the investigator’s com-

_ petence and fepeatedly canceled investigative trips, but also shat-
tered the case’s confidentiality by demanding that he give prior
briefings to local Forest Service officials on everything he did.
The case has gone nowhere. ' '

Separate Expertise from Authority .

The goal of this tactic is to ensure that organizational loyal-
ists make all i;i1portant decisions, even technical judgment calls, '
with only a limited advisory role for the experts. As a result of
this gambit, Morton Thiokol’s engineers were overruled by man-
agers determined to make the disastrous Challenger launch—
even though all of the company’s Jpracticing engineers opposed.
the launch. Some manageérs admonished the engineers to take
off their “engineering caps” and put on their “managemerit caps.”

- One variation on this tactic is to use a rigged version of “the
democratic process” to control information and outcomes. Other
experts—selected because they are loyalists—are called in to “out-.

vote” the whistleblower, effectively overruling the scientific
method. A more subtle version of this technique is to misuse the
peer review process, either aga di.écrediting tactic by packing the

- gation threatened to block approval

| . pull out technicalitiés and ob

anel with a particular bias, or as a stalling tactic by insty g
p :

icative or unnecessary revi'ews. o
duplécne example involved the dissent of Nudeq Redglﬂ:, nt;zy;n o
mission engineér Isa Yin, who investl‘gai(:led': e e

’s char ’ he seismic desi |
whistleblower's ges that th:ni pu1ated: S T ety

Diablo Cayon P mro of the plant’s license, the NRC

inted a team of 50 engineers to take over and cc;n:;;}lete the
in - < : !
:::)Il)'(l){ and to engage in peer review of his findings. final

i i d him-
licensing vote they disagreed as a bloc with ?m, t;v;o lf:;zd e
s:lf arguing the factsin isolation and protesting ool
deﬁed access to the necessary data. Thg apl.)e concéms -
the license for five months, in part due to lingering concer: A

the handling of Yin's dissent.

Ignorant ) o tvpe

'Kee'pi‘hzi,ﬁ:‘ctig is an extreme use of the national Securftelz ustyped
: \ sometimes legitimate but more o

“nced to know” rule—someimes loyees too ignorant to

idea is to keep emp
ide the truth. The idea is . ant %0

to hide the organization. There 18 often an overl.ap .bt; on
. thl"eaten' d various reprisal tactics, such as isolation: e pak .
b ot only istleblowers, but also to make

unish W’ o
seek not only to p - . e e
fisn:;?;sible for them to gain access to mforma}tl:; z:n geeVidence
' One technique is to stop employees from gathe e
n . - g
( in :no them in red tape. Mana:
of wronglole b o scure subsections of procedures to
nd di i jon. When a cor-
disclose information. ‘ .
efforts to gather and nform: o
par :lz'lzailager took over the Forest Semce s timber theits Eg st
rzzive unit, he ordered particular. investigators dt;:o1 i;g) ueing eo,
gral standard investigative techniques, such as o sensitivé -
o a:ppe g O e o h t'ti:;fl d1d pot. rank high
, i tha ( 3
i itnesses. His excuse was ; e iy
denﬁai g?;; cham of command. That bureaucratic PBCh;mt;]:Z
;zfiufot stopped the U.S. Attorney’s Office from relying

investigators for years.
Strategies for removing w’ '
evidence can also be linked with reprisal

whistleblowers from informa‘tion apd
tactics such as isolation
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and internal reorganization. USDA meat inspector William

Lehman faced repeated attempts to trarisfer him from his lonely.

border inspection station in Sweetgraés, Montana, where he ex-
posed and sent back millions of pounds of contaminated meat
yearly that foreign producers have attempted to export to U.S.

consumers. In 1997 Lehman retired rather than choose between.

o transfer and termination.. Managers at the Diablo Canyon nuclear
'plant also used transfers to enforce ignorance. Charles Stokes

was the engineer who blew the whistle on falsification of results -

in the plant’s seismic design review. When he and other dissent-
ers were h‘anéfe‘rred away, the company brought in replacements

’ " whowere both unfamiliar with the
job history—and savvy enough to

_ tinue to gather dust. In their new

had official approval.

. Mary Ann Marrazzi develope

“Suffering through whistle-

blower retaliation teaches .

you a lot about your own
. strengths and weaknesses,
about what really matters in
life, about who your friends
are, and about what humar
beings are capable of doing to
each other in even the most
civilized of settings. It is a
life-altering experience.”
—Justice Department whistle-
blower '

realize that they should not ask "
questions about unrealistic as-
sumptions behind key calcula-
tions. . o
On occasion, employers isolate
whistleblowers from the evidence
through a longstanding labor-
‘management technique: lock them

.out. The National Institutes of

Health took this approach with -
Walter Stewart and Ned Feder,
popularly known as the-

“fraudbusters” because of their
.perdistence in acting on concerns

, raised by those challenging fraud
in scientific research. In their official capacity at NIH, they be-
came a magnet for scientific whistleblowers and eventually com-
piled evidence on some 100 cases involving alleged fraud in tax-

_payer-supported medical resesdrch on issues such as AIDS, can-
cer, and Alzheimer’s Disease. After shutting down their labora-
tory on a pretext, NIH imposed a gag on the two scientists, liter-
ally locked them out of their lab, and stationed a guard at the
door. In 1995 NIH moved the records for these cases of alleged

' lock and key, where they con-
fraud to a warehouse, also under c; K e and y oo

o banned from continuing the watchdog duties that previously
wer:

s g -
Depriving scientists of access to their own research is a co

) p DI‘.

more effective in 18 of 19 patients than stan-
t who lacked subject m%l;tter ex-
her research, damaging Dr.

treatment that was : fectt

dard treatment, a senior smenh;

:se took over a branch o ' . ,

11:/‘;“1:;,8 credibility. When Dr. Marrazzi cha]lenge(; th;e?:;;ei-
shzrzvas dex':iéd access to her Iaborator.y and rec(;)rds- v

. versity employer. The study, meanwhile, stalled.

- Similarly, revoking an employee’s se,c@ty c'lea:fan(c):i allslcl;oz]h;
a tactic of retaliation and a technique for mlp.osmg c;gn rance o _
: million workers whose jobs depgnd on ear. i
oot threiixf rmation. In addition to being forced to' undergo
-eyehi 1;t‘?ric 'e;amma' inz tii:m, Department of Energy scientist Marl;ni
I];‘slz:h:;d her security clearance suspended to neutiaalifcwzs |
whistleblowing. Without her clearance she no longer

to evidence needed to prove her charges.

. i ecord
Prevent the dﬁvezﬁzgn(;{ﬁe',ﬁg ::J 1sc to restrict debate to
. When’ e, This can be enforced through peer pressure,
ov orzlla d;?ﬂlzng:ef:o ensure that there is not time to 'consu'uct a:
o_v?rs ; ecord, or even a gag order if necessary. _Managers ?i(;og
E:t:}?; it is ’djfﬁcult to be accused of revising an oral history,

d verbal agreements diffuse accountability in the event of a
an v

i blem. : . . b
| senﬁf; :Vith other tactics, this technique was used in the Dial

' internal affairs unit, the Office
Canyon ;aose;:; iﬁtz:e((l;}igieexamined the peer rfaview (1;)1'0:
. Insti:t h:d overruled NRC engineer Isa Yi_n and Dmb%zh ﬁe
rom histleblowers about key design questions on whi taﬁ,or_l
ﬁ::n: s license was legally conditioned; Thorough documentatic
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and an adequaf,e record had not been compiled, however. In its
report OIA concluded that due to a lack of available supporting

information, it was “unable to assess the validity of [peer review] .

- conclusions” on key issues. More generally, OIA reported that it

~ “did not find sufficient documentation to demonstrate that [the

NRC staff] had verified the quality of the design control program,

. either in a direct inspection or in licensing review.” In other words,
 the safety of the plant was (and remains) tinknown.

Rewrite the issues - ,
One of the more subtle bureaucratic gambits is to trivialize,
 grossly exaggerate or otherwise distort the whistleblower's alle-
~ gations—and then discredit the employee by rejecting the valid-
ity of the resulting “red herring.” The government’s Office of the
Special Counsel and Offices of Inspector General have fine-tuned

this tei:_hniq'ue. In some cases, those investigative bodies will ex-

©  aggerate charges until they are no longer credible. A whistle-
- blower charging that his or her superiors overlooked problems on
the job, for example, will find his or her claims exaggerated into
_ allegations of willful misconduct. The government then finds that,
although mistakes were made, the employer committed no inten-
 tional violations. The charges are dismissed, the whistleblower
is discredited and the ﬁérgets of the investigation promptly issue -
public statements that they are pleased to be exonerated. ,
Rewriting the record can degenerate into outright censorship.
This may involve deleting evidence and/or issues that are too hot
to handle—and therefore simply vanish from the ensuing report
‘of investigation. In other cases, the findings are “massaged”.
through edits that ensure that they will not be interpreted as
significant. ' ' ' }
An investigative report—even one diluted by rewritten alle-
gations, cengorship and neutered recommendations—can still be
damaging to wrongdoers. As a result, a related bureaucratic tech-

nique is to issue a press release declaring that the investigation

had concluded that there was no wrongdoing—but then refuse to
. release the report containing the record of the investigation. The
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Office of Research Integ-rity at the Depart:ma:l e?it of ;1:;11;]:1:::

ic formal policy o -
Human Services, for example, has a : :
ing reports on its investigative targets vw'7hen_ it finds no WTOI)ng'
ing unless the subject of the investigation consents.

dy it to death L
StuAyrelated tactic is to launch an investigation that nfaver eng:,
leaving the allegations of wrongdoing ux.n;esolw{ed. Since 1988,
now-retired Nuclear Regulatory Commission whistleblower Larry

King has been attempting to ensure corrective action on nuclear

safety violations that he argues could literally bl‘_czlw ihliz;ota::h
ment lid off a nuclear plant in the event of a;n‘accx e;:i X ) ,mulﬁ-
his agency agreed the rules were brokgl-l, it fjjrst or 31:, e
year engineering reviews to see if the engineering stan

" be safely changed after the fact. After concluding that the rules

were valid, the Commission asked for the utlllty-owtllller s '?iefzf
the story. The utility’s lawyers havej been argumg de ili);)i_ e

'years, a profitable debate they would like to continue 1n :han o
and one that is also léss expensive for the plant owner . |

ally fixing the problems.

Scapegoat the small fry o . ]
guft as bureaucracies may trivialize a]legat;ons alof erongd;:y

ing b rewriting them, they may lower the scandal volum

el rom accountability. The reports of

shielding agency leadership fro: =
the Office of Research Integrity (ORI)at Health and Human Ser

vices, for example, rarely claim credit for suoces:fbful sciennci;; ﬁi:sat;i
, ; tory e
i inst department heads or labora
prosecutions agains or L o RI more
iti i i ch facilities. e OR '
universities and biomedical research . O] ¢
frequently targets graduate students, laboratory technicians an !
: sion ofessor—those who do not have a sup- .

an occasional asgistant pr

-port constituency or who were only following orders ﬁom higher-

ups.

Tn 1983 the Office of Special Counsel (OSC) learnet.l _°f mplti-
qlion dollar procurément misspending. Evidence ra1s;;3&d;1 gies;
tions about whether the Secretary of Defense participal _
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ﬁev;i oi aﬂeged retaliation against the Whistleblbwer, an a;aditbr
‘who had uncovered the scam. The OSC chose to Prosecute a mid-

| level official and keep the cabinet official out of the case. In the

end, the mid-level official escaped accountability after a court ruled

~thathe had been following o;'ders, not making reprisal decisions

.CHAPTER THREE

‘Where and,HOiv to
Blow the Whistle

Once you have weighed the risks and rewards and decided to
blow the whistle, you are faced with another dilemma: Where
should you take your story? To government officials? -The me-
dia? What avenue is most likely to expose and correct the wrong-
doing you have revealed? Which is best able to protect your in-
terests and concerns? o

Whistleblowing outlets range from agency hotlines to inde-
pendent oversight offices to Congress to non-profit organizations.
These outlets are not equal. Some provide greater confidential-
ity than others. - Some are well-positioned to expose wrongdoing;
others tend to discourage dissent. Still others are known for tak-
ing action against whistleblowers. You should be aware of the
advantages and disadvantages of each alternative before you
choose. We will explain how each whistleblowing outlet is sup-
posed to work and then describe, through past examples, how it
actually functions. ,

Because every whistleblowing situation is unique, it is im-
portant to study each outlet to determine your best option. On
balance, GAP’s experience suggests that non-profit groups, the

. media, and false claims suits are the most effective channels for
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exposing and addréssing wrongdoing, given the current state of

the federal bureaucracy and today’s political climate. Bear in A

mmd that even if you launch your challenge through nongovern-
"mental avenues; it is generally necessary to find some sponsor

from within a formal government institution. For example, a False -

Claims Act lawsuit can become too expensive for a whistleblower

" to pursue if the Justice Department does not adopt the case. Simi-

larly, a congressional ally can be an invaluable partner for a

whistleblower séeking to expose misconduct through the media
or a non-profit gro_up'. ' '

Perliaps most signiﬁcax_xt is k_nowihg where not to blow the

whistle. Trusting the wrong audience can geal your professional

fate, trigger a cover-up of the wrongdoing you seek to expose—or -

both. The list of whistleblowing outlets below starts with institu-

tions that often have proven to be a threat rather than a resource
~ for whistleblowers. '

-OFFICIAL CHANNELS
Federal Hotlines _ :

In 1979, the Secretary of Defense established the Department
of Defense hotline as an avenue for the Inspector General's office
to learn of potential wrongdoing or mismanagement. Today nearly
all federal agencies and departments have hotlines, and the Army,
Navy and Air Force each have an individual hotline. In an effort
to institutionalize the process of reporting misconduct, the -
President’s Council on Integrity and Efficiency (PCIE) recom-
mended standards for receiving, controlling and screening alle-
gations for each federal agency. These standards direct that:

M asimple, well-publicized system be developed for agency

employees and other interested persons to submit allegations
of fraud, waste, abuse and mismanagement while preserving
anonymity when possible and if desired; o
W aretrievable record be maintained of each allegation re- -
ceived; . :
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] e#ch allegation be s_creened as so0n as possible, ‘Pased l.g)on
the nature, content, and credibility-of 1",he_ complamf;, an a1t
appropriate decision be made—-based in part on ex;slt::;n;‘lgt ;jr
sources and priorities—on whether to refer the comp

further inquiry on each allegation; and

B the rationale for the decision on each allegation be docu-
" mented in the record. ,

With these standards as guidelines, hotlines are supposeciatﬁ
6perate according to a common procedure. 'An employee cante g
the toll-free hotline and report an allegation of frau.d, ;isuow-
mismanagement. The allegationis reviewed to cl_ett?m.une }‘&ot0 v

i . If it deserves further review, it is sen
up is necessary. i revie o e
investigat: the allegation in the field.
investigator who researches : . the 1 ¢
investigation verifies the charge, corrective action 1s‘ taken an
the case is closed. ' o . . o

In theory, the process soupds straightforward and simple. -
practice, it is anything but clear-cut; there are far too man’ri gray
areas ar,xd breakdowns in federal hotline investigations. lhe es

 sential measure of the effectiveness of hotlines as a whistleblowing

mechanism is their track record in producing results.hIt (1}se i‘t;z:i
mal. Even the best hotlines, such as those‘run ‘.by t e ” le_ss
Accounting Office or the Department .of Defense, uzes iil e lese
than 20 percent or fewer cases within a year ?f :am co (I:n_les;
and substantiate or purport to take any. correctlfre zio , oraxk 0 ee
than 10 percent. Hotlines provic?.e an opportunlti : m bl
the system has received a warnmg about ?vrong otiﬂ Buer
those whistleblowers who seek to mgke a difference e
ing retaliation, hotlines are in most cases vw{orthlesz 2 a_ka.owns
One important reason for the shor@om@gs an a;f kdowns
in hotline systems is st,:puctural: igv;zt;llgao onuiilz:znﬁ :fany =
are compromised, intentionally or um . ,
Zgﬂlcf:s of inter:)st when an ins itution inves’agates itself. The
ems are NUMErous. -
pmbétandardization of hotline procefiures has n.ot bee;; Eﬁ:ﬁg}
In a report by the President’s Council on Igtegnty an: ,

-

.—-———M
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Or take the case of John Kartak. After %9 yearsin tl’xrzArmgé
he was assigned to a recruiting staﬁqn in Minne . apolis. ; erc;lxg
found that ungualified applicants were rhc.ecz.'ulted .to mee quocon:
High school diplomas were forged e.md mmmal ret.j.ords were o
cealed to permit the enlistment of marginal recruits. KartakArm e

fused to cooperate in this misconduct, ani. called the . y v
line to blow the whistle. Kartak's “rewar(;- W:.S t;'i::oa;z YChoharashgi-

. His supervisors.ordered him to submi - .
::nair;zal}f:ﬁoi and eventually to involuntary commitment. One

of his superiors told the Depart-

t of Veterans Affairs hospital, ) _
-:‘J;;: Ifas lodged numerous com- “Hotlines that supposedly

is be- ; itee anonymity can
i cently....Ifind hisbe- guararte ;
iﬁt‘s;ie’ghly unstable. I am con-  turn out to be direct channelI.;
cerned that he may do something o -the reprisors thenll;.;elves;he
' imse! J ‘re going to blow .

- to harm himself or others you . blow the

ized, whistle, figure out how to g
Kartak was also ostracized, ' igur -
thi:atened‘ and intimidated by an investigation of the ‘wronfe

+ his co Work’ers R doers without becoming t

(PCIE), DOD received top billing as the best-run hotline, but the

; PCIE found faults even with DOD’s system, and admitted that
: many of the others do not-_meet' operational standards. In an
- effort to improve and encourage the uniform handling of hotline
calls, the PCIE set up training courses available to federal, mili-

tary and private industry hotline operators. o

Two areas of concern addressed in the PCIE training courses
are confidentiality and case follow-up. Confidentiality issues are.
inherent in the hotline system. Anonymity is a presumed goal of
any employee choosing to blow the whistle through a hotline. But
how does a whistleblower provide sufficient, information to sup-

~ port his or her allegations without giving away details that iden-
tify him or kier within the agency? The balance is hard to strike,

- often leading to one of two problems: the information received is
either too vague to produce an investigation, or is traced back to
the only person who could pogsess that information. 4

At some hotlines, the principle of confidentiality is treated

spector General there had sent his “confidential”information
straight to the whistleblower_’ssupervisor.

A spok‘e‘s‘person for the DOD Inspector General hotline (who

asked not to be identified) believes many mlhtary hotline opera-
 fors are more interested in discovering who the caller is than in
. determining whether the allegation is true. Inan atmosphere in

- which discipline, conformity, and unquestioning obedience to or-
' ders are prized above all else, it should come as no éur‘prise thata
whistleblower could be regarded as a traitor.

Randy Taylor; the Chief of Military Police at the Naval Air

Station Bermuda, made his first mistake in challenging sexual

coercion and massive spending abuses at the base by contacting
the Navy Waste, Fraud and Abuse Hotline with another officer,
Tom Coggins, Although the hotline is supposedly confidential,
word quickly got back to hig superiors, and he began to receive
veiled threats of retaliation. ‘ ‘

' indi : investigated.”
Kartak was vindicated v_vhen one int .

at least 58 people in the Minne- —Justice Depariment whistle
sota recruiting office were found blower

guilty of illegal acts ranging from
ery to drug-dealing. But _the
f)figzlz; Kartak’s vindication was high—and the abuse of the hot-
iali ident.
i stem’s confidentiality was evi . , ' ‘
e (?z;se follow-up is another area the .Pres1d.er%t s Council on ;;1
tegrity and Efficiency emphasizes in its training coursg;si) thz
I ‘ ; dopt the procedure used by .
PCIE. would like all agencies to, a . b the
. ing Office (GAO) hotlines. Tho
DOD and General Accounting
hotlines assign all callers case numbers s0 tha.t they can call bac.k_
later to find out what action was taken on t?i]i }z)al]legatm:;.e ’Ip‘h1ser-
: intains the anonymity of the whis ower w.
system maintains t . ‘ per
i details of the case ar
itting him or her to follow up. The
zlstc?;id to the caller, but s/he is told whether the case was closed
and ,whether the allegation was substantiated.
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For a full report of a closed case the whistleblower must file a-

request under the Freedom of Information Act (FOIA). The prob-
lem is that this process can jeopardize his or her anonymity: in
order to file a FOIA request, the whistleblower must identify him
. or herself. The requestor’s name will be sent to the Inspector

General investigating the report and can make its way back to '

the very people responsible for the wrongdoing. This kind of
“Catch-22” can lead to serious reprisals. o
" Nancy Kusen discovered how the FOIA “Catch-22” works.
Kusen was a contract administrator for the Defense Contract
~ Administration Service (DCAS) who raised concerns about over-
" charging and alleged shoddy work by a Navy contractor. She
complained first to her superiors, and when no action followed,
she called the DOD hotline. -The call led to an investigation by
the Defense Criminal Investigative Service, which substantiated
many of the complaints but found no criminality. At the same
time, Kugen became the target of reprisals ranging from lowered
performance evaluations to denials of promotion and repeated
“harassment. ' o
‘Kusen filed a FOIA request to learn the status of her case.
Records show that her request was referred to the Defense Con-
. tract Audit Agency (DCAA), which, in turn, asked the contractor’s
parent company if it objected to the release of the audits. The
DCAA included a copy of Kusen’s FOIA request containing her
name, address and home phone number. According to the DCAA
it is “routine practice” to include the FOIA request.
The FOIA request that disclosed Kusen’s name to the
contractor’s parent company provided positive identification that
she was the whistleblower, enabling them to single her out for
harassment. In Kusen’s case; the harassment had begun shortly
after her initial call to the DOD hotline, convineing her that the
hotline revealed her identity to DCAA and triggered the chain of
disclosure. Her éxperiénce with the FOIA requesf serves as a
warning to other whistleblowers. - :
~ Kusen’s case contributed to the caveat now offered by the
Inspector General's office to FOIA requestors: “Your confidential
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status as a hotline caller does not apply to requests under the
Freedom of Information Act” Without filinga FOIA r?quest‘, how(i_
‘ever, you cannot determine whether the government 11:Lvest1gza.1;;d
your chargesina thorough manner. Whistleblowers can try to ax;(:h
this structural “Catch 22 by having a trustworthy third party, s
as a non-profit group or reporter, make the FOIA- request. A.
Other problems with hotlines were noted in a Generzta“lalk c- -
counting Office report on the DOD hotlm?. The DOD has ﬂ:;
gome steps to address these concerns. Itis hkeliy, hovji;er,GAo
these problems plague many hotlines. Ac.cordln._g to i ‘ cﬁvi
four problems pose recurring concerns: 1) mveshgator o]_Jie V-
ity, 2) insufficient documentation on case 'ﬁles, 3) incomple m‘
vestigative reports that do not comply with DOD reporting I:e
quirements, and 4) limited action on pla;n}ed follow-up to so

identifi blems.

lde-n;ﬁ:g It)erﬁoort to correct the problems identi.ﬁed in 'the GAO
report, the DOD has started a Quality As.sur?nce Review. t’Il‘lh;
review checks the files of DOD field inve-st1g‘at10ns to ensurl(; e
the summary report matches the inve,st1ga§1ve ?eport. DQ als 0
claims that it is more carefully reviewing cases it refers to 1;:13 :}::1 ,
égencies, the military services. This is important, because whether

it is done advertently or inadvertently, the hotline system can

pass information back to the relevant agency—-—'wl?ich can Sfani.};.t .
right back to the program manager who may be involved in he
frauduient or wasteful activity. This can lead not only-to repnds-
als against the whistleblower, but to a cove%'-up of the wrong 1.::
ing. Inother words, the system strucmrall?' is vulne‘rable to se - ,
ing as an early warning device for those with a mot;ve to conce
ed misconduct. o .
e ﬁzgrecord on government hotlines speaks for 1tseH. T'he oddz
of reporting fraud, waste, or mismanagement to a hotl;{n:lil '
_ ensuring thatitis investigated and corrected are small. Ho tﬁ;
may be a vehicle for those who seek a clear co_nsa_ence for put - i
the system on notice of significant wrongdoing. They anr{e nodif-
" safe, reliable channel for whistleblowers who want to make a

ference.
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Corporate Voluntary Disclosure Programs
Corporate voluntary disclosure programs are the private-sec-
tor equivalent of government hotlines. These programs operate
" as part of corporations’ internal systems of oversight and enforce-

". ment, often through in-house “ethics” offices for disclosures by"

company employees. : _

Corporate voluntary disclosure programs became popular
during the 1970s as a way for the Securities and Exchange Com-
. mission to address illegal, shareholder-financed political contri-
‘butions or bribes at home and abroad. In the 1980s they became

common as an alternative to direct government investigations of

whistleblower charges in the nuclear power and defense indus-
tries. They are a major element of corporate compliance programs,
" which are reviewed as part of the sentencing guidelines for legal
violations by corporations. These voluntary disclosure mecha-
nisms permit companies to act on their duty to identify, disclose
and correct violations of institutional responsibilities. But they
have proven no more reliable th"an'the good faith a corporation
brings to the process. f ' . :

Structurally, corporate voluntary disclosure programs are
vulnerable to the now-familiar conflict of interest inherent when
an institution is responsible for disclosing its own misconduct.
To illustrate, the investigations often are conducted by attorneys
whose professional duty is to the client corporation—rather than
‘to the public. The same attorney who interviews whistleblowers
and serves as a liaison between the corporation and the govern-
ment during a voluntary disclosure may later act as counsel for
the defense in the event of 'enforceme'nt action. .

As a result, voluntary disclosure programs have failed to serve
as ‘an effective substitute for external oversight, and too often
gerve as a shield for liability. Summarized below are lessons
jearned from a review of “whistleblower” cases from corporate

hotlines and voluntary disclosure programs since 1979. Programs

have been: »
B incomplete in scope because institutions set the bound-

aries for investigations, which at times have been limited to -
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exploring the “tip” of the misconduct and screening out the

“iceberg.”

W incomplete in findings of fact after the investigation, be-
cause companies have elected not to disclose the most signifi-
cant instances of fraud or abuse.

@ inadequate substitutes for government fact-finding, be-

" cause regulatory agencies have abdicated all but a monitor-

ing role, and are further limited to the boundaries for rel-
evance defined by the firms. .

@ inadequateeven for government oversight, because ﬁrms
can and do rely on program procedures and the attomeyjch-
ent privilege to withhold key records in corporate investiga-
tive files from government auditors.

@ vehicles to delay formal proceedings while a company’s
self-investigation proceeds—taking 2.8 years on average and
over ten years in many of the cases surveyed, according to a
1996 General Accounting Office study. This delay also cre-
ates a window of vulnerability for evidence uncovered by po-
tential defendants in the interim that might later be threaten-
ingifincludedina public record for law enforcement procged— _

ings.

- vehicles for advance discovery for any future. litigation,
which at worst creates opportunities to intimidate or influ-
ence witness testimony, and at best provides early knowledge
-of—and a corresponding opportuhity to rebut—significant,
threatening testimony.

W vehicles to lock in secrecy of corporate wrongdoing: un-
like the 1970s Securities and Exchange Commission program,
investigative files are not available for public scrutiny after
the fact under the Freedom of Information Act—or even, as
in the case of mismanagement on the Alyeska oil pipeline,
disclosable in the legal discovery process. The trend in some

' state legislatures of passing «“snvironmental audit privilege” laws
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isa Wﬁy of institutionalizing corporate barriers against the
public’s right to know. ’ ' '

W vehicles to- divert the government from more direct in-

vestigation of cases in which it has not waived its normal en- .

forcement authority and access to evidence, because oversight
of voluntary disclosures hasbeen i-i:_stitutiona]ized as the high-
est priority at Offices of Inspectors General.

W openly advocated in industry speeches as a way to avoid
~'harsher government enforcement action (attractive only if a
- firm fears it will be caught anyway)—despite official disclaim-
ers that the program’s purpose is good corporate citizenship.

In short, these pfograms pan be useful structures for a com- -
pany that wants to do the right thing. But for those that don’t, .

they offer an easy way to cover up misconduct. They are no sub-
stitute for independent accountability.

,Ihcentive—Suggesiion and Other Cash Awards Prograins
After embarrassing diselosures of spare-parts costs several-

- years ago, the DOD and its armed services claimed to be serious - .

about establishing suggestion programs to save money. They

began to reward individuals for suggesting ways to reduce spare-

- parts overpricing. The Navy reports that such calls to its pricing

-" hotline have saved millions of dollars. These claims of success,

however, should be placed in perspective: the Navy annually
spends billions on spare parts.’ '

The Service Suggestion Programs generally follow a simple

_structure. Personnel may submit a suggestion in writing to the .

Price Monitor/Installation Resource Management Office at the
basé. After preliminary review, the suggestion is sent out for
investigation. If the suggestion is adopted, the caller receives a -
percentage of the savings ranging from $5-25,000. Any award of
$25,000 must be approved by the President. ' :
'.The design of the programs eliminates anonymity, which
means the caller may be subjected to harassment from superiors
- who prefer the status quo. Again, the problem is systemic. Offi-
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cial policies and regulations guiding the procurement of such parts
often are designed to maximize spending. The reasonis political:
agency higher-ups must make sure that the budget is spent ev-
ery year in order to justify more money the following year for the
bureaucracy. . ‘ o .

. Airman Thom Jonsson found out the hard way that the Air
Force preferred the status quo to his suggestions for saving money-
Jonsson was working for the maintenance and supply section of
the C-5A cargo planes at Travis Air Force Base in California. In
the course of his duties he discovered that many spare parts were
purchased at extraordinary prices, including the now ipfamous
$7622 coffee brewer. Another example was a $670 armrest pad,

. which Jonsson determined could be manufactured on base for

$25 with no rearrangement of machinery or personnel. '

In January 1984, Jonsson submitted his money-saving pro-
posal to his base’s Zero Overpricing Program repres.ex:tatn{e. In
April, J ons_éo’n received notice that his proposal was ‘not in the

 best interest of the Air Force.” He resubmitted his suggestion

and waited for a response. By August 1985 he had heard nothing
and decided to contact the Project on Military Procurement (now |
the Project on Government Oversight, or POGO), a no.n-proﬁt
watchdog agency. After POGO staff _evaluatt?d his claims iem.d
discussed Jonsson’s goals with him, his allegations were brought

" to Senator Charles Grassley R-IA), chair of the Senate Judiciary

Subcommittee on Administrative Practices and Procedures. T.he
subcommittee asked Jonsson to come to Washington and testify
at hearings. Jonsson went to the Capitol on his own time and
testified in civilian attire about the excesses he had witnessed on
the C-5A spare parts. The hearings genera?:ed substan@ pub-
licity, which helped discourage retaliation from the A1r Force.
Eventually, Jonsson was granted a qash award for his sugges-
tion. . .

A year later Senator Grassley asked Jonsson if the prices of
the spare parts, including the armrest, had gone dow1.1. Jonsson
reported that they had barely changed. When a press conference
was schediled to expose this information, the Air Force began to
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harass J onsson.. He was denied routine leave, assigned a
“babysitter” to make sure that he “didn’t get into trouble” and
subjected to an attempted arrest on the ironic charge of illegal
destruction and disposal of spare parts. Several members of Con-
-gress protested loudly, with Senator Grassley, Representative
John Dingell (D-MI) and then-Representative Barbara Bozxer (D-
- CA) stepping in to protect Jonsson from harassment. His case
gerves as an important warning of the risks posed by incentive-
suggestion programs to would-be whistleblowers, most of whom
cannot expect a squadron of legislators to defend them. v
The DOD Inspector General Cash Award program is differ-
ent from the incentive-suggestion programs in several ways.
Rather than systematically providing cash awards to anyone who
suggests a viable way to reduce costs, the Inspector General Cash
- Award program is designed to give rewards to selected individu-
als who draw recognition because their disclosures save money.
. The weaknesses of the program are similar to others described
here, however, and the program is by no means risk-free.
One would like to think that after you had been publicly rec-
og‘n'izéd .and honored for saving the government money, your su-
_ periors would not have the motivation or the nerve to harass you.
But after your moment of glory has faded and you revert back to
your regular employee status, you may be left facing the very

officials you accused of wrongdoing. Indeed, your vindication may .

make it harder for them to forgive and forget.

More striking than the program’s potential abuse, however,
is its record of irrelevance. In the program’s first six years, 38
_ people received $46,000 in cash awards for saving over $36 mil-
lion. ‘To put these results in perspective, keep in mind that dur-
ing the same time period (fiscal 1984-1990), overall Pentagon
spending’ levels approached two trillion dollars. '

" Inspectors General _
. The primary conventional channel for investigation of
employee concerns is the Office of Inspector General (IG). Each
agency has one, either by that name or another. These offices are
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responsible for investigating and reporting on alleged misconduct
by the agency or its employees. The IGs at most major agencies—
a total of 62 as of mid- 1995—are covered by the Inspector General
Act of 1978 and subsequent amendments.

Employees who are considering disclosures to.an IG should

first detérmine whether their agency’s Inspector General is statu-

tory or non-statutory. Structurally, the distinction is quite sig-
nificant. StatutoryAGs can be nominated and dismissed only by
the President. Non-statutory IGs are hired and fired by the agency

. chief—whose programs they are investigating. Agency heads can

comment on but not change the text of reports submitted by statu-
tory IGs. By contrast, agency chiefs have editorial censorship
rights over reports By non-statutory IGs. Statutory IGs have the
authority to investigate agency reprisals against their witnesses.
Non-statutory IGs can investigate only what the agency chief
permits. :

For potential whistleblowers, the implications are clear: the
risk of retaliation is far greater if your agency has a nonstatutory
IG. Consider the work of the Department of Justice’s Office of
Professional Responsibility, which for years served as the non-
statutory equivalent of an IG (a vacuum which has since been
filled). Up to ten percent of the office’s referrals each year were
to investigate and identify for possible criminal prosecution the
source of “leaks’—usually anonymous whistleblowing disclosures.

Whistleblowers should also keep in mind that Offices of In-
spector General are in many cases mini-bureaucracies, and can
be vehicles for the full range of bureaucratic waste, fraud and
abuse. The Department of Labor Office of Inspector General, for
example, has over 500 employees and a budget of more than $70
million. The office has been mired in controversy OVer cover-ups,
whistleblower reprisals, and questionable travel expenditures.
Similarly, Congress and the press have found evidence of repeated
wasteful spending by the Inspector General for the Environmen-
tal Protection Agency. B

Most importantly, IGs at best have a mixed track record of
responding to whistleblowers. Even offices with statutory inde-
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pendence may be led predominantly by employees grounded in
. the “old school” traditions, from a time in which the Inspector

General served as management’s eyes and ears. That meant that

when the agency chief wanted to get the facts and act against

wrongdoing, the IG performed as a law enforcement agency. But

when the agency leader wanted to cover up.a problem, the IG

performed a damage-control operation, issuing a report that as-
-sembled the case for the defense.

- That tradition continues, and structural incentives sustain
it. Even statutory IGs receive then' performance appraisals and.
merit bonuses from the department chiefs whose operations they
are charged with keepmg honest. Whistleblowers from the EPA’s

: IG repeatedly have exposed their

- _ office as a-damage-control opera-

“If you go to the Inspector
General, expect your boss to

know about it by the time you

- get back to work.”
—Envzr.onmental Protection
- Agency whistleblower

tion that shredded evidence of
mlsoonduct involving government
contracts. NASA’s Inspector Gen-

. eral retired under fire; he was un-

der investigation for allegedly
leaking evidence to targets of an

open investigation, including

NASA personnel. NASA’s Admin-

. istrator arra.nged for the Inspector General to keep his $120,000
_annual salary during the next year, while he served as a manage-
iment consultant to a local community college. The GAO later
- found that the Inspector General’s actions “constitute a: failure to
exercise due professional care and could be viewed as an 1mpa1r '
meint of his office’s executlon of investigations.”

An IG’s genuine mdependence from the agency it oversees is
necessary but not sufficient to ensure accountab:hty No satis-
factory answer yet exists to the question, who watches the watch-
dog? The potential for conflicts of interest is great. And the con-
- flicts can get personal; a 1992 Senate Government Affairs Com-
- mittee report found that the National Archives and Records Ad-.

ministration (NARA) IG failed to recuse himself from investiga-
tions involving his own. alleged misconduct in his prior job as a

Where and How to Blow the Whistle 63

VNAR..A procurement official. “After reviewing the IG’s overall

record, the committee found that “[hlis conduct raises questions
about his own compliance with agency standards of conduct and
code of ethics which an Inspector General is required to oversee

" as the ‘agency watchdog.”

A 1993 GAO report pomted out repeated instances of statu-
tory IGs routinely returning cases for investigation to the agency
charged with alleged misconduct. A July 1990 review by the staff
of the Senate Governmental Affairs Subcommittee on General
Services, Federalism and the District of Columbia found a pat-
tern of IG wrongdoing that included: 1) IGs personally implicated

_in corrupt acts; 2) wrongful disclosure of confidential identities
" and sharing of confidential information with agency personnel;

3) improper destruction of evidence; 4) initiation of phony inves-
tigations of whistleblowers and intimidation of witnesses; 5) white-
washing of final reports by distorting or ignoring both fact and
law; 6) improperly-conducted investigations through failure to fol-
low up on relevant evidence and witnesses, or to question wit-
nesses in confidence; and 7) refusal to investigate strong cases.
The most serious misconduct occurs when an IG wittingly or
unwittingly serves as a hatchetman against whistleblowers. In

. GAP’s experience, it has not been uncommon for an 1G’s office to

implement one of the" prime tactics of retaliation—directing the
spotlight at the whistleblower rather than at his or ‘her allega-
tions of wrongdoing. In a disturbing number of government agen-
cies, IGs have a history of failing to pursue the evidence of mis-
conduct gathered by whistleblowers and instead searching for in-
formation to discredit and retaliate against them. In fact, GAP
has represented whistleblowers from Offices of Inspectors Gen-
eral who suffered retaliation for refusmg to participate in hatchet-
jobs or cover-ups.

Gordon Hamel, who blew the whistle on msoonduct at the
President’s Commission on Executive Exchange, learned the re-
taliatory power of IGs the hard way. After an Office of Personnel
Managelﬁent (OPM) probe confirmed the substance of Hamel's
allegations, the OPM's IG opened a case and eventually wrote a
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" report that rebutted the allegations—and provided grounds to
-fire Hamel. The OPM Inspector General and an IG investigator
stated in sworn congressional testimony that they were unaware
of the agency’s attempts to terminate him. Four months earlier,
however, that very investigator had authored a memo—received
by the IG—indicating that the White House was waiting tooﬁre
Hamel “at the earliest possible time after our report is issued.”
. Many IGs have long histories of targeting whistleblowers. The
Department of Energy Office of Inspector General is a case in
point. Repeatedly, those who make disclosures of wrongdoing to

the DOE I(¥s office have found themselves on the receiving end -
of ani investigation. Often the whistleblower’s confidentiality is -

preached by the DOE IG, resulting in the employee’s termination.

- At the Hanford Nuclear Reservation, the DOE IG was as-
signed to investigate whistleblower Ed Bricker’s allegations of
harassment for his numerous public disclosures of safety and
health violations. Instead of investigating Bricker's claims, the
DOE IG teamed up with Bricker's employer, the Westinghouse
Hanford Company, to make Bricker himself the target of the in-

vestigéﬁo’n. GAP attorneys uncovered memoranda to the file in-
dicating an agreement between Westinghouse and the DOEIG—.

made well before the investigation had started—that they would

not find any merit to Bricker's claims. Furthermore, it was later -

revealed that the DOE IG attempted to persuade a personal friend
of Bricker’s to wear a hidden-body microphone in an attempt to
gain incriminating information on Bricker. Plans to proceed with
-.. - the wiring were eventually put to a stop by the U.S. Attorney’s

‘office. : ' '

The DOE IG’s performance at Hanford was not an aberra- .

tion} One of the more harrowing stories involves a whistleblower
at the Knolls Atomic Power Laboratory, a DOE site in New York.

There, the IG investigated allegations of wrongdoing in the op-. :
eration of several nuclear reactors near populated areas. The IG

agents took numerous statements from workers at the plant. The
interview statements were allegedly altered, according toa confi-
- dential 1G source, to remove any favorable or supportive evidence:
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of the whistleblower’s allegations. These altered statements were
then used to support a well-publicized finding against the whistle-
blower. When the whistleblower filed a Freedom of Information
Act request for all of his files, the records w_'eré allegedly shred-
ded to hide the fact of the illegal alterations. At the same plant, a
health physicist contacted the DOE IG and was terminated im-
mediately by his supervisor, who took him to task for daring to
contact the IG. The IG did nothing to investigate or protect the
scientist. :
To some extent these traditions are changing. Further, itis

unfair to generalize. Nearly every Office of Inspector General

justifiably can take pride in winning numerous tough cases. The
US. Department of Agriculture IG provides one example of an

'1G office that has produced promising, if mixed, results for

whistleblowers. In 1994, the USDA’s Office of Inspector General
conducted a hard-hitting investigation into misconduct that ulti-
mately forced the Secretary of Agriculture’s resignation and
sparked appointment of an independent counsel. The_USDA 1G
also has conducted numerous audits exposing the inadequacy of
the Forest Service’s timber theft and law enforcement prograins.
Such positive ' developméqts, however, should not unduly raise
‘whistleblowers’ expectations. Even at USDA, the track record is
spotty. Forest Service whistleblowers at USDA have complained
of brush-offs from the IG's office, unless there is some powerful
political or media constituency to make their concerns a priority.
Even hard-hitting USDA IG reports often have a limited impact
on agency operations: the Forest Service has a long-established

. pattern of paying lip service to IG recommendations but making

no fundamental changes:

On balance, whistleblowers are well-advised to seek expert
advice or retain an attorney—even if only for coaching purposes—
before going to an Inspector General. You should clarify pre-

- cisely how the IG will conduct the investigation before sharing
- your concerns and evidence. At least until there is a solid track

record to. establish trust, you should politely insist that all agree-
ments, plans, and schedules be pinned down and confirmed in
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Wi'rl:mg—-rather than agreeing to handle matters mformally or

. yelying on what appears to be a common understanding to guide
“the office’s subsequent actions. Above all, you must be petmitted

to review your statements and any summadry of your allegations
“to ensure their accuracy and completeness. Finally, as we dis-

cuss in the next section, under some circumstances it may be wise .

{o approach the IG armed with the extra credibility of a “substan-
tial likelihood” finding and order to mvestlgate from the Ofﬁce of

o Speclal Counsel.

’Oﬂ’ice of Special Counsel (OSC)
- The Civil Service Reform Act of 1978 created a formal

+whistleblowing disclosure channel through the Office of Special

Counsel. This responsibility exists independent of and parallel

to a separate duty by that Office to defend federal employees
against persontnel practices that violate the merit system.

The Special Counsel has 15 days to screen whistleblowing
disclosures from federal employees, applicants or former employ-
ees before deciding whether to order agency chiefs to investigate:

those challenges that have merit. The Special Counsel may refer -

for agency investigation any disclosure that reﬂects a “reason-
- able belief” of illegality, gross waste, gross mismanagement, abuse
of authority or a substantial and speclﬁc danger to public health
or safety. If the OSC judges that the disclosure satisfies only this

nrinimum standard, then the agency chief can respond however

- gfhe chooses. .

If, however, the OSC determines thereisa “substantial like-
_lilwod” that the whistleblower’s charges are accurate, a more in-
tensive reform process is triggered. The OSC must refer the

charges, and the agency head has 60 days to investigate and re-
" ply. The Special Counsel can, and genera]ly does, grant time

" extensions to this dead]me The agency ‘must reply through issu-
. ing a report whose contents are spemﬁed by statute, including

' the issues and evidence that were investigated, the methodology

for the probe, a summary of the evidence obtained, findings of -

fact and law, and a summary of corrective action to solve any
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verified problems.
The whistleblower has a’ nght to submit comments, after
which the Special Counsel evaluates the report to determine

 whether it is complete and reasonable. Congress has instructed

that the Special Counsel should not approve a report unless it
has satisfied those criteria under a “clear and convincing evidence”

standard. Then the report is sent to the President and Congress,

along with the employee’s comments.  The Special Counsel must

maintain a copy of each report and comments in a public file.

Researchers, reporters, investigators and members of the public
can review the resolution. '

The purpose of the OSC whistleblowing disclosure channel is

“to enicourage employees to give the government the first crack at

cleaning its own house before igniting the gldare of publicity to

. force correction.” Indeed, if admnnstered in good faith, the Re- -

form Act mechanism offers strategic benefits for a whistleblower
to be effective in challenging misconduct. It offers an opportu-
nity to gain the legally-binding judgment of an objective third

" party that the whistleblower’s charges must be taken seriously.
* . At a minimum, it promises to maximize the public whistleblower's

credibility and help to reduce isolation. The OSC evaluation that
there is a “substantial likelihood” the allegations are well founded

'is the bureaucratic equivalent of a “Good Housekeeping Seal of

Approval” for that particular disclosure.

What is the Office of Special Counsel’s track record for meet-
ing its promise? At times, the combination of OSC support for a
whistleblower’s challenge and serious evaluations by the Special
Counsel at the end of the process have helped to improve the
quality of agency reports in response to whistleblowing disclo=
gures. The Nuclear Regulatory Commission, the U.S. Depart-

" ment of Agriculture and the Department of Health and Human

Services have confirmed the validity of employees’ dissent in key
cases, and have taken serious eorrective action. On occasion the
Special Counsel also has held agencies accountable for inadequate
reports of self-investigations. In the case of Dr. Wilfredo Rosario,
who challenged the USDA when it released beef carcasses—de-
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spite evidence of tuberculosis—for human consumption, the Spe-
cial Counsel twice flunked the agency report and sent USDA back

for further investigation and disclosures. . . :
Unfortunately, the Special Counsel seldom makes the approv-
als necessary to put an agency on the spot. In March 1995 con-
gressional testimony, Special Counsel Kathleen Koch reported
that the OSC made referrals for full or partial agency investiga-
tion only eight times out of 148 reviews of whistleblowing disclo-
sures. The OSC’s annual report for ﬁéca1,1995 reveals that out of
333 whistleblowing disclosures, the office forwarded only two for

agency investigation, one of which :eﬂected a “substantial likeli- . |

~ hood” finding.

" In addition, even full refer-

. “When I was first interviewed
by OSC investigators, they

were determinedly disinter-

- ested. Ikept trying to give the

. investigators documentary

evidence and they kept giving
it back tome.” . '

—Defense Department whistle- .

‘ blower

rals generally produce only cos-
meticreform. The OSC'ssealof -

approval seldom overcomes the
conflict of interest inherent
when the agency targeted by the
whistleblower is left to investi-
gate iteelf. Good-faith agency

.responses have been the excep- -

tion, rather than the rule. Fur-
ther, the OSC typically accepts

" as reasonable and complete-

‘whatever report the agency produces. As a result, an OSC

whistleblowing disclosure is often merely an opportunity for the
agency to cover up the evidence, perfect its defenses and then
‘issue an official self-exoneration to be approved by the Special
Counsel—all before serious investigations by Congress, the me--
dia or other outside groups can be mobilized to ferret out the truth.
This basic structural flaw is analogous to that of hotlines, but
here the stakes are higher and the setbacks can be more severe.
. Army scientist Aldric Saucier’s case offers an illustration of
the OSC’s low standards. The OSC accepted as reasonable and.

complete a report by the Pentagon’s Office of Inspector General

that found no misconduct after investigating Saucier’s charges-

that the Star Wars missile defense system did not work as adver-

- tised and that the Pehtagon was knowingly underestimating (by

19 times) the costs of the ballistic missile defense system’s next
phase. The report passed muster with the Special Counsel d.'c?-
spite the fact that the Inspector General had: declined to investi-
gate any misconduct except explicit illegality; rewritten the alle-
gations; failed to summarize significant evidence; lost other sig-

" nificant evidence; failed to interview the primary witnesses for

Saucier’s dissent; rewritten statemenis from supporting witnesses
who were irterviewed, to weaken their support for Saucier; re-
fused to seek evidence that Saucier identified as critical; failed to
check the veracity of testimony by agency personnel despite evi-
dence of false statements; and refused to pursue evidence of docu-
ment destruction, including incidents involving evidence initially
requested by the Inspector General. |
.On balance, these flaws in the system mean that an OSC
whistleblowing disclosure is likely to be ynproductive or even coun-
terproductive—unless itis partof a larger strategy involving cher
institutions. As one part of a broader legal campaign, an 0sC
disclosure can be helpful. It has been in this context that OSC
disclosures have been valuabfe elements of GAP whistleblower
initiatives in food safety and other arenas. Ironically, a striking
example again involved the Star Wars disclosure- of Pentagon -
whistleblower Aldric Saucier. Despite the Inspector General's
whitewash, Saucier’s disclosure was significant in formally end-

. ing the Star Wars program, and decisive in eliminating one flawed

component {called “Brilliant Pebbles”) of the anti-ballistic missile -
defense system. The Pentagon and defense industry had intended
Brilliant Pebbles to be the vehicle for sustaining tens of billions
of dollars in pork-barrel spending well into the 21st century. What
proved successful for Saucier’s Wh_istleblowing effort was the com-
bination of extensive media coverage, congressional oversight,

_ coordination with public interest groups, and an OSC “substan-
tial likelihood” finding. -

Before the Whistleblower Protection Act of 1989, the OSC
channel was in many cases treacherous for whistleblowers. On
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humerous occasions the Special Counsel ruled that a
whistleblower’s challenge was unfounded—but then sent the
record of the complaint to the agency chief rggardless, and with-

" out the employee’s consent. These “informal referrals” meant a -

double whammy: they provided both advance warning of serious
 dissent to the agency and an invitation to retaliate with impu-
_ nity, since the Special Counsel’s ruling meant the dissent did not
_qualify as legally-protected speech. i

‘The 1989 law made the OSC a safer channel for whistleblowing
_ disclosures, by generally forbidding the Special Counsel from for-

warding the employee’s charges.or revealin‘g’his or her identity.
The OSC may not reveal the identity of a whistleblower “without
such individual’s consent unless the Special Counsel détermines
that the disclosure of the individual’s identity is necessary be-

cause of an imminent danger to public health or safety or immi-

nent violation of any criminal law.” Because the 0SC’s failure to
order a referral implies that your ‘disclosure is not protected by

the Whistleblower Protection Act, this safeguard éan make areal -

difference in preventing reprisals. Should you pursue this chan-

nel, therefore, it is important that you wait to approve release of
your identity, at least until the Office refers your charges for in-

" vestigation. ‘ . : _

Unfortunately, the law did not make the Special Counsel a
more effective outlet for disclosures. The OSC’s referral rate re-
mains abysmal. Further, the OSC still tends to favor the tactic of
scapegoating the small fry. In 1993, for example, the OSC infor-
mally agreed there was a “substantial likelihood” that a whistle-
blower was correct in alleging that military radar jammers were

. not airworthy—but refused to order an agency investigation un-
less the whistleblower agreed to delete the names of Defense Sec-

. retary William Perry and then-aide John Deutsch (who contin- |

ued to try to sell the equipment despite a congressional ban), When
the employee did not consent to diluting his charges, the OSC
refused to take any action, and did not order an investigation at
all into the whistleblowing disclosure. :
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CONGRESS

'Whistleblowers often have been successful in using the con-
stitutional system of checks and balances, triggering legislative
oversight of Executive Branch abuses.. Members of Congress,
however, are pressured by all types of constituent groups, includ-
ing major contributors in their states or districts. Members also

often want to retain good relations with the Executive Branch,

unless there is a compelling reason to challenge the bureaucracy.
For these reasons, it is important to do some research before blow-

ing the whistle to your local member of Congress. Some gues-

tions you might ask include:
~ m Is your employer a big supporter or major campaign con-
tributor to this member of Congress? The member may be
reluctant to do battle. with an organization that helped put
him or her in office or is a major player in his or her district.

@ What are the member’s views toward your particular
~ agency or company? Does the member have a history of rela-
'tions with or positions toward the agency or company?

" @ What is the member’s past track record in battling the
gystem on behalf of ‘other whistleblowers? Call those people
to see if they were satisfied with the congressperson’s tenac-.
ity in challenging wrongdoing in the system and protecting
their right to blow the whistle. If the office does not have a
strong record of supporting whistleblowers, you may think
twice about entrusting your story to that member.

Many members of Congress simply pass complaints about the-
bureaucracy back to the agency for self-investigation. As we have
explained, this action is rarely successful, because the matter is
often channeled to the perpetrators of the misconduct. To make
matters worsé, a membgr of Congress may not protect your iden-
tity even if you request it, because of a congressional staffer’s inex-
perience in dealing with the bureaucracy, or the individual member’s

. unwillingness to stand up to a powerful agency or corporation. -
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Whistleblowers often make the mistake of thinking that their

best allies in exposing fraudulent aqtivity are the authorizing and

. appropriations committees in Congress that allocate funds for the
bureaucracy. Although some congressional committees have vig-
orous oversight staffs, many committee members are captured
by the same influences that pressure any congressperson or agency
decisionmaker. e

‘For example, the Pentagon procurement scandals in the 1980s
demonstrated the cozy relationships between some members of
congressional committees -and contractors. The National Secu-
rity Committee in the House and Armed Services Committee in
" the Senate have many members who seek positions on the com-
mittees because of large defense.contraétor_‘s or military installa-

tions in their states or districts. An analogous dynamic exists -

with the Agriculture Committees. ‘Honoraria, or payments for
speeches, are a similar concern. In 1987, the Chairman of the
House Armed Services Subcommittee on Procurement and Mili-
. tary Nuclear Systems received 80 percent of his yearly honoraria
from speeches to defense contractors. His was not an isolated

case: six of the other 18 members of his committee also received .

m_qr.e_thaﬁ 50 percent of their yearly honoraria from defense con-
tractors. . : - ' :

Keep in mind also that as an institution, Congress can prove
as unwilling to hear bad news as agencies in the Executive Branch.
It is true that some of the major scandals of the 1980s were ex-

posed with the help of certain congressional committees. Alltoo

" oftefi, however, Congress as an institution fails to take the lead
in passing meaningful reforms once the headlines fade.

The Congressional Accountability Act, one of the ﬁrst,laws.>
passed from the 1994 “Contract with America” advanced by House -

Republican leaders, is an example of the limits of reform. Sup-
posedly, the Act applied employee rights laws to wnéressional
staff—laws ranging from race and sex discrimination to civil ser-
vice merit system protection. Unfortunately, the implementing
. procedures skipped over the Whistleblower Protection Act. There
is no disclosure channel for staff who want to blow the whistle on
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>

a member of Congress who takes a bribe or otherwise violates the
law. Nor can a staffer exercise the whistleblowing defense to
challenge a retaliatory firing. ' '

That said, there are many individual members of Congress
who are sincere champions of whistleblowing. Many more will

respond if your dissent is supported by a solid constituency base,

or promises opportunities for media and other political visibility
on an important public issue. :

In addition, key members of Congress have at times provided
the clout to protect individual whistleblowers from reprisal. This
protection can be extremely important. Althoughit is technically
unlawful to-interfere with or harass a congressional witness, the
Justice Department rarely enforces this law—which emboldens
agencies to strike back at whistleblowers for their disclosures to

-Congress. .

Sustained congressional protection of individuals is the ex-
ception. You should not assume that you will be able to secure-

- guch protection, particularly for what may be a multi-year ha-

rassment campaign against you. Ifyou plan to go to a member of
Congress, first check that individual’s record very closely. If you
are countingon a congressional shield from ensuing harassment,
pin down whether and how far the congressional office is willing
to go. i

Tips on Contacting Members of Congress
The following are some suggestions on how to establish con~

. tact and work successfully with members of Congress.

1.. Before you write to members of Congress, make sure

. that you have thoroughly checked their track records. Do

not divulge any information to them before you take this impor- -
tant step. Find out if they have helped whistleblowers in the past
and if they followed up once the headlines faded. You can do this
by researching their past work in back issues of newspapers. If
you find that they quickly dropped the matter, you need to be
wary. -




74 THE WHISTLEBLOWER'S SURVIVAL GUIDE

2. Keep your lettershort. Many staff members do not have
the time toread more than a page. Ifitis impossible to condense
your letter to two pages orless, iti isa good idea to prepare a one-
page fact sheet or an executive summary. At the beginning of
your longer letter, flag the fact sheet for the staff member.

3 ‘_Mak‘e it clear early in your letter whether you con-
sent to having your name or documents shared with any-
. one in the bureaucracy. Otherwise, your letter is likely to be

_proces,s‘é‘d right back to the agency for which you work (or that

oversees your private-sector. contractor). Also, make it clear to

~ your reader whether or not you need to remain anonymous. If

you want to preserve confidentiality, request that the recipient
take the precaution of talkmg to you before acting on your letter.

4. In a clear and concise way, state your - factual case

in the beginning. Enclose the most important documents, but
do not send a large stack. Make a hst of other documents that

you have and do not send originals. Keep your story clear of

.jargon, and do not assume that the staff member who reads the

letter will understand how your agency or company works. Agam, :

if you need to send a longer statement, separate it from your cover

letter or fact sheet The short vers1on should be no more than a

o-page summary.

5. Focus on the pubhc-mterest issues raised. by your
allegatzons. It is all right to talk ‘about harassment or retalia-
tion, but put it at the end of the letter and don’t dwell on it. A
congressmnal office is much more likely to offer a legislator’s sup-

~port if there is something in it for the public—and not simply for
you. Parhcularly if you are not a constituent, it is in your inter-
est to be perceived not merely as a individual victim of injustice,

but as an important source of information on an issue of concern

to the voters, such as a pubhc health or safety hazard you are
exposing.

Offer guzdance for. follow-through. Atthe end of your
1etter, make suggestlons on where congressional staff might go to

i
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pursue follow-up investigations or further corroborating documen-
tation. Let the recipients of your letter know if there are any

- investigative agencies working on your case, and whether you

think they are successfully uncovering anything of value.

7. Make sure  that staff members have ¢ way to reach
you during working hours. If you can’t talk to them from your
workplace, find a discrete way for someone to take a message for
you and return the call from an outside telephone during your
lunchtime.

8. If you have not received a reply within two weeks,
call the office in Washington and ask to speak to the Legis-
lative Assistant who covers your issue area. Ask whether
the staffer has received and had a chance to read your correspon-
dence, and if s0, whether you can be helpful in answering any-
questions. Congressiohal staff members are very busy and the
most successful whistleblowers know when to keep calling a staff
member and when to wait. Do not be a pest, but make sure that
you do not fall through the cracks. Do not demand excessive at-
tention, and be polite at all times.

9., Offerto-act as a “chost writer” in draftlng commu-
nications for congressional staffers who are open to pursu-~
ing your allegations, and are interested in a working rela-
tionship with you. That ensures that the accuracy of your mes-
sage will not be threatened by having it pass through another
person with less background on the issue. Further, it is less bur-
densome for a staffer to revise and edit what you write than to
draft the material. '

10. Watchdog groups have good working relationships
with various members of Congress and you may be more
successful going through them. These watchdog groups can
play the role of advocate for you and sometimes can keep your
identity anonymous. They may know more about the member’s
relationship with your company, industry or agency, and his or
her record on whistleblower cases. You may want to team up
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- with the adirocacy group for nieeﬁngs with a legisiator’s staff, in

" order to draw _support from the organization’s credibility or clout
on Capitol Hill.' ' ' ' -

FIGHTING FRAUD:
' THE FALSE CLAIMS ACT

The False Claims Act offers an avenue for whistleblowers

" exposing fraud. Nicknamed the “Lincoln Law,” the False Claims
Act was passed during the Civil War. By facilitating a partner-
ship between whistleblowers and the government, it has become
the hation’s most effective resource for citizens to challenge fraud
in government contracts. Through this law, individual whistle-
blower “relators”—employees or nonemployees who are original
© gources of évidence of fraud—can challenge government contract
fraud directly before a jury of taxpayers. k

President Lincoln knew that standard government-.oversight

mechanisms could not keep pace with unscrupulous defense con-

~ tractors whio were capable of producing weapons that were more
dangerous to Union soldiers than to the enemy. In 1863 he dis-

covered that the same horses were sold to the cavalry two and

" three times, and that sawdust was added to gunpowder. Union
guns.were backfiring and killing federal soldiers, instead of con-

federate troops. As a result, Lincoln won the right for citizens to

serve as the government’s eyes, ears and reinforcements through
False Claims Act, or gui tam, lawsuits. These are pri\'rai;e attor-
ney general actions, literally those filed “in the name of the king.”
" Through qui tam suits, whistleblowers can force the return of
fraudulent earnings to the Treasury, and keep a portion for them-
selves. Unfortunately, the law was amended during World War
I.at the behest of military contractors and gradually eroded by
the Supreme Court, until it lost much of its effectiveness. But by
. 1986, renewed interest in the prevention of fraud and waste and
determined leadership by Senators Charles Grassley (R-IA) and

. Rep. Howard Berman (D-CA) led to an amendment that put the

. teeth back into the False Claims Act.

i

sury.
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The Act allows individuals to sue private firms on behalf of
the federal government when they believe there is fraud involved
in contracts. There is a six-year statute of limitations for the
whistleblower to act. Contracts have been defined broadly to in-
clude corporate commitments in exchange for government licenses
or regulatory approval required by law. This means, for example,
that a whistleblower “relator” can challenge a government -
contractor's fraudulent cover-up of violations of environmental
or other laws in which compliance is a condition of the contract.
The whistleblower can ask for three times the dollar amount of
the fraud to be returned to the government, as well as $5-10,000
for each false claim. After a whistleblower initiates a suit, the
Justice Departmeni:‘has 60 days to investigate the claims and

. decide whether it will take over the case, or let the whistleblower

prosecute it alone. In practice, the Justice Department often takes
six months, a year, or longer to decide. The entire cycle for a
False Claims Act suit may range from two to five years or more.

If the government takes over a case and proceeds to recover
money for the taxpayers, the whistleblower is guaranteed a
“ginder’s fee” award of 15 percent of the recovery. If the govern-
ment joins a suit to which a whistleblower has substantially con-
tributed, the incentive award can increase up to 25 percent of the
amount recovered (although the government has never agreed to
the maximum). If an'individual prevails without government
intervention, s/he receives an award of 25 to 30 percent of the
amount recovered plus attorney’s fees. The average amount re-
covered by relators is 18 percent of the funds returned to the Trea-

According to a 1996 report by Taxpayers Against Fraud (TAF),
a non-profit organization that champions the False Claims Act
and helps screen cases for private attorneys, roughly 1400 suits
have been filed since 1986. The statute is becoming increasingly:
popular: in fiscal year 1987, relators filed 33 qui tam suits; by
fiscal 1995 the number had skyrocketed to 278. Initially most of
the suits involved Pentagon contracts; over time, the balance has
shifted to contracts in health care and other areas. The Act’s
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scope is still evolvmg, as 1t is apphed to violations of environmen-

“tal and other laws whose compliance is built into government

" contracts.
More. 1mportantly, the record shows that the law obtains re-

sults. TAF’s 1996 study revealed that gince the 1986 amendments,
the Justice Department has obtained some $3 billion in fraud

recoveries through whistleblowers use of the False Claims Act.
Of the $3 billion recovered by the government, roughly two-thirds
came from suits initiated by the Justice Department, and one-
third—$1.13 billionn—came from whistleblower qui tam suits. The
* deterrent effect may be even more significant. Although this ef-

fect is impossible to measure’ preusely, an economic study com- -

missioned by TAF estimated that the Act has deterred some $295.8
-bllllqn in fraud since the 1986 amendments. By contrast, in 1985
the Justice Department’s entire fraud effort garnered only $27
million. The Act has also outdone corporate voluntary disclosure
programs: a 1996 General Accounting Office (GAO) report found

that voluntary disclosure’ programs have recovered only $215

million for taxpayers.

"Not surpnsmgly, the Act s success has earned it powerful
enemies among large contractors, such as General Electric, who
repeatedly have been caught. Several defense companies struck
back by attempting to have false claims cases against them dis-
missed on the grounds that the. law is unconstitutional. So far all

- attempts have failed.

In 1993, a coalition of 22 contractors nicknamed the “fraud
lobby,” launched a campaign to gut the law. Since 1990, 20 of 22
members had pleaded guilty or paid fines totalling $566 million
for fraud; $125 million of this came through the False Claims Act.
Seventeen out of 22 were multiple offenders. During their legis-
lative efforts, the lobby’s members faced 28 active, unsealed qui

. tam suits. As Senator Grassley summarized, “They hate [the Act]
because it is very effective at exposing their fraud.”

. The fraud lobby’s legislative campaign failed—but not with-
out stirring up mgmﬁcant debate over the law within the Justice
Department and Congress. The Justice Departmentserved to an
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unnerving degree as industry’s advocate at the outset of the leg-
islative battle, backing proposals to impose various limits on False
Claims cases—and even proposing that civil service employees
be barred from pursuing cases under the Act.

Although the False Claims Act withstood this assault by the
fraud lobby and its backers, the debate they initiated is far from
over—and whistleblowers interested in pursuing this legal av-

. enue would do well to follow it. In brief, the debate centered on

industry’s plan to ban relevant citizen suits once a company an-
nounced it was investigating itself through a voluntary disclo-
sure program. The goal was to restore corporate and/or govern-
ment monopolies on uncovering and challenging fraud. Industry’s
concern about a conflict between the False Claims Act and volun-
tary disclosure programs, however, is unfounded. A 1996 GAO

| report found that only four out of 129 voluntary disclosures in-

volved overlapping qui tam suits.. The GAO concluded that the
two disclosure channels complement each other, and that qui tam
suits help to keep voluntary disclosure programs more honest.
Equally misguided was the Justice Department’s proposal to
curb government employees’ rights to use the False Claims Act.

' The proposal was motivated by the concern that public employ-
ees would bypass the chain of command to seek fortunes through - -

False Claims Act suits. No defensible examples of this exist, how-

ever. The most publicized case involves Navy auditor Paul Biddle’s

suit against research fraud. Biddle went through the agency chain

of command, the Défense Contract Audit Agency, Health and Hu-

man Services, NASA’s Inspector General, the Air Force, and Con-
gress. He finally turned to the False Claims Act only after learn-
ing that the Navy had limited its investigation to two of the ten
years of fraud he had uncovered. '

As the judge explained about another mdely-mahgned gov-
ernment employee whistleblower, Leon Weinstein, and his pub-

-lic interest partners: “Ultimately, what appears to have happened

in this case is, after seeing no effective action taken by the gov-
ernment, relators filed this suit. This appears to be exactly what
Congress intended, regardless of whether the relator is a govern-
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ment employee or not.” Far ﬁ.-om w1thh01d.1ng ev1dence, Mr.
Weinstein received a letter of commendation from the FBI Direc-

tor for his work on.the case as a govem.ment employee before }

filing a falge claims suit.

In the end, the campaign to neutralize the False Claims Act i

was the catalyst for a media spotlight on whlstleblowers and on
big business fraud. The fraud lobby could not ﬂnd any office to
introduce its proposals. Almost certainly, the ﬁght is not over.
Understa.ndmg the background of and controversies over the
False Claims Act is important for any whistleblower considering

the Act as a legal avenue. But it is only the first step. Filinga -

- false claims suit is a big, and expensive, move. Youneed to find a
_competent lawyer who has the financial resources to fund a case

that could run into five or six figures in costs and fees. If the -

governmerit decides not to take your case, you and your lawyer
‘must be prepared to go through the long and expensive process of

~1ega1 discovery in order to continue the lawsuit. Don’t underesti-

‘mate the ability of a company to finance a large number of law-

' yers to fight-you. You and your lawyer must be mentally pre-'-

pared to fo]low through on a case that could drag on for years. In
some cases, a law firm will agree to limited representatmn—ﬁl-
inga complamt and advocating that the Justice Departiment take
- over the case, but not comm.lttmg‘to htngate mdependently if the
Justice Department turns it down.
. The high costs of litigation are perhaps the greatest constraint
facing whistleblowers who seek to file false claims suits, but they
"are not the only consideration. To follow through, you will even-
~ tually have togo pubhc in a false claims suit, and there is a chance
" that you could be permanently blackballed in your field. The
_ whistleblower protection clause is an important part of the False
: Claims Act, but it will take time and money for a lawyer to go to
court and fight for your rights.
The Act imposes other limits. During the 60 days to more
“than a year that the case is “under seal” for Justice Department
review, you cannot discuss the evidence. This estimated time lag
is conservative; delays have exceeded five years. Ironically, this
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means that after filing a false claims suit, you are gagging your-
self from public dissent until the Justice Department makes a
determination. You must make any media disclosures before fil-

-ing the case: courts will dismiss a case if a whistleblower “breaks

the seélf’ by talking to the press. If you do speak to a reporter
before filing a false claims suit, beware that if the reporter does -
not credit you with exposing the fraud, you may be disqualified
from credit as the original source of the evidence, and thus be

.ineligible to file suit.

Similarly, the government can engage in the False Claims

. Act equivalent of plagiarism. Even if the government is ignorant

of the fraud before you expose it to relevant officials, the Justice
Department can beat you to the punch by filing a False Claims
Act suit on your own disclosure, and you will be disqualified. The
lesson to be learned is to be ready to file expeditiously and then
remain mum after making any disclosures to the government or
the public.

.Other factors may hm1t the effectiveness of using the False
Claims Act to blow the whistle, particularly in cases in which the
government itself has acquiesced to the company’s wrongdomg
Often, when a favored contractor finds itself in trouble over pro-
curement, the government agency is more interested in hiding
the problem than solving. it: scandals in government contractor
programs can create problems for the government’s- program
managers. Therefore, a government agent may hand out waiv-
ers, contract changes, or some other form of approval for the
company’s misconduct, even though it formally violates the
agency’s regulatlons The Justice Department, moreover, rarely
prosecutes a government agent for giving waivers, and often uses
the waivers as an excuse not to prosecute the companies.

One way to counter this threat to your legal challenge is to
forego alerting company leaders or government program manag-
ers. Silence on your part, however, brings risks. To begin with,
bhndsldmg your employer or the relevant government agency may

_not be the most efficient way of challenging problems, particu-

larly when a contractor’s leadership is acting in good faith and
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would take responsible corrective action if given the chance. Fur- -

ther, this approach can draw a severe backlash and damage your

credibility. Equally significant, without some. formal record of '
your prior opposition to th_e fraud, you may become the scapegoat

for the company, the government, or both. If you are convinced

that corporate and government bureaucracies are not acting in -

‘good faith, another solution is to find a lawyer willing to take on
the government agent involved in the wrongdoing as well as the
company: bureaucrats do not have the legal authority to obligate
the government against its own rules and regulations.

A final note of caution is to be sure that you know and under-
stand the rules and regulations that you believe are being vio-
lated. Government regulations are sometimes written so loosely

" and vaguely that it is difficult to prove illegality. An illustration
. of this problem is the case of the now infamous $435 hammer.
After Congressman Berkeley Bedell was tipped off to the over-

priced hammer by a whistleblower, he asked the Navy to audit -

the program and expose the fraud. The Navy responded that the
- price for the hammer was “exorbitant but legal,” because the com-

pany used “government-approyed purchasing and estimating sys- -

tems.” .
'  THE NEWS MEDIA
One of the most obvious whistleblower outlets is the news

media. Indeed, it can be very effective when handled properly
. through a responsible reporter. The media is indispensable for

.. making a difference when the political stakes are high. None of .

the success stories listed at the beginning of this handbook could
have 6ecurred without the active role of the media. A
At first blush, going to the media to blow the whistle appears

to be the easiest and quickest way to warn the public about a
threat to their health and safety, or to let taxpayers know their
dollars are being wasted. But as in any field, there are groundrules
in media work that participants should know and respect. Not
all whistleblowers do, and those who do not are. generally less
successful. Keep in mind that not all reporters are willing to take
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the time and-eﬁbrt necessary to publish your allegation, or to
maintain the anonymity of their source. Going to the media is a

_ serious and significant part of the whistleblowing process. It may

not be sufficient, but it is generally a necessary part of any effec-
tive whistleblowing effort. It is worth your time and attention to
design a careful media strategy.

To protect yourself, you need to choose a reporter carefully.
That involves doing some research. Identify journalists who cover
your area of expertise for each of the major newspapers and radio
or television networks. There are several excellent media guide-
books that can help. Computer searches of periodicals at your
Jocal library can also provide leads. Once you have identified a
number of reporters who cover your area, research some of the
stories each has written in the past. If you are thinking about
working with a broadcast journalist, you may have to request
videocassettes of some of their work, because most libraries do
not routinely keep this kind of material on file. -

It is important to develop an idea of how a reporter will handle
your story before youmake contact. Ifyou find that the reporter’s
past stories seem largely to echo reports from the relevant gov-
ernment agency or corporate public relations office without ad-
equately questioning statements or assumptions, that journalist
is not likely to ask the tough questions or conduct the thorough

' jnvestigation you may need. Keep looking until you find one whose

track record and way of doing business reflect what you hope to
achieve by blowing the whistle.

You must also-decide whether to contact a local reporter or
the national press. There are adyantages'and disadvantages to
each. A local reporter will be more interested in your story be-
cause of its home-town implications, but may also face more pres-
gure to stay away from your whistleblowing allegations, if the
government agency or company has a powerful economic base in
the local area. Another advantage to the loeal approach is that
those reporters are better able to follow up on leads: they gener-
ally have immediate access to witnesses who can back up your

. claims and perhaps provide more documentation. If youdo land .
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a good local medid story, it will get the attention of the coxhpany

or bureaucracy. But ifthe stdry'dqes notmake a significant enough

splash in Washington DC, the net effect once. again may be detri-
mental: the news may trigger a cover-up or reprisals against you,
. rather than serve as a catalyst for corrective government action.

A national story inherently has the greatest potential for im- ,

- _pact, but it is often hard to get the national press in Washington
to pay attention to issues that do not have a clear and immediate

effect on the political scene in the ;:apital. To be confident thata

hational outlet will be interested ml your'story, you must be able
- to identify the ways in which your allegations directly involve or
affect a large government program or agency, or a major corpora-

-tion. Keep in mind, too, that it may be more difficult for report-.

ers in Washington to verify your story from there; you should not

- assume that Washington reporters will have the time or the money

to travel to your area. _ A
In some cases, your best approach to the local/national

. Ques_tion is a compromise: consider working with a local paper .

~ that is part of a national newspaper chain with a Washington

office or a national newswire connection, This will give your story
* a hearing beyond your local news orbit. Newspapers in a chain
are also less likely to be intimidated by local political or economic
- pressures, and your story may appear nationwide. Well-known

. chains.include the Cox, Gannett, Hearst, Knight-Ridder, .

- Newhouse, Scripps Howard and Thomps_on_syndicates. Examine

your local papers (parﬁcula;-ly the front or editorial pages) to find -

out if any of them belong to a chain that hag a national office or
are on a major newswire suc’:‘h'asl The New York Times or The
Washington Post/Los Angeles Times newswires.. The Associated

Press, United Press International and Rein;ers are news services

that sell stories to papers throughout the nation, The Associated
. Press is the biggest, with news bureaus in every state.

- - Another important consideration in selecting a media outlet

"-is how ﬁm‘e—sens.itive your information is. Are you trying to ward
off an imminent disaster, or do you have the luxury of allowing
the reporter more time to research and develop your story? If
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1

you have time to spare, a magazine writer, broadcast producer
for a weekly investigative show or an investigative reporter may
be your best option. If you need immediate turnaround, network
news or a daily newspaper reporter are good choices.

Once you have selected a media outlet and reporter, it is 1m-
portant to understand how best to approach the reporter or broad-
cast producer, and what s/he can and cannot do for you. Before

. providing the reporter any information, be sure to clarify and reach

agreement on the terms of your working relationship.
Whistleblowers often have unrealistic expectations of reporters,
and this can undermine your ability to work together effectively.

One of the most important issues to clarify with a reporter is
whether you expect anonymity. A '

good reporter will not reveal his - o
or her sources, even before a court. It makes all the differ-

- of law. Before you tell your story ence whether you blow the

to a reporter, you must set clear Whistle to an audience

rules for how you want to beiden-  that is hungry for your in-

tified. - ' ' formation, instead of
Always specify the terms of threatened by it.”

your communication with the re- —Department of Agriculture

porter. Be clear about whether or  whistleblower

not you are speaking “on the

record.” If so, the reporter can . _
identify you by name and position in the government or industry. -
If you choose to speak “on the record,” be sure to make it clear
that you are speaking only for yourself, and not as a representa-
tive of your government agency or company. .

You can decide to speak “off the record,” which means that
the reporter cannot use your name, but can characterize your

- position (for example; a quality engineer in the MX program). .

Unless you are careful, such characterizations can be very re-

vealing to thosg beople who may try to identify the source of the
leak. You should come to a mutual agreement on such character-

izations in advance.

When you provide information “on background,” the reporter

- .
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" is not supposed to characterize you in any way. but must write

about the information in a generic fashion. This approach is the
gafest, but makes it harder for the reporter to write a story that
will be interesting and gpecific enough to get published.

o Sometimes the facts alone are the functional equivalent of
- your signature. This is the case, for example, when only a few
people (including you) could possibly be aware of the information
you have released. In that case, if a reporter uses your informa-
' tion at all, your identity will be revealed. If you want to remain
anonymous in such cases, it is wisest to communicate only on
“deep background,” to educate the reporter on the issue. This
agreement generally means that none of your information is to
be used, exceptasa fou_l;idati'qﬁ for asking more generalized ques-

tions. 'Of course, this mea.nsi'the information is much less likely

ever to be publicly dissemin ted. Tt still may prove valuable for -

' _ an independent investigation of the issue, however. Knowing what

questions to ask in pursuing a lead or intervieting a key player .

can be very useful. Further, the éxtra knowledge from deep back-
ground can facilitate a reporter’s ability to judge the veracity or

reliability of statements made by witnesses and officials in the

'repotter’s investigation. ,
Of course, reporters prefer to speak to you on the record and
will assume you are on the record unless you speéify_d_.ifferently.
Be aware, too, that many rep‘orters have different definitions for
the above terms, so0 it is critical that you define your'berms—-—be-
fore you release your information. Don’t expect the reporter to
" accept retroactive limitations on information you already have

shared. Make sure that the terms of your agreement apply to -
' your entire conversation, and clarify whether you expect them to -

apply to subsequent conversations. Above all, you must weigh
'your need for protection against the need to tell the reporter

enough for him or her to write the story; this is invariably a diffi-

' cult but important judgment call.

You also need to pin down whether you are offering an “ex- -

clusive” This means that you will not talk to other members of
the media until your reporter airs or publishes the story. Obvi-
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ously, it is in the reporter's best interest for you to make that
commitment. This can be useful for you, because the reporter:
will have a motivation to work harder on it. But it can also back-
fire. The reporter may think that because s/he “owns” the story,
there is unlimited time to work on it. Me anwhile, your
whistleblowing initiative can wither on the vine or be overtaken 4
by events. : ‘
When you meet with reporters, they often will assume that
you are working with them exclusively. Ask at the beginning of
your meeting whether or not the reporter expects an exclusive
arrangement. Most will say yes. To protect yourself, you should
then work out the terms before going further. For example, see if
the reporter can set a reasonable time limit for your exclusive
relationship. The length of time will depend on the nature of the

- story. In general, you should agree on a timeframe that is long

enough to allow the reporter to cover the story thoroughly but

~ does not drag out until the issue becomes stale. Setting a time
- period may irritate the reporter, so be sure to syggestitin a coux-

teous and reasenable way. Remember that you can always agree
to extend the deadline. One approach for a particularly “hot”
story is to grant a temporary exclusive while the reporter seeks '
approval from editors to make a desired commitment, such as
front-page publication within a specified period.

Often, you can pursue print and broadcast reporters simulta-
neously. You must be sure that each knows the other is also
doing your story. They may agree to release their stories close
together because their audiences are different. This reduces the -

“sense of competition.

Even after you have established clear terms for the working
relationship, you are likely to enicounter a maze of decisions and
stumbling blocks in attempting to use the media effectively as
your whistleblowing outlet. Be realistic and avoid false expecta-
tions. For example: .

Be prepared for the fact that a story may not be published or
broadcast, despite a substantial investment of resources. Report-
ers have to sell their stories to editors and publishers. The more
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controversial the issues, the more the managers of the newspa-
per or television station will get involved. Sometimes owners or
key institutional stockholders may be tied in some way to the
targets of your whistleblower disclosure, or even be implicated
“directly.” In the absence of a conflict of interest, the owners and
managers of newspapers and television stations may feel politi-
cal and monetary pressures; they may fear a lawsuit, for example.
- As a general rule, when reporters invest a significant amount of

time and resources, it is a good indicator that their employer wants '

to break a major story. But don’t.count on it.

. If the story is run, do not expect reporters to be crusaders for
your cause. Most reporters will resent it or withdraw if you pres-

‘sure them to edltonahze or to act as your advocate. Of course,

they will form opinions about the issues, and about who is play- .
ing games with them.and who is playing it straight. In most -

. cases, however, the professmnal standard i is to let the facts speak
“for themselves.

Do not expect reporters to locate a lawyer or to contact the ‘

government for you—although some will offer to help in order to

maintain your loyalty. To maintain objectivity and professional .

credibility, most want to remain unmvolved,m your personal con-

cerns and activities. Their focus is on reporting the relevant fac-’

tual elements of your case. When your dissent is clearly on be-
half of the public, there may be common ground. If reporters
believe your information is credible and significant, they may seek
more information from attorneys with relevant expertise. They
may contact the government to find out what is being done about
. your allegations. You should not expect reporters to take these
.. steps, however.
' Do not assume that since you are workmg closely wzth are-

. porter, s/he is your friend.. Part of areporter’sjobis to put you at

ease so that you are willing to speak openly, and preferably on
. the record. Keep in mind that work with a reporter is above all a
4 business relationship. Areporter whois gracious and understand—
- Ing is being a professional. Friendship may evolve, but do not
~ assume it. -Be sure to be professional in turn; for example, if you
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meet with a reporter at a bar or a restaurant, do not make the
mistake of losing good judgment after relaxing. It is not the
reporter’s fault if you lose your self-control, and many will have
less respect for your credibility if you do. As a general guide, it

may be wise to stick to tea or coffee and forego alcoholic beverages.

- Once you and the reporter have selected each other, the ef-
fectiveness of your working relationship—and your

- whistleblowing—will depend to a significant extent on how you
' organize and conduct your whistleblowing.

Tips on Working with the Media

Based on our experience, below are twelve suggestions for
successful working relatmnshlps between whistleblowers and
members of the media.

1. Be Dprepared. It is necessary but not sufficient that the

‘reporter be adequately impressed with your expertise to take you

seriously. Have your documents organized in an understandable
order, and speak from an outline that you have prepared and
practiced, to avoid rambling or taking too long to get to the heart

“of your story. Try not to tell the story in excessive detail. Open

with a basic overview, offering documents as you go, and then go
into detail in areas in which the reporter expresses interest. A
good rule is to limit introductory summaries to a minute in a phone
call, and to ten minutes in a meeting with a reporter. The con-

. versations can go on much longer, but your prepared summary

should not. ‘

Practice delivering your message, taking into account the
suggestions offered here. While these tips will help you commu-
nicate more effectively, in most cases they will not come natu-
rally. Unless you practice until you are comfortable, your deliv-
ery may sound stiff or stilted, which may hurt your cred1b1]1ty
Practice is especially useful to help you get over the jitters and
allow you to become more familiar with your material. Often,
someone from a concerned non-profit group or congressional of-
fice can help you prepare for your media mtemews—askmg you

.tough questions and giving you feedback on your answers.
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Thm does not mean memonzmg or preparing a script, unless

you and/or your coach decide that is the best way for you to com-

municate. Relatclvely spontaneous, extemporaneous speaking
normally is best. It is inore credible, sounds more natural and,
because it is easier to listen to, is more effective at communicat-
ing the pomt A good balance can be struck by speaking from an
outline; whére concepts are hsted and reinforced with key facts,
' punch lines and statlstlcs. :

Provzde a tzmelzne. A skeletal chronology orgamzedA

. around dates canbe a conc15e easy-to-understand summary that
highlights milestones in your story. The spotlight on dates is
parucularly useful to identify patterns or causal relatlonsh:lps

Reporters, congressional staff and lawyers alike generally appre-
ciate a timeline to help them organize the facts’ of your narrative.

Prepare the tamehne before your initial interview.

- No matter what, keep your cool The calmest person

in the rooii is usually seen as the most credible. The point is not
to be emotionless or uncaring, but to stay poised. 'It leaves the
_impression of self-confidence. This is extremely hard, since you
_ probably are nervous about being a public figure; opening up to.a
stranger,' and above-all, about the public policy and personal is-

~ sues at stake. But there are few suggestions more important for
media interviews—or in other settings in which credibility is es-

sential. Bspecially when a reporter tries to bait you, strive to.

stay unrﬁfﬂed and unflappable.

' 4. Don’t exaggerate or dramatize. Make sure that you

never embellish your information. - A common mistake by
whistleblowers, once they have finally convinced someone to lis-
ten to them; is to tell the reporter 110 percent of the story to
make their point. The problem is that once the reporter—or an-

. . other source, such as agency or company officials—detects the

" ten percent that is embellished, the rest of the story becomes sus-
pect. Depending on the context, it may be best initially to under-

. state or limit your conclusions to those based on facts that cannot

* be credibly d.tsputed At.the same. time, don't shortcha.nge the
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s1gm.ﬁcance of your whistleblowing. Identify all the issues and
provide leads so the reporter can make his or her own judgment
calls on tougher questions. It helps your credibility when investi-
gators conclude for themselves that the s1tuat10n is really worse -
than you m1t1a11y asserted.

- Once yeu have reviewed and prepared the mi‘ormatmn you
‘wish to present, be sure not to deliver an overly dramatized pre-
sentation. High drama erodes the patience of long-time report-
ers, many of whom may feel that they have “seen it all.” Televi-
sion reporte}'s will be particularly concerned with your delivery if
they are trying to judge how credible and articulate you will be
on camera.

5. Be an advocate for the story, not for yourself. Do not
try to convince reporters that you are a hero or a martyr. The

- relevance of your personal stature, or even reprisals against you,

will depend on how the reporter evaluates the significance and
cred1b1hty of your evidence. Do not start your conversation, for
example, by reciting all the injustices that you have had to en-
dure. The best way to impress a reporter with your story (and
your motivations) is to give the factual information on the mis-
conduct that you witnessed, and let him or her ask about your
personal hardsh:lps Only volunteer the personal problems that
you have had at the end of the meeting, if the reporter. has not
asked, and keep your statements brief.

Even if reporters ask you about your personal ﬁght with the
organization, try o keep the focus on the subject of your
whistleblowing—the threat to public health or safety, or the fraud
and abuse you seek to expose. You can discuss incidents of re-
pression by raising questions about why the organization is try-
ing to silence you or others: what is the employer afraid of ? If
and when you do discuss retaliation, do not come across as bitter,
defensive or paranoid, and do not dwell on the subject.

A reporter may well decide, however, that the harassment is
part of the story, so be ready and able to summarize what hap- -
pened to you—'and why people should believe you despite your
employer’s efforts to discredit you. If you go public, part of the
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temtory is successfully defendihg yourself when reprisals have

occurred.

6. Speak in “sound bites.” Few things are more precious
to a reporter than time and space. If you can’t make a point crisply
in 15 to 30 seconds, you may lose the opportunity to share it at all
with the public. Since this is probably your only chance, practice

- ~and prepare “sound-bite” statements. It is a good idea to combine
: at least one key fact with your most powerful rhetoric. View the
s;;uﬁd bite as analogous to the topic sentence in a paragraph, or
the lead in an article. In-depth explanations may help educate -
the'rep.oi-ter, but a detailed discussipn seldom: will be practical to
.broadcéast or print as is: the reporter will most likely condense
‘and paraphrase that part of the interview. In many cases, allyou .
" will be permitted to communicate directly to a public audience is’
" a sound bite or two-—so offer several good ones, to provide the
reporter with a menu of points you want to make.

'7. Start with the bottom line. When you add up a col-

uhn, you work toward the bottom line instead of starting with it. -

Your approach to an interview éhould"be precisely the opposite.
In a medid interview, it is usually better to start with the conclu-
. sion, and then explain its basis. Otherwise, reporters and public

audiences may feel you are trying to evade a question, or may get _

© restless waiting for you to get to the point.

8. Paint a picture with your words. Try to ekpress your- .

self with words that create a picture in the reader or listener’s
mind. Creating a mental image is generally more compelling than
an abstract or wordy academic approach, even if the audience

- understands your point. More commonly, your-audience may not - -

comprehend the significance of your words, particularly if you
are a scientific or technical expert and rely on jargon. Jack
Lemmon’s frustration at his inability to be understood during the
climax of the movie The China Syndrome is one shared by many
whistleblowing experts. Demystify the jargon. Often an analogy
to the principles in common household technologies or personal

finances simultaneously can demystify technical language and
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create a mentsl piéture. :

9. Get it right the first time. Don’t count on a second
chance to correct inaccuracies. Don’t assume you will have an
opportunity to “revise and correct” your mistakes through aﬁer-
the-fact editing. Be sure of your facts and in command of them,
or don’t take the risk. ' ' '

10. Be available. Within reason, reporters should have ready
access Whenever they need to reach you. This may take effort.
With rare exceptions a government employee, for example, is not
free to spea.k with the press as a private citizen on the taxpayers’
time. But there is no barrier beyond inconvenience to returning
a call during your first break, or to letting the reporter call you at
home. Ifyou are not determined enough to brush aside inconve-
nience, you probably should not be blowing the whistle. .

11. Monitor the story, without being pushy. This advice
applies both before and after the story is completed. During the
research and writing phase, it is acceptable etiquette to call with
an offer to be helpful and answer any questions that may have
accumulated if you have not heard from the reporter for some
time. . But don’t assume that you own the reparter’s time, énd

“back off if your offer is not accepted immediately. After the story

is Written_ and published, you should keep the reporter informed
ab'out how the scandal is progressing, but avoid becoming a pest
in his or her eyes. Reporters often are pressured by their editors
to move on to the next story. They frequeﬁtly have to fight for the
time and newspaper space for follow-up stories on their exposeé.

12. Do not attack the reporter if you have to correct a
mistake. Realistically, reporters must absorb far too much in-
formation to get everything absolutely accurate the first time.
Often their job is to develop functional expertise about a subject,
starting with a zero knowledge base. The most fortunate receive
a few months’ time; more often they have onlya few days or even

-hours for the whole story. If something is inaccurate or an agree- -

ment in your working relationship is breached, assert yourself,
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but avﬂly Theré is no rule of journalistic courtesy that says you .

_must silently endure mistakes. A good journalist will want to get
it righ't and appreciate your initiative; so that an inaccuracy is not
repeated. Butkeep the reporter’s circumstances in mind. ,Don’t let

- your criticisms get personal; recognize the overwhelming majority

of fresh data that the reporter got right; and respect the hard work.

that almost all journalists invest in their profession.

‘ As a final note, you should be prepared for what may come
 after ymji have successfully blown the whistle to the media. Ifyou
‘have been anohymous in your whistleblowing, it is important to
remain calm and not do anything that casts suspicion on your-

- gelf. Once a story hits the media, your agency or company will.

begin “damage control.” Depending on your position, you may be

. agked to sit in on meetings to address the issue or even to help
plana cover-up. This may put you in a good position to continue

telling the reporter whether the company or the agency is legiti-
mately trying to solve the problem. ‘
* If you are going public with your whistleblowing, you may
receive more publicity and réquests for interviews after the story
appeai"s: It is good to take advantage of the extra publicity to
shed inore light. on the subject of your whistleblowing, but ap-
proach your new-found status with caution. It becomes quite flat-
tering suddenly to receive all this attention, but remember: one
of the ways that a bureaucracy:or a company can discredit you to
others is by portraying you as a self-glorified. publicity-hound._
Don’t give them any ammunition by letting the publicity go t0
' y"oin-' head. A little humility can go a long way in making your
case. ,

" ADVOCACY ORGANIZATIONS

Non-profit advocacy organizations can be a vital resource for
whistleblowers. These groups can provide advice, share their own
" research and knowledge on issues of concern to you, act as allies,
or even serve as your main channel for blowing the whistle. Par-
ticularly if the idea of blowing the whistle to a member of Con-
‘gress, the press or a hotline seem too risky or unpromising—or if
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you aren’t quite sure yet about going public but do not want to
remain silent—consider calling upon advocacy groups.
Ultimately, these organizations are a vital link in the chain
of political constituencies that turns your whistleblowing infor-
mation into power. It often takes a coalition effort to overcome
the political clout of large government agencies and private cor-
porations. Most of the success stories in this handbook would not
have occurred without solidarity and support from constituen-

. cies mobilized by advocacy groups.

 This link js a critical element of your defensive as well as
offensive strategies: solidarity with affected constituencies is of-

' ten a key prerequisite for a whistleblower’s survival. The result-

ing political base is the most effective shield available to prevent
or resist retaliation, more powerful than legal rights in isolation.
Aletter of support from a coalition with hundreds of thousands of
members can be far more impressive in changing a government
official's mind than even the best legal brief an attorney can pro-
duce. SR

There are relatively few experienced organizations that spe-

 cialize in working directly with whistleblowers. In addition to

the Government Accountability Project (GAP), which has a twenty-
year track record of work on behalf of whistleblowers, the Project
on Government Oversight (POGO) (formerly the Project on Mili-
tary Procurement) has lent invaluable assistance to
whistleblowers for many years. - Other groups, such as Public
Employees for Environmental Responsibility (PEER), work with

~ whistleblowing employees in specific fields. The American Civil

Liberties Union Workplace Rights Project is another knowledge-
able resource. To contact these groups, see Appendix B.

GAP, POGO and PEER can help you build a support network
of constituency groups and other whistleblowers. These organi-
zations have developed strategies that not only enable you to pre-
pare and bring your dissent to public attention in a professional
way, but also offer support and guidance frowm other
whistleblowers. They may produce and release issue reports or
“white papers” based on whistleblowers’ findings: these reports
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are a vehicle for releasing information provided by groups of em-
ployees without exposing their identities. A related tactic is to
expose bureaucratic bluffs through surveying agency employees
on issues raised by whistleblowers’ findings.

- Beyond these groups, there are a range of advocacy orgamza-
tions that may not work extensively with whistleblowers but can
help nonetheless. These range from issue-oriented public inter-

_est groups to labor unions and professmnal associations. Orgam—
zations vary in their- approach to whistleblower concerns, and in
the type and degree of assistance they have to offer. Generally,
advocacy groups’ tend to team up with whistleblowers when do-
ing so advances a shared agenda. A public interest environmen-
tal group may choose to help you ﬁght your battle because you

“have information critical to exposing bureaucratic or industry

wrongdoing. A consumer orgamzauon may view your informa- -

tion as important in warning its members against unsafe prod-
ucts, or in mobilizing a political counterattack. A union may work
_with you because you are a dues-paying member, or because you
~ have information about a corporation that can be used in collec-
tive bargaining or.an organizing campaign. ‘A professuonal asso-
ciation or society is likely to be concerned about i issues affectmg
the profession’s credibility. :
The possibilities for partnership, and political leverage are
numerous. To take one example, both government agencies and
- multinational corporatlons repeatedly have. blinked when faced
with the alliance between whistleblowing meat inspectors and
Safe Tables OQur Priority (S.T.0.P.), an advocacy and support or-
ganization for families of food poisoning victims. This partner-

ship has operated through a coalition of consumer, labor and public:

‘interest organizations. The team has issued its message through
joint participation in press conferences, solidarity letters, formal
- public hearings, briefings of agency decisionmakers (including the

" - Secretary.of Agriculture), and informal public symposia sponsored

by members of Congress. |
Although many do admirable and important work, advocacy

_groups also can be self-servmg their primary loyalties are to their.
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missions (and occasionally to their own institutional advance-

- ment), not to you. You must remeniber that your disclosures to

them are not automatically covered by the attorney-client privi-
lege. That means that unless you work out a confidentiality agree-
ment first, your information becomes theirs to use. You should
understand what their agenda is before you put your cards on the
table. To do this, you will need to do a little research. Before you

_go rushing to an organization with your whistleblowing disclo-

sures, do some homework to learn its reputation, and how it has
worked with whistleblowers in the past. The most common types
of advocacy organizations are summarized below.

Public Interest Groups -
Public interest groups cover the spectrum of public concerns—
and of ideological positions on these issues. Think through the

_ types of groups that might be concerned about the consequences

of the wrongdoing you have witnessed. Be sure that you under-
stand a group’s position on an issue, and that it is in line with
your own. If you are blowing the whistle on a faulty component

-of a car engine that could harm people, for example, you may

want to contact consumer groups and/or organizations dealing
with auto safety. If you are blowing the whistle on a government
drug-testing experiment on unwitting patients, you may want to
contact health organizations and patient right-to-know groups.
Do not be discouraged if you cannot find help right away. Even if
a particular group cannot help you, be sure to ask for referrals to
other organizations, as well as subject matter experts and pro
bono lawyers who specialize in your issue.

Once you find an organization interested in your informa-
tion, you will need to find out if it is willing to help with your case,.
and if assistance is conditioned on your providing the contents of
your whistleblower disclosure. In many cases, a group will re-
spect and admire your courage in speaking out against injustice
and want to help. They may have only meager resources and

, : face severe limitations on what they are able to do for you, how-

ever. It is also possible that an organization will seize upon your
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.mportant information, and umntentlonally or not expose you or
put you at risk without your consent in order to advance a larger

political goal. This is why it is critical to research an organiza-

tion well before you approach it, and to clanfy the terms of your
working relationship. -

~ Some public mterest donors or orgamzatmns offer awards for
courageous individuals who have contributed to their cause. Be-

ing nominated for these awards can be helpful, because it in¢reases

your visibility and crechb:.hty to be publicly honored for your
whistleblowing. Sometimes the recogmtlon includes modest cash

- tracted battle with manage-
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As potential allies in your whistleblowing, however, unions
vary tremendously. Some can be counted on to stand up for their
members who blow the whistle. They may also work in partner-
ship with other groups, to link their whistleblowers with affected
constituencies: the union of federal food inspectors is one example
of a union that takes this approach. Others are so closely aligned
with management that they would be reluctant to challenge your
employer. Still others may support you in principle but may make
a strategic decision not to push on the ethical issues you are rais-
ing, because they are in a pro-

awards, and almost all of them generate at least some publicity - '
that can put pressure on your bosses not to retaliate. :

o | mentover pay, benefits or other - “There are support systems ou:
Idéally, you will be able to establish a mutually beneficial

issues of higher priority to the  there that can keep you from.
union. Supportive local union  being isolated. Find them

relationship, in which your information helps their cause and vice
versa. In order for this to happen, these organizations should be
- experienced in working with whistleblowers. Their understand-

ing of a whistleblower’s needs, such as legal assistance to pursue
a wrongful discharge case, will help to avoid or successfully over-

come retaliat;ion.

Employee Organtzatwns _

Labor unions, eniployee federations and professmnal associa-
‘tions are the primary types of employee organizations. All have
employee-based memberships and work to further their mem-
bers’ interests. Unlike public interest groups, they are generally
not wedded to furthering a particular issue, but rather to serving
their members. Therefore, it is likely that you will require mem-
, bership in order to secure assistance ﬁ-om these organizations.

: ‘Unions can be a great resource for whistleblowers. In ex-
change for paying dues, uinipn members are often entitled to re-
. ceive certain services. For example, a union may provide legal
-cou_nsel to members facing employment disputes. Membership
ina union may also trigger legal options you would not have oth-
* erwise—such as binding arbitration through a hearing in which

you have equal say with management in choosing the arb1trator '

who will decide your case.

leaders, moreover, may not be  early on; I wish I had.”
able to deliver for you if their —Local government whzstle
efforts are vetoed by superiors  blower
cozy with management on the

national level. As with other

groups, you should check out your union’s track record on assist-
ing whistleblowers before you approach it for help. Beé aware -
that if the union is unsympathetic to whistleblowers, a union of-
ficial might alert management to your activities.

Depending on your job, you may also consider approaching a
professional association, such as the National Association of So-
cial Workers, the American Academy for the Advancement of Sci-
ence, the American Society of Marine Biologists and state bar
associations for attorneys. These associations vary greatly in size
and mission. Most provide dues-paying members with up-to-date
information aboilt developments in the profession, through news-
letters, invitations to educational events, conferences and job list-
ings. Others will go further in defending the interests of mem-
bers and the integrity of the profession. Those organizations that
are independent and have large memberships can be credible and
powerful friends in your battle to tell the truth and keep your
career intact.
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- - Anote of caution: professional associations often have large
budgets, but many acquire some of their funding from industry.
Make sure to investigate where the association gets its funding
by requesting a copy of its annual report. These reports should
list the primary contributors and provide general information

about the association’s program. Check with your peers to see

- what they think about the association and its leadership, and if
they have ever sought help from it. Often, even the most cau-
tious and conservative associations have a token ethics commit-
tée whose members may be kindred spirits.

Employee Support Organizations _
Thereis a unique ifrare hybrid that combines the missions of
-an 'i'ssue:oriej_ited public interest group and an employee organi-
zation. These groups consist of employees from a particular gov-
. ernment agency or industry that have joined together to cham-

- piona common agenda. Groups such as Public Employees for -

Environmental Responsibility (PEER), the Association of Forest
‘Service Employees for Environmental Ethics (AFSEEE), and the
Center for Womren’s Economic Alternatives (a self-help group for
women working in the poultry industry) have \con'ducted public

. interest advocacy work. Because they are employee-focused, they

are more likely to understand and be sensitive to whistleblower
concerns. : S .

If one exists in your field, an employee support organization
may be of particular importance because it is able to connect you
with other like-minded professionals—including current and

former whistleblowers—in your area of expertise. These organi-

 zations represent a collective of employees, which can both lend
- eredibility and facilitate anonymity if you wish. Such groups fre-
quently servé as a voice for employees who cannot speak pub-
licly. Like whistleblower suppert groups and unions, they are
- natural vehicles to chanriel, cloak and/or amplify dissent through
solidarity tactics, such as surveying other employees on the is-
sues relevant to your dissent, and then publicizing the survey

results. Keep in mind that the ciue_stion of how much control you

s
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have over the public release of your information is something you
will want to negotiate in advance. For example, it may be accept-
able to you for a group to use your information in framing tough
survey questions based .on your disclosures, even if you would
object to having the organization assert that it knows the an-
swers. : ’

Tips on Approaching Advocacy Organizations _

How you approach an advocacy group can be decisive in your
working relationship. Never go in with demands. Although your
issues are very important, remember that there are a Iot of com-
peting issues and priorities for these groups, and you do not want
to alienate staff by being too pushy. -

The first step is to do your homework. Research potential
organizations to make sure they are reputable and will be sym-
pathetic to your cause. If you already have a lawyer, ask him or
her for advice about whether it is wise to approach a particular
organ’izéﬁon. ' '

The second step is to write up the basis of your whistleblowing
concerns and the details of your case in a two- to three-page sum-
mary. You may use the same basic summary that you prepare
for reporters—but tailor it to highlight what you can do for the
organ'ization' (such' as provide information for a public interest
group’s campaign on food safety, or help a union expose corrup-
tion in a company), In this introductory summary, do not include

" anything that you would not want your employer to know you are

disclosing—at least not until there is mutual agreement and a
commitment by the group on how. your information will be used..
After scouting the terrain through mntroductory telephone inquir-
ies, send your summary, with a short letter of introduction stat-
ing what you hope to achieve, to the appropriate contact person
at the organization. ' ‘ '

As you begin communicating with an organization, keep in
mind that protecting your attorney-client privilege is critical if
you want your information or identity to remain confidential.

‘Remember that advocacy groups are not automatically covered
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by the privilege. Therefore, you may be waiving this legal right
unless you talk only through one of the:'group’s lawyers on the
condition that s/e maintains your attorney-client privilege. If

you fail to protect your attorney-client privilege by disclosing your

" jnformation to a non-attorney, that person could be required to
produce your disclosures in legal proceedings. The safest route is

to seek counsel first from your own attorney, who can conduct.

initial negotiations with the group or its lawyers on how your

information will be ised. Ata minimum, an attorney could nego-

tiate the organization’s commitment to legally defend your ano-
nymity through First Amendment freedom of association rights
in eourt, if necésqarj. o o

The next step is tomake a follow-up call to the contact person
" to ensure that your information was received and to try to set up
an in-person meeting. Be firm and polite in'your conversations.

" If they are not intereéted, ask for referrals to other organizations. -

If the group is concerned and wants to help, make sure 1o
. establish clear parameters for defining your relationship. The
_ gooner you communicate your'mutﬁal expectations, the less chance
there will be for misunderstanding and potentially career-dam-
-aging mistakes. - ' o
~ Making an organization a valuable ally takes work and pa-
tience. The following are some questions you may want to ask:
@ What are your funding sources? ‘

| Have you Worked with whistlebl_bwers before? If so, who,
and may I contact ‘them about their experience?

B Whatbenefits doyou providé to membefs‘-*(ji‘ you are speak-
ing to a union or professional association)?

m How will you use my information? What are your goals -

in uging my information? To further what ends?

W Areyou willing to protect my identity as the source of the
information (if applicable)? E '
g WillIbe able to fact-check public documents you produce
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to ensure accuracy? (This s especially important l.f disclo-

sures are of a highly technical nature.)
n Is there one person who will be my pﬁmary contact?
W Are you comfortable working with my lawyer Gf appli-.

" cable)?

W What sort of financial commitment, if any, is expected of
me? ' S :




CHAPTER FOUR

Choosing and Working
with an Attorney

Lt chould be dlear by now that to blow the whistle safely and
-effectively, you need help. You need support from groups and
constituencies positioned to assist you in exposing the wrongdo-
ing you have discovered. But you also need legal expertise.
A lawyer is an indispensable expert, regardless of whether
your: whistleblowing experience leads to a lawsuit. A well-in-
. formed and sympathetic attorney can offer guidance at every step
in the whistleblowing process; and can help you avoid serious
missteps. An attorney can help you prevent reprisals from occur-
ring in the first place, through supervising and monitoring your
‘disclosure through the safest channels. If retaliation is inevi-
table, an attorney can ensure that you are on solid legal ground
by screening your whistleblowing disclosure to provide an expert
opinion on whether it is “legally-protected speech.” Otherwise °
you may forfeit your rights: if you say too much or do not have
enough corroborating evidence, what you intend as whistleblowing
- may not qualify for protection under the law.
Whether a whistleblower’s story has a happy or tragic ending
depends to a significant degree on picking the right lawyer and
maintaining an effective working relationship with that person. -
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In the eyes of the law, the attorney and client are as one. The
attorney is the client’s “mouthpiece,” and the client automatically
receives both the benefits and the hablhtles of the attorney’s state-
" ments and decisions. Selecting a lawyer is a decision as signifi-
cant a8 any other in the whistleblowing cycle.

_ Unfortunately, many whistleblowers are so anxious to get
. their cases into the hands of an “expert” that they accept the first
lawyer who will take them on affordable terms, without truly
knowing the partner upon whom not only. their whistleblowing
experience but also their professional future may- depend. Such
-an arrangement poses unacceptably high rieks to future happi-

ness, financial well-being and legal success.
Ultimately, trust and intuition are as important as a cata-

logue of “dos” and “don’ ts” in selecting and working with an attor-

" ney. Like any partnershlp, to be effective the attorney and client
" ghould like each other and have a rapport based on mutual re-

spect, at least within the context of their professional relation- . _~

ghip. After all, they must rely on each other in a high-stakes
conflict in which they are both “underdogs” by any conventional
meagure. But the smart whistleblower will follow both intuition
and the gmdance of a checklist baged on the lessons learned by

others who have gone through the same experience.
Our advice to Whlstleblowexs who need legal representation

is surimarized below in two sets. of suggestions. The first'set -

focuses on selecting an attorney, the second on maintaining a
good working relationship with him or her. Not all of the sugges-
tions may be relevant to your case. More importantly, these tips

are ot all-inclusive. They represent a composite of experiences
" shared by those who have been represented by GAP or sought
help from similar groups, such as the Project on Government
‘Oversight and Public Employees for Environmental Responsibil-
ity. Please let us know if you have items to add to the list. We

receive a steady stream of requests from new w}nsﬂeblowers who

could benefit from lessons learned.
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Tips on Choosing an Attorney
Thg following are suggestions on how to locate and select a |
- good attorney. )

1. Check with others who have first-hand experience

with employment attorneys. Do not overlook referrals from

- friends who may have had similar experiences and enjoyed good

attorney-client relatlonslnps Contact GAP for suggestions. A

routine part of our service to whistleblowers is to provide attor-
ney referrals.

2. Contact issue-gpecific public interest or commaunity
organizations. In addition to contacting GAP, you may find it
useful to locate an attorney with the help of non-profit organiza-
tions that have an interest in the particular issues behind your
whistleblowing. You may contact local groups or affiliates, or the
Washington offices of national groups. Remember that the prin-
c1¥)le of confidentiality that seals an attorney-client relationship
will not apply during your discussions with lay representatives
at such groups, so be careful about how much you say; unlessyou

- want to make a whistleblower disclosure to them, you should avoid
dlscussmg' your allegations. You may simply point out, for ex-
ample, that you have suffered retaliation for pursu.mg the same
values on the job that reflect their organization’s mission in the
la.rger community. Then agk for their help in finding an attorney
with a good track record in employment law, the topic of your
dissent, or preferably both. :

_ 3. Traditional sources such as the local bar associa-
tion or relevant committees of the American Bar Associa-
tion can help identify’ respected specialists. Your local pub-
lic library also should have a copy of the lawyer’s directory,
Martmdale-Hubbe]l, which describes the specialties of attorneys -
under a variety of cross-references, When seeking referrals, ask
for attorneys who specialize in wrongful discharge. If that fails
;:: produce an adequate list, broaden the. scope to employment
daw. ' '
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4. Get to know each other. One common reason that at-
torney-client relationiships sour is that each entered the partner-
ship with differing expectations. An essential step in deciding on
an attorney is to clarify—and then communicate—your own ex-
pectations, in as much detsil as possible.

5. Before even talking to a prospective lawyer, take time
to summarize your story in.writing. Be concise: limit yourself

if possible to less than two single-spaced, typed pages and cer- 4

tainly less than five. Take your time preparing this document.
Keep in mind that you may be able to edit and re-use this state-
ment later as a fact summary for outreach to members of Con-
gress or the media. .Prospecti\%e attorneys will appreciate the time
they save by reading it before meeting with you. They can then
g’ét down to asking you the hard questions with some background

knowledge of the dispute and its context. 'Remember that your

case summary supplies an attorney’s first impression of you and
'your communications skills. Perhaps more importantly, it allows
the attorney to test your credibility, by questioning you to deter-
mine whether you tend to exaggerate. Stick to the facts and avoid
unnecessary conclusions.” Lawyers like to draw their own conclu-

_ sions.

your whistleblowing case, and be prepared ‘to describe how

their testimony could help. Similarly, prepare a list of _re._l-
.evant documents currently_.or potentially available., It takes a
near-miracle to win without either strong supporting testimony

. or documentary evidence.

6. Ideni_iﬁv solid candidates as supporting witnesses for

§ .
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tions, including some of those discussed below.

. 8.. Find out in advance if there is a fee for the initial

consultation with the lawyer, and if so, what it is. If you do

| not make a point of inquiring, you may find yourself unable to

afford up to four-figure composite bills incurred in your effort to
make an informed choice.

9 Conﬁnn that the attorney-client privilege applies
to what you discuss. ‘Ensure that the information will not be

. revealed without your consent.

. 10. Even if you have confirmed the confidentiality of the
fizgcussions, check for conflicts of interest. Take the follow-
-Ing two steps to learn whether the attorney has any other clients
related to your dispute. First, before your introductory meeting,
‘check the list of “representative clients” in Martindale Hubbellj

- .(Old copies may have more complete listings.) Then, if you see

any potential conflicts of interest, ask the attorney about them
before you disclose confidential information. For éxa.mple, one
whistleblower at a poultry slaughter plant later learned that his
powerful lawyer represented the state’s poultry trade association.
Not sqrprisingly, the lawyer allowed the statute of limitations to
lapse on the whistleblower’s case. Also not surprisingly, the em-
ployee could not find anyone to take a malpractice case agéin.st
the lawyer in the state, whlch was dominated by the poultry in-
dustry. ' ' A

11. Make clear your goals and objectives. This includes

not only -issues involving the attorney’s representation, but also
‘matters concerning the larger public policy issue that triggered

7. Remember that a primary goal of your initial inter-
view is to sell yourself to build the atiorney’s confidence in
~your prospects for winning. Prospective lawyers may be wary

of someone who immediately cross-examines them-oi too wide a
_range of topics; remember that the attorney needs to form an j
.initial overall impression of you. .Before you get serious about 3

. signing a retainer, however, you will need to know where you
. both stand on 4 range of issues—so you will need to ask ques

“your whistleblowing. Some lawyers, for example, will be uncom-
. fortable if you continue to speak out ‘publicly about your
; whistleblowing allegations during the lawsuit. Other lawyers

: w_ho are advocates for the values you were defending with yom:
. dissent, will support your. efforts to continue your public advo-
“acy. Similarly, one firm may be appropriate for a whisﬂeﬁlower.
Who wishes to settle a dispute quietly, while a different firm would



110 THE_WHISTLEBLOWEE'S SURVIVAL GUIDE

'better gérve a whmtleblower ‘whose goal is to have his or her day
" in court. The pointis that legal orgamzatlons and individual at-
" torneys vary tremendously in ‘their values, priorities and work
styles. To illustrate, GAP ‘only accepts clients who first pledge
not to accept financial settlements that “gag” them from cooper-
ating with ongoing government investigations into the alleged
wrongdomg they exposed through blowing the whistle.

" 12. Determine the attorney’s wlllmgness to work with

groups. : helping to champion your whistleblowing concerns,
if you wart to keep making a public policy contribution.
Some attorneys are unwﬂlmg to relinquish control of valuable
information they learn ftom legal depositions or subpoenaed docu-
ments until the 1awsu1t is over. This could mean that evidence
may not reach the public realm for years—even if that evidence
could prevent needless tragedies or scandals.

‘The issue is a complex one. -There are often valid legal rea-
_ sons to keep significant evidence secret. The use of secrecy is a
_ necessary tacticin litigation. For example, premature public dis-
closures may rule out future voluntary cooperation by your former
. employeror colleagues in pretrial efforts to gather necessary facts
for the trial. Alternatively, such disclosures could preclude settle-
ment as an optaon by forcing your employer to neutralize your

" attacks by discrediting youin the 1awsu1t In some cases, willing-

ness to keep damaging information “under seal’ could increase
the value of a settlement in your case.

In short, the best way to win a lawsuit is not always the best '

way to expose and correct the wrongdoihg that led you to blow
the whistle in the first place. These dilemmas are inherent in
whistleblowing; they are tough choices to make, and ultamately,
they are your choices. The important point here is that you ghould
pick an attorney who shares your perspective as much as pos-
gible, to avoid the possibility of serious conflicts when they would

_ be highly damaging, at a critical point in the case. .

13. Work out what your financial burdens and options

are. Disgruntlement with a client for failing to keep up with
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expected paymentsisa major reason that lawyers reduce the time
and energy they put into a case.

14. Pin down who will handle the case. The lawyer who
discusses the case with you initially may not be assigned to your
case. Don’t make a decision until you meet and have confidence
in the specific attorney who will be responmble for defending your
nghts and mterests

15. Find out how much time the attorney has and will

- commit to your case. Even the best lawyers are inadequate if

they are so burdened by an overextended docket of cases that
they cannot give your case the attention it needs. On the other
hand, many clients have an entirely unrealistic expectation of
how much time truly is needed on a particular case. '

16. Determine how much time and effort the aitomey
_expects from you as a participant in preparing your case.
Some attorneys prefer their clients to be functional partners, while
others view the same client initiatives as interference.
Whistleblowers, too, range from those who cannot stay away from
their cases to those who prefer to get on with their lives and not
be bothered unnecessarily.

17. Get a commitment on how much notice you will re-
ceive of developments, information and decisions that make .
a difference for your case. It can be poison for a working rela-
tionship and fatally undermine a client’s rights if an attorney
withholds key developments from a client. On the other hand, it
is unrealistic to expect a lawyer to do his or her job if s/he must
review daily developments with each client. Facilitate a rela-
tionship of trust thdt you both can count on by establishing this
balance up front.

18. Learn the attorney’s track record in handling cases
similar to yours, such as win-loss records and significant
precedents or benefits obtained for other clients. There is
nothing rude about simply asking. Another way to gather this

~
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information is to review public court documents, such as briefs
and relevant judicial decisions in similar cases that the attorney

has handled.

19. Pin down your role in any potential sett_lemgnt ne-.
gotiations. Remember that the great majority of cases settle
' before trial. You should request advance notice of proposals be-
fore they are made or of offers from the other side before any
' response is issued, and the attorney’s willingness to respect your
 authority as the final decisionmaker in the settlement. A client

1isin a position of comparative weakness if an attorney threatens
. to quit unless settlement ‘t.ernis are accepted on the eve of trial.
Be careful to remember, though, that your lawyer is the partner
on your team who has unique expertise. Most of us have unreal-
istic exp-ectat;ionsl of what we deserve to achieve in a settlement,

‘which by definition is a compromise in which both pérties will be .

partially disappointed. From a lawyer’s standpoint, a client is
. being unreasonable if s/he rejects a settlement that is comparable
to. what s/he would receive if the case were won in court. If the

- primary motivation for a Whistléblower is to have his or her “day

in court,” the lawyer needs to know this at the outset.

20. When you sign a retainer agreement, remember that
it is a contract. Treat this agreement with as much respect as
you would any other contract. It may be one of the most impor-

“tant you ever sign. Read the terms carefully to make sure its
provisionsreflect any informal agreements reached on items listed
above or from your own checklist. If you don’t understand a term,

-ask the attorney to explain it and to replace the “legalese” with

an English translation you understand. If the attorney balks,

that is a warning sign to consider. .

Tips on Maintaining a:Good Working Relationship
Like any other relationship, the attorney-client version re-
quires regular tending.’ It is lable to sour if either party takes
. the other for granted. The suggestions belbw lustrate ways you
can do your share to maintain a healthy partnership, '
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1. Payyour bills on time. If there is a financial crisis, give
your lawyer as much warning as possible and conscientiously try

- to make ‘alternative arrangements. This is not only a matter of

respect for your attorney’s financial needs but also a strategy to
preclude a common excuse by attorneys for tardiness or unen-

. thusiastic advocacy.

2. Respect your attorney’s time burdens and responsi-
bilities to other clients. Do not cry wolf about emergencies or
demand instant attention for non-emergencies. When possible,
put developments in writing instead of demanding a phone or

. personal conference with your attorney. Confirm periodically,

however, thatthe lavcfyer has read, understood and properly filed
your written contributions.

3. Be a master of the facts. Your attorney should be able
to count on you as. the human encyclopedia of the record. Be
available to provide complete, reliable information on the facts of
your case and disclosure, when your attorney requests it.

4. View your lawyer as a human béing who has a fam-
ily and gets tired like everybody else. Attorneys understand-
ably do not appreciate being seen only as instruments to bring
their clients legal success, and may become resentful periodically
if they feel that this is your only perception of them. Keep in
mind that it is not to your advantage for your champion to resent
you. :

5. Do not insist on dealing only with the lawyer run-
ning the case.. Get to know the Jjunior attorney, administrative
assistants and law clerks who are important parts of that
attorney’s team. Work through them whenever necessary. They
may in fact be putting in a majority of the actual time invested in
your-case, and may be more familiar with some of the details.

6. Make sure that you and your lawyer continue to be -

clear about your comparative responsibilities and divisions

of labor. Sometimes adjustments are necessary during the course

. of a case.
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o | 7. Do not ass’rime that progress is being made or that

- nothing has happened if you haven’t heard from your at-
. torneyforan extended peériod. Communicat;ion gaps are often
_ innoceat, but they may be dapxag_ing lgpses. : o o

8. Informyour attorneyof any initiatives that you may _

wish to take to advance your whistleblowing or to secure

_additional help. That way you won’t surprise your attorney by
_pub]i‘cly disclosing information that s/he may have planned to
. use strategically in court, or end up either duplicating or working

at cross purposes with him or her.

The attoi‘néyac]ieht pai'tneréhip unites a,whistleblower’s val-
ues with a lawyer’s expertise. ‘Remember, your lawyer is work-

-ing for you. Feel free toread and research the legal arguments so
that you understand the basis for a decision. If necessary, geta

‘second opinion. . Be aware, however, that your attorney has only

limited time to teach you about the legal process; and will expect

respect for professional judgment calls. Although you may be the

. boss, your attorney is the one with the expertise to lead you
through largely unknown and potentially treacherous territory.

CHAPTER FIVE

Understanding Your Legal
Protections—And Their Limits

: D espite admonitions, warnings and tlirgats you might receive,

it is your right under the Constitution and numerous laws to blow
the whistle and not to suffer discrimination for doing so. Govern-
ment employees are protected under the First and Fourteenth
Amendments of the Constitution, which prohibit federal, state
and local governments from retaliating against workers who ex-
press reaso_nablé dissent on matters of public concern. A host of
laws reinforce this right. Depending on the information’s sensi-

tivity, a federal whistleblower may make disclosures internally
or publicly—and still be entitled to the same legal protection. Pro-

tection for employees in the private sector, meanwhile, has de-
veloped over the past 25 years through statutes and under the
common law. ' 4 ' ’ _
Unfortunately, these protections are neither comprehenéive
not well-enforced by government agencies and the courts. Inad-

‘equate remedies are the fatal flaw in whistleblower protection

law. In some respects, what has evolved is a patchwork of spe-
cific employee legal protections covering environmental, health
and safety, labor relations, and civil service issues. The following
section provides a short introductory guide to your options under
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these legal protections, beginning w1th general wlnstleblower
* _ protection laws, and then moving to more specialized statutes.
This brief leglslatlve and political summary confirms what em-
ployees whio have tried to exercise their rights already know: the
laws and institutions created to shield whistleblowers from re-
taliation are inadequate and often fail to live up to their stated
goals. Understanding how whistleblower protection laws and
structures have operated——or failed to operate—to protect whistle-
- blowers in the past can help you: develop a legal strategy that is

realistic atid savvy.
As a conclusion to the background discussion of each law, we-

' ‘have summarized the track: record of results for those seeking -
" -whistleblowerprotection using the law. Overall, the odds of win-
ning a reprisal lawsuit are not good—but they are improving. A

" review of published legal decisions reveals that the rate of suc-

" cess for winning a reprisal lawsuit on the merits in administra-

tive hearings for federal whlstleblower laws has risen to between
" 25 and 33 percent in recent years. Only a few years ago,

- whistleblowers won less than 10 percent of reported decisions
under the same laws. Itis mportant to keep in mind, however,

* that this is only part of the story. Whistleblowers tend to fare

worse in decisions that do not make it into the law books. Fur-’
. ther, many ‘lawsuits are thrown out on procedural grounds or

because of loopholes: whistleblowers lose these cases without hav-
ing their day in court for a declsmn on the merits.

THE CIVIL SERVICE REFORM ACT

The foundation for federal employee protection is the Clv11
~ Service Reform Act of 1978 (CSRA). Thatlaw created a shield for
. the prmaples underpmmng the civil service, known as the “merit

~ system,” by prohibiting eleven personnel practices (5 U. S.C. sec.
2302(b)). Specifically, the ‘CSRA outlaws partlcular forms of ha-
. rassment by employers, called adverse personnel actions. These
' range from failure to hire or promote, to reassignment,’ ‘loss of
duties, demotion and termination. The law prohibits agenc1es

: from recommendmg, threatenmg to take, or taking listed person-
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nel actions against employees for whistleblowing disclosures, ex-
ercise of appeal rights, or off-duty conduct that does not affect joh
performance. It also bans personnel actions that violate the Con-
stitution or other laws relevant to the merit system, such as the
Privacy Act. The CSRA was expanded and strengthened by the
Whistleblower Protection Act of 1989 and 1994 amendments, dis-
-cussed below. '

Institutionally, the Civil Service Reform Act erased a per-

- ceived conflict of interest within the old Civil Service Commis-

sion by separating the tasks of personnel management from the
responsibilities for adjudjcating employee disputes. The new law

_created three new agencies—the Office of Personnel Management

(OPM) to manage the civil service system; the Merit Systems Pro-
tection Board Q(MSPB) to hear due process administrative appeals’
of personnel actions, including alleged prohibited personnel prac-

‘ tices; and the Office of Special Counsel (OSC) to protect and de-

fend employees who allege prohibited personnel practices. As
discussed earlier, the OSC was charged with a parallel duty to
screen whistleblowing disclosures and to order agency investiga-
tions of those with merit. The system was designed to allow an
employee who was dissatisfied with the MSPB’s ruling to appeal
the decision to the appropriate U.S. Circuit Court of Appeals.
When Congress created the U.S. Court of Appeals for the Federal

‘Circuit in 1982, however, it gave the new court a monopoly on

MSPB appeals.

Although the Civil Service Reform Act may have been a well-
intentioned effort to strengthen employee rights, it has evolved
into a system that is inadequate at best—and counterproductive
at worst—for civil service employees. Most fundamentally, the
law has deprived federal employees of access to the courts and a
jury trial to defend their basic constitutional rights. Instead, civil
servants have largely been shunted to a bureaucratic agency, the
Office of Special Counsel, and an administrative law forum, the

- Merit Systems Protection Board. Often, employees have virtu-

ally no control over their cases. Their protection against repris-
als is entirely at the mercy of the Office of Special Counsel. '
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‘Previously, federal workers had access to the courts to chal-

lenge constitutional violations: they could pursue suits for puni-
. tive damages against individual employers in a jury trial before

their peers. Although Congress did not state that it was abolish- o
. ing constitutional remedies for civil servants when it passed the

"' 1978 statute, it also did not take exphc1t steps to preserve those

remedies. Faced with this ambiguity, in 1983 the Supreme Court
removed the courts from the process of handling federal ‘employ-

. ment dlsputes on constitutional rights. In Bush v. Lucas, the

Court held that when a Civil Service Reform Act remedy is avail-

‘able, an employee cannot seek damages for constitutional viola-

: tlons Although the Reform Acts primary congressional spon-
' sors filed a “friend of the court”

‘@ongre‘ss has given us doz- intended to limit the rights of em- -

. brief- protesting that they had not

ens of protected disclosure “ployees, Congress hasnot acted to

. lows—and no quick way to counter the Bush ruling. Even

get into federal court with any employees without access to civil

" of them.” -

—dJustice Department whistle- workers on joint federal-state
- blower A o projects, do not necessarily have

" access to constitutional remedies;

: : some are restricted to filing inter- .
nal grievances. The only minimum guaranteed access to the courts

is limited judicial review of agency decisions under the Adminis-
trative Procedures Act.

The net result has been a loss for whistleblowers: the record
to date shows that a Woefully inadequate and often politicized

administrative forum, the MSPB, is no substitute for a jury in.

determining the. fate of whistleblowers who claim reprisals for
defend.mg the public. In reported MSPB dec1s10ns durmg its al-

most twelve years of operation before passage of the Whistleblower
Protection Act, federal employees seeking to defend themselves

as whistleblowers won on the merits only five times. The record
of the Federal Circuit Court of Appeals toward those employees

who .appea.led' t}rese MSPB rulings was even more abysmal:,

service protections, such as hybrid
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whistleblower defenses prevailed on the merits only twice in the
seven years before passage of the Whistleblower Protection Act.

- The cornerstone of the Civil Service Reform Act was the Of-
fice of Special Counsel, created as a watchdog to protect the merit

~system and to champion the rights of reprisal victims. The evolu-

tion of the OSC is the key to understanding the failures and limi-
tations of the law. By stripping whistleblowers of the right to
defend themselves I court in most cases, the new law left them
at the mercy of an agency that—despite its mandate to serve as
an advocate for einployee rights—quickly emerged into an agency
hostile to whistleblowers.

The CSRA gave the Office of Speclal Counsel a broad man-
date and almost total discretion, in large part to defend freedom
of speech. But the agency failed to use these powers to serve
whistleblowers. At its worst, the OSC served instead as a “legal-
ized plumber’s unit,” in the words of one Senate staffer—the Ex-
ecutive Branch’s most effective weapon to identify and silence
dissenters in federal agencies. The record is sobering: for the
first decade after its creation, the OSC turned down 99 percent of

- whistleblower cases without attempting disciplinary or correc-

tive action. Since 1979, the Special Counsel has only pursued
litigation through one corrective action hearing to restore a

. whistleblower’s job.

The roots of the problem lie in the political constraints facing
government oversight agencies. The Office had an inspired start
under H. Patrick-Swygert. But after filing a whistleblower suit
against the Department of Justice during the Carter Administra-
tion, the OSC had its budget rescinded during the next fiscal year,
and nearly all of its staff had to be furloughed. The OSC barely
survived, and no Special Counsel since has challenged seriously
the powerful federal bureaucracies. In fact, the agency became
overtly hostile to whistleblowers in inany cases.

Although the Office was created to guard against the use of

Watergate-era techniques to harass employees out of their jobs,.

former Special Counsel Alex Kozinski used precisely these tac-
tics during his tenure in the early 1980s. Kozinski orchestrated a
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..~ Further, frustrated whistleblowers continued to report that

the OSC was failing to serve as an effective investiga'tor or advo-
" cate. Among other charges, whistleblowers argued that the 0SC
channeled evidence of wrongdoing back to the agencies that were
-At]';':e' targets of reprisal charges; delegated the investigative au-
thority for key witnesses to the office in the target agency that
Was responsible for defending the agency against .the reprisal
-~ charges; failed to create a verifiable record and then misrepre-
.. sented the position of suﬁpo‘rting.'witnesses; refused to inform
the complainant of evidence that had to be rebutted; and gener-

ally appeared to invest more resources in investigating the

- whistleblower and his or her supporters than in investigating
~ the alleged retaliation. T
. The story of Veterans Administration police officer John
Berter captures the experience and frustration of many
whistleblowers. Berter was fired: after blowing the whistle on
police brutality against minorities and veterans. The OSC boasted
that the Berter case was one of “the most extended andintens‘ive
~ investigations we've ever done.” In fact, the OSC stood by pas-
sively until Berter testified in congressional hearings organized
by former Representative Pat Schroeder (D-CO). At that point,
the OSC went to work. But according to a House Civil Service

Subcommittee staff investigation, the 0SC’s investigation quickly

became an attack on Berter’s “motives, his allegations, his doc-
tors, his supporters, his witnegses, the victims, his skills, and a
-prior FBI report that found substance to his charges.” Six wit-

nesses submitted affidavits repudiating the OCS’s characteriza-

. tion of their testimony. Finally, in a closeout letter that failed to
discuss any of the 27 affidavits submitted by Berter from victims

- or witnesses, the OSC dismissed all of his charges, conceding only - -

some “peripheral” validity. .
~ One result of these failures in the whistleblower protection
' system was an increase in fear of reprisal among prospective
-Whistleblowers in the early 1980s. In 1980, 19 percent of sur-
- veyed federal employees who witnessed but did not report fraud,

waste and abuse, cited fear of reprisal as the reason for remain- .

' ,Undérstanding Your Legal Protections' 123

ing silent. By 1983, the figure had jumped to 37 percent. In
;985, the MSPB admitted in a Ppress release that “[t]here has been
a significant increase in the fear of reprisals, the reason given for
not having reported fraud, waste, and abuge.” The numbers were
aclear indication of the failure to adequately protect government
employees from reprisals for speaking out againgt wrongdoing.

THE WHISTLEBLOWER PROTECTION ACT

After 1982 Congress Increasingly recognized that the 1978
Civil Service Reform Act was not Living up to its intent—and had
even backfired in many cases by providing a channel for increased -
harassment. In 1982, Special Counsel Alex Kozinski resigned,
after public exposure that he had created a course instructing
federal managers in how to fire whistleblowers without getting
caught, President Reagan subsequently appointed Kozinski as
Chief Judge of the Claims Court and then to the Ninth Circuit
Court of Appeals—a confirmation he barely survived because of
controversy over his record as .Spécial- Counsel. Formér-Repre-
sentative Pat Schroeder (D-CO) even introduced a bill to abolish
the OSC during this period. Although this legislative effort died,
Congress did turn its attention once again to the question of fed-
eral whistleblower protection, and held a series of hearings on
Potential new legislation. -

In September 1986 the House of Representatives unanimously
passed a Whistleblower Protection Act for federal employees. The
Senate_ did not act on the legislation, however, due to time pres-
sure and an administration veto threat. After two more hear-
Ings, in October 1988 the House and Senate unanimously passed
anearly identical whistleblower protection bill. President Reagan,

. however, waited until Congress -adjourned and then pocket-ve-
- toed it. Congress did not back down. Congressional negotiators

led by Sena_tor Levin and Representative Schroeder persuaded
the incoming Bush Administration to accept an even stronger bill,
and on March 19, 1989 it Passed—again unanimously. The law
became..effective onduly 9. It was one of the few laws that was
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'passed unanimously twice, and that was strengthened by Con-
~ gress after a presidential veto. : .

' The Whistleblower Protection Act (5 U.S.C. sec. 1201 note)

. contains ten major provisions that strengthen the Civil Service
Reform Act rights of public servants. Specifically, the Whistle-
blower Protection Act;- o .

1. Enforced the Government Employees’ Code of Ethics. The

1989 law forbids agencies from acting against any employee for
- declining to engage in activity that is illegal. Previously, employ-
. ees were expected to follow orders, and dnly had the ri_ght to pro-
 test after the fact—which effectively meant that they could be
fired for refusing to be lawbreakers. The change gives teeth to:
- the principles of the Government Employees’ Code of Ethics (see
Appendix H). S : '

2. -Closed the loopholes in legally-protected dissent. The law
was changed to specify that “any” whistleblowing disclosure is
. protected if the contents are significant and reasonable. Prior

law lacked clarity on this point, enabling the Office of the Special
 Counsel, MSPB and Federal Circuit Court of Appeals to impose
technicalities creating a series of loopholes disqualifying genuine
whistleblowing disclosures from the law’s protection. They de-
cided; for example, that a disclosure could be excluded from pro-
‘tection unless the whistleblower: 1) was the first to expose a prob-
lem; 2) could prove his or her motives were to help the public, and
" not self-interest; 3) was accusing specific officials of intentional
misconduct; 4) first went through the agency chain-of-command;
and 5) phrased the dissent as an accusation rather than a ques-
tion or request for information. If Congress had not acted, the
list of potential bureaucratic loopholes would have been Limited
only by the imagination.
3. Defanged the Office of Special Counsel. The Act requires
the OSC to protect whistleblowers and not act contrary to their
interests. More specifically, the OSC must: provide status re-

ports to employees seeking help; refrain from giving evidence from -

. or about the complainant to the emplqyei- or others during or af-
ter the investigation unless the employee consents; refrain from
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disclosing the identity of an employee making a whistleblowing
disclosure without consent, even if the Special Counsel contends
violating confidentiality is necessary for the OSC to can-y out its
duties; refrain from settling a case without including the

- employee’s comments; explain the evidence supporting as well as

opposing the employee’s reprisal charges in any letter closing out
‘a case; and refrain from intervening in related- appeals without
the employee’s consent. Further, any negative OSC findings can-
not be introduced in the subsequent MSPB appeal without the °
employee’s consent. In the reports and speeches that create the
law’s “legislative history,” moreover, Congress has explained that
OSC employees who exceed these boundaries on.theirv authority
are acting as individuals, not in thejr capacity as government .
officials. That means that offending OSC staff can face damage
suits for violating a victim’s rights. To date, however, there has
not been a test case of personal liability for OSC staff. -
4. Gave whistleblowers control of their cases. Under the 1978
Civil Service Reform Act, whistleblowers fécing many common
forms of reprisal had only one avenue for relief—the OSC. Since
1989, all federal workers or-applicants can act individually to
challenge the same personnel actions as the Special Counsel, .
through an on-the-record, evidentiary hearing at the Merit Sys-
tems Protection Board. Employees who use their hearing rights
must first file complaints with the Special Counsel for 120 days,
but if there is no decision after that time the employee is free to
take control of the case by filing an Individual Right of Action
(IRA) with the Board. Similarly, if the OSC turns down the com-
plaint, the employee can file for a hearing within 60 days. Fur-
ther, employees can file their own action to.seek temporary relief
through an administrative “stay” against a threatened or ongo-
ing whistleblower reprisal. Significantly, there is no statute of
limitations to file a whistleblower complaint with the OSC, which
can evolve into an IRA. If you are simply appealing a termina-
tion or demotion without the reprisal defense, the Board must -
receive your appeal within 35 days, or you may lose the rights. -
5. Eliminated the legal motives test. Under prior law,
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whistleblowers had to prove that an employer’s act against them
was in “retaliation” for legally-protected whistleblowing activity.
But it is almost impossible to prove that a manager had a hostile
state-of-mind—and thus had retaliatory motives—without a con-
fession. - Under the 1989 Whistleblower Protection Act; a whistle-
_blower must prove only that the action against him or her occurred
“because” of protedted whistleblowing, and is explicitly relieved of
having to prove that the agency had retaliatory motives.

- 8. Reformed unrealistic legal burdens of proof. ‘The 1989
:law makes two changes in the légal burdens of proof facing em-
‘ployees. Fu'st, the law reduces employees’ burdens of proof. . Be-
. fore the Act, constitutional law determined that whistleblowers

‘ had the burden throughout. their legal challenge to prove that
reprisal is the substantial or predominant motivating factor for a

- personnel action against them, by a “preponderance of the evi-

dence.” The 1989 legal groundrules shrink an gmployee’s burden
" to proving that his or her protected whistleblowing disclosgres
are a “contributing factor.” Congressional leaders were careful to

define the term broadly: it means “any factor, which alone or in

connection with other factors, tends to affect in any way the out-
" come of the decision.” . o

. Second, the Act shifts the burden of proof once an employee
establishes an initial prima facie case that whistleblowing was a
- contributing factor in the personnel action. The burden of proof
then shifts to the agency to prove by “clear and convincing evi-

» _ . dence”—one of the most difficult standards in civil law—that it

would have' taken the same action anyway, independent of the
employee’s whistleblowing. The requirement that the agency
“Would”. have acted anyway is particularly significant. Congress
repeatedly has emphasized that it is insufficient that an employer
“could” have ac¢ted on grounds independent of whistleblowing; this
would create an unacceptable lpophole in the law. '

.- 7. Provided interim relief. Under prior law, employees who
- prevailed at an initial MSPB hearing remained off the job with-
‘out salary while the agency pursued an appeal to the full Board.
Under the 1989 law, whistleblowers or others who win at the ini-
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tial hearing must be returned to their Jobs—or at a minimum, to
the payroll—during the appeal. : '

8. Provided transfer preference. Legal victories for
Whistleblower§ havebeen hollow when employees were returned
to hostile supervisors, who were éven more vengeful after being

“defeated. Repeatedly, employees who won were promptly fired
again on new charges. The new law allows victorious
whistleblowers to receive placement preference for a new job and

" afresh start. .

9. Strengthened whistleblower disclosure channels. The Act
forbids the Special Counsel from sending a whistleblower’s charges
back to the relevant agency, unless the 0SC has the employee’s
consent or rules that the dissent is reasonable and orders the
agency to investigate and report back. When the report comes in,
moreover, the Act requires that the whistleblower's critique be
included in all public releases and files—an important provision
given the tendency of agency self-investigations to produée self-
exonerations.

10. Protected alternative statutory remedies. As discussed
above, the Bush v. Lucas Supreme Court ruling held that an
employee’s right to file suit in district court for constitutional vio-
lations was canceléd by duplicative civil service remedies in the
Civil Service Reform Act. In addition to canceling constitutional
remedies for civil servants, judges often canceled out parallel
statutory remedies as well. The 1989 law explicitly protects all
other statutory remedies that could be alternative options to the
Whistleblower Protection Act. :

1994 AMENDMENTS TO
THE WHISTLEBLOWER PROTECTION ACT

The Whistleblower Protection Act, as written, was the stron-
gest free speech law that government employees had ever seen.
Unfortunately, it did not live up to its promise. Because it was
not adequately enforced, the law too often created a false sense of
security for whistleblowers by providing the illugion but not the
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reality of protection. At worst, it created new reprisal victims at

a far greater pace than it protected them. | .
A 1993 MSPB survey found that the rate of eyewitnesses chal-

; lenging fraud, waste and abuse had increased from 30 to 50 per-

cent since the last survey in 1983, taken before the passage of the
Whistleblower Protection Act. In 1993 the General Accounting

Office reported that 60 percent acted within the chain of com- _

mand instead of outside the system—but 20 percent were harassed
within 24 hours of reporting wrohgdoing. Overall, the rate of
ensuing reta]ia-ti_én increased from 24 percent to 37 percent. Less
than ten percent of those who exercised legal remedies received
assistance, and 45 percent reported ‘that acting on their rights
got them into more trouble. The MSPB survey found that, by a
60-23 margin, employees did not believe theijr rights would pro-
tect them, and fear of reprisal remained as strong an incentive
for would-be whistleblowers to remain silent as in 1983,

- The reason that the Whistleblower Protection Act had failed
to meet its promise was no mystery. Agencies responsible for the
Act’s implementation were unwilling to enforce it. Whistleblowers’
official champion, the OSC, remained unrespensive or worse.
Despite the fact that the OSC received 400-500 cases yearly and
had the most sympathetic legal standards ever, the Office failed
to litigate a single case to restore a whistleblower’s job. The GAO
concluded that the OSC had not improved on its traditional récord

- of obtaining formal or informal relief for only five percent of com-
. plainants. Meanwhile, 59 percent of ‘whistleblowers reported to

the GAO. that the Office undercut their rights by sending infor-
mation without permission about their cases back to their em-

‘ployers; 76 percent concluded that the Office of Special Counsel
in practice acts to serve agency interests, rather than the civil

service merit system.

The MSPB litigation record of the Whistleblower Protection

. Act was equally bleak. In the first two years after the Act’s pas-
' .sage, whistleblowers won approximately 20 percent of decisions

on the merits. After fiscal year 1991, however, that rate dropped

" to five percent.
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After four more congressional hearings, two GAO reports and
an MSPB study, Congress responded. Just after midnight on
October 8, 1994, the last day of the session, lawmakers-—led by
Senator Pryor (D-AR) and former Representative Frank

‘McCloskey (D-IN) and their staffs—added at least 20 new “teeth”

to the Whistleblower Protection Act. The amendments are scat-

tered throughout the Act, but can be found as a package at 140

Cong. Rec. S.14668-70, H.11419-22 (Oct. 7, 1994). The bill took
effect on October 29. The amendments offer significant improve-
ments, although gaps remain.

Perhaps the most important development was that 65 per-
cent of federal workers covered by collective bargaining agree-
ments now receive state-of-the-art : :

administrative law protection '
through arbitration hearings. “Learn the legal lay of the

- Employees notonly have anequal land before you blow the
-voice in picking the arbitrator who  whistle.” :
decides their case, but also can —Department of Agriculture

seek immediate relief through a whistleblower
legal action to temporarily stop (or

“stay”) the adverse personnel ac-

-tion. They ean counterattack for discipliné against managers who

attempt reprisals, and they can have their cases governed by the
‘more favorable Whistleblower Protection Act legal standards.
Congress also restored normal judicial review for arbitrations.
The provision permitting whistleblowers to seek—and arbitra-
tors to impose—disciplinary sanctions on managers was particu-
larly innovative even if controversial.

Power to sanction agency managers who retaliate against
whistleblowers was reinforced through the 1994 amendments. In -
addition to empowering arbitrators, the amendments require the
Merit Systems Protection Board to refer managers for disciplin-
ary investigations whenever there is a finding that reprisal was a
contributing factor in a personnel action. For the first time, agency
officials stand to lose personally before the MSPB or arbitrators
if they choose to retaliate against employees.
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The amendments reflect several other unporta.nt advances. -
They close loopholes, expand protections, and provide further
guidance on how to translate the new legal standards. The amend-
_-mients specify that employees can prove the connection between
| whmtleblowmg and a reprisal through showing a short time lag—

i partlcular in cases in which an adverse action is taken after
an employee engages in lega]ly-protected whmtleblowmg and be-
fore the employee’s next performance ‘appraisal. They restore

- civil service rights to Department of Veterans Administration pro- .

. fessionals, and create whistleblower protection for- employees of
government corporations such as the Legal Services Corporation.
The amendments ﬂatly outlaw retaliatory orders to take psychi-

- atric ﬁtness-for-duty examinations. Finally, they end a pattern

of pyrrhic victories by awarding not only back-pay if employees
qualify, but also consequential damages when they win, covering
. miedical and other expenses and otherwise restormg them to their
' 'pre-whlstleblowmg positions on the job.
Depending on how MSPB case law evolves, whistleblowers
. may have gained even more through the legislative history con-
" structed around the amendments by members of Congress. For
example, the amendments include a new catcheall clause that ef-

) fectively outlaws any harassment with a chilling effect. Inlegis- -
- lative history, Congress specifically instructed that illegal dis-

~ crimination includes security clearance reprisals, as well as re-
taliatory investigations, prosecutive referrals, Reductions-in-Force
and other common dirty tricks that had never been specifically
mentioned—or outlawed-—in civil service law. The legislative his-
tory makes other meaningful changes: it reJects for example, 15
MSPB and Federal Circuit decisions as wrong and disqualifies
them as valid precedents; it flatly prohibits OSC leaks of infor-
mation about employee cases (and reaffirms that OSC officials

who do so are subject to pérsonal liability); and it requires the _

Special Counsel to warn complainants of all significant findings
" and wait ten days for a response before closing a case.

The leg1slat1ve history also offers_asmstance in settlements
" and attorney fees: employees do not have to wait until filing or
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.forma]ly winning an MSPB appeal to receive back pay. If they

pursue legal action and subsequently the reprisal ends, more-
over, they may not be denied attomey fees for the litigation they

. have pursued.

Despite these posiﬁve developments, not all the news has been ’
good. The vehicle for the 1994 amendments was legislation to
reauthorize the Office of Special Counsel. The OSC’s track record
did not improve in the wake of the 1994 amendments, and the
results of the amendments to date are mixed at best.

In its FY 1995 annual report, the OSC reported workmg on
603 whistleblower cases—but only filed complaints charging

" Whistleblower Protection Act violations and seeking relief for
- three employees. The year before, the OSC filed twelve complaints

out of 662 cases. Continuing its 17-year pattern, moreover, the

- OSC did not litigate a single reprisal case before the MSPB to

restore a whistleblower’s job. Special Counsel Kathleen Koch's
term explred in December 1996; her successor faces a serious chal
lenge in restoring the 0SC’s credibility.

* There are signs of i improvement in reported decisions at the

MSPB. In 1995 the MSPB reviewed four cases, and ruled against

whistleblowers in all four decisions on the merits. Since the ar-
rival of new Board member Beth Slavet, however, the trend has
reversed. In 1996 the MSPB found Whistleblower Protection Act
violations in three of five published decisions on the merits. To
illustrate how patterns may be changing, an initial MSPB deci-
sion in May 1997 backed a whistleblowing administrative law
judge and reversed a retaliatory reduction-in-force that targeted
the judge for removal This outcome would have been hard to
imagine several years ago.

These statistics, however, tell only part of the story. The
MSPB’s FY 1995 annual report disclosed that it ruled on a tota]
of 428 whistleblower cases (excluding requests for temporary re-
lief through stays). The vast majority were either settled, or de-
cided by admmlstratwe judges in unpublished decisions without
full Board reviews and rulings. The MSPB’s annual report indi-

-.cated that employees obtained some relief—through mitigation -
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. or settlement, at a minimum-—in 111 out of the 428 cases. Again, E
the reality may be even worse than the appearance. Unpublished

-initial decisions by administrative judges that are approved by
the MSPB without comment ¢an become a form of ghost law that

in practice severely undercuts the protectlons provided . by the ‘

. Whistleblower Protection Act.
"~ Atthe Federal Circuit Court of Appeals meanwhile, the 1994

. amendments barely created a ripple. The Court remains a dead
" end for whmﬂeblowers seeking relief under the Act. In 1995 and
1996 the Circuit considered s1x cases, and ruled agamst

whmtlebIOWers in all six declsmns on the ments

THE FALSE CLAIMS ACT

The False Claims Act—and its value as an avenue for blow-
ing the whistle on fraud—are discussed in chapter three. One of

~ “the lesser known but potentlally significant provisions of the False
Claims Act, however, is protection from reprisals. Whistleblowers

- ghould be aware of this legal optlon It is found at 31 U.S.C. sec.

3730(h).

Under the False Claims Act, ifa whlstleblower is discharged,
demoted, threatened, or forced to suffer. discrimination in any
way, slhe is allowed to file a separate claim against the employer.
.- _If the individual wins, s/he is entitled to reinstatement with full

semiority, two times the amount of ‘back pay, interest on back’

pay, and compensation for any special damages sustained as a
result of discrimination, including litigation costs and attorney’s
fees. Through these protections, the law recognizes and rewards
~ whistleblowers for the crucial role they play in saving tax dollars.

- The False Claims Act has the longest statute of limitations—
six years—on the books for whistleblowers. It-also protects

whistleblowers against all discriminatory practices, not limited

to those identified as unacceptable under civil service law.

In theory, it is important that the whistleblower protections
of the False Claims Act could be provided through a jury trial in
U.S. District Court, rather than a government.administrative fo-
rum such as the Merit Systems Protection Board. Because of
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their independence, the federal courts should be better able to
protect a wlnstleblower without direct pressure from the
whistleblower’s company or agency.

-In practice, however, the whistleblower clause has largely
remained dormant. In 1995 and 1996, employees lost all five
published decisions on the merits of the cases. Further, courts
generally have barred federal employees who have attempted to

- file False Claims Act reprisal cases after challenging fraud in gov-

ernment contracts from the inside. Despite the Whistleblower
Protection Act clause preservmg alternative statutory remedies,
the courts have held in False Claims Act cases that civil service
law is the exclusive legal remedy for federal workers.

For further information about False Claims Act qui tam or
retaliation options, contact Taxpayers Against. Fraud (TAF) in
Washington, D.C. A non-profit organization that specializes in
monitoring the Act, TAF, maintains a network for attorney refer-
rals and publishes a quarterly law review of research into the
latest False Claims Act decisions. (See Appendix B for addltlonal
mformatlon )

PROTECTIONS UNDER STATE LAW FOR
PRIVATE AND PUBLIC SECTOR EMPLOYEES

In contrast to the federal public sector, there is no compre-
hensive law that prohibits employers in the private sector from
retaliating against whistleblowers. Asa result, some states have -
adopted common-law remedies under the “public policy excep-
tion to- the termination-at-will doctrine.” This means that’ pri-
vate-sector employees who work without a contract can no longer

" be fired “at will” for blowing the whlstle on an issue of particular

importance to the public, such as public health or safety. In the
Past, such an employee could be fired for any reason or no reason.
But today, 42 states and the District of Columbia offer protection

‘to workers who suffer discrimination for speaking out in defense

of the public.
Although each of. the 42 states interprets the pubhc policy

exceptlon slightly dJﬂ'erently, most classify retaliatory discharge
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as a tort, which is a wrongful act for which a civil action can be
brought in court. Consequently, employees who file claims are

.. entitled to jury trials; and if they are successful, punitive dam-

ages (a monetary award beyond the actual loss, to punish the
source of the damage and deter its recurreince) generally are avail-

“able. Althoug’h they vary in scope and effectiveness, these laws

give private-sector whistleblowers a chance to fight back in court,
Generally, they have one to two year statutes of limitations.
- ' The following states and the District of Columbia have recog-

' nized the public policy exception to the termination-at-will doc-

trine: . S

Alagka, Arizona, Ai-kans,as, Ca;lifoi'nia, Colorado, Connecti-

cut, Florida, Hawaii, Idaho, Illinois, Indiana, Iowa, Kansas, Ken-
tacky, Louisiana, Maine, Maryland, Massachusetts, Michigan,

.' Minnesota, Missouri, Montana, Nebraska, Nevada, New Hamp-

shire, New Jersey, New Mexico, North Carolina, North Dakota,
Ohio, Oklahoma, Oregon, Pennsylvania, Rhode Island, Tennes-
see, Texas, Vermont, Virginia, Washington, West Virginia, Wis-

-consin and Wyoming. - : : .

Eighteen states also have passed speéiﬁc statutes protecfing
private-sector whistleblowers: : . :

California, Connecticut, Delaware, Florida, Ha&aii, Louisi-

gna, Maine, Michigan, Minnesota, Montana, New Hampshire,
New Jersey, New York, North Carolina, Ohio, Rhode Island, Ten-
nessee and Washington. S .

Some of these states provide broad protection, while others of-
fér only narrow or limited coverage. Statutes in Florida and Mon-
tena, for example, exclude employees of independent contractors,
Conisult an attorney to detérmine what kind of protection is offered
in your state and what procedure to follow in filing a claim.

. In addition to these protections for private-sector employees,
38 states have adopted laws protecting government workers, gen-
erally state employees. Again, you sheuld consult an attorney if

. you are a government employee considerj_:ig exercise of your rights
under state law. The relevant states are: C
Alaska, Arizona, California, Colorado, Connecticut, Florida,
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Georgia, Hawaii, Illinois, Indiana, Jowa, Kansas, Kentucky, Loui-

siana, Maine, Maryland, Massachusetts, Minnesota, Missouri,
Montana, Nevada, New Hampshire, New Jersey, New Yi ork, North
Carolina, Ohio, Oklahoma, Oregon, Pennsylvania, Rhode Island,
South Carolina, South Dakota,‘Tennessee, Texas, Utah, Wash-

ington, West Virginia, and Wisconsin.

- PIECEMEAL FEDERAL PROTECTIONS FOR
PRIVATE AND PUBLIC SECTOR EMPLOYEES

Beyond the public policy exception, private-sector employees

must contend with a confusing, piecemeal system of scattered
free speech laws. The federal government has passed 28 whistle-
blower protection provisions. These are tucked into various fed-
eral laws—such as envirgnmental, banking or public health and
safety statutes—to shield employees who help to enforce those
laws. L :
The statutes often cover federal, state and local government
workers, as well as private-sector employees (although the En-
ergy Reorganization Act excludes federal workers at the Nuclear
Regulatory Commission and the Department of Epergy). They
generally prohibit retaliatory discrimination against
whistleblowers in broad terms, rather than listing specific repris-
als which are prohibited. The most commonly used statute is
OSHA (the Occupational Safety and Health Act); about half of
the laws involve environmental protection. As arule, the vehicle
through which employees defend their whistleblower protection
rights under these statutes is an administrative hearing at the
Department of Labor (DOL). o

Many of the laws, particularly environmental statutes with
whistleblower protections, follow a standard model. Ap employee
who reports a violation of the statute, either internally or to an
outside entity, is covered by that law’s employee protection clause,

As under the Civil Service Reform Act, the employee does not

need definitive proof that the action s/he witnessed was a viola-

_tion of the law. The definition of an act of retaliation (or “dis-
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-¢¥imination,” as it is called in these laws) is relatively broad: it -

- can constitute any negative change in the terms or conditions of
employment. This can range from something as clearcut as ter:
mination to a more subtle action, such as a lowered performance
evaluation. The statutes require an employee to demonstrate
" that the employer took the adverse action because of the
_ employee’s whistleblowing. Even if the whistleblower can prove
" the connection, or nekus, an employer can still prevail by demon-
straﬁrrg—with a preponderance of the evidence—that s/he had
another legitimate reason to take the action.

Whistleblowers who believe that they have suffered retaha-

* tion must act quickly under these statutes: in most cases, an em-

ployee has 30 days after first 1earmng of the adverse action to file
‘a complaint. There are some exceptions to this timeframe; em-
" ployees ﬁ]mg under the Energy Reorganization Act to challenge
illegality at nuclear power or weapons famhtles for example, have
180 days to file a complaint. - '

, Department of Labor complaints begin with an mformal in-

vestigation. The laws generally require a decision within 90 days,

_but the process often takes much longer; be prepared for the suit

" to drag out for years. First, the Department issues an initial de- .

termination after a 30-day investigation. Within five days, ei-
* ther party can file a request for a hearing to appeal that decision
with the Chief Administrative Law. Judge for the Department.
Keep in mind that most employers will file an appeal if the inves-
tigation backs the employee; employers know that time and money
are two things few whistleblowers have to expend. Once either
party files an appeal to the Chief Administrative Law.Judge, the
. case begins anew with a clean slate, at a hearing on the merits.

A whistleblower seeking to pursue these legal remedies should

consider both the length of time and the various steps involved -

before devising a strategy. Given the cumbersome nature of the
process, your best strategy may be to file an initial complaint on
your own for the initial investigation, and use that time to locate

an attorney for the likely appeal. Of course, even ifiyou are going -

to start the case on your own, it is a good idea to consult with a
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lawyer to make sure you are acting wisely and have preserved
your rights for any later hearing.

~ Hearings generally take place within three to nine months
-after an appeal is filed, and usually last only a few days. After
the hearing, the Administrative Law J udge issues a recommended
decision. Either party can appeal the recommended decision to
the Administrative Review Board (ARB) of the DOL. A final ARB
-order may be appealed to a U.S. Circuit Court of Appeals. -

If the employee wins, the remedies available genera]ly are
categorized as “make whole” relief, designed to return the em-
ployee to the position s/he would have held if the adverse action
had not taken place. This includes back pay, any lost promo-

' tions, and reasonable attorney fees and costs. Consequential dam-

ages can also be’ recovered such as medical bills. A few of the
statutes also allow for punitive damages for an employer’s retal-
iatory actions, but it is extremely rare for whistleblowers to be
awarded meaningful punitive-damages.

From start to finish, the entire process frequently takes two
or more years. Employees should therefore consider carefully
whether to pursue a remedy under one of these federal statutes,
or through a state claim. Often it is possible to pursue both, but
ﬁnd.mgs of fact in one forum may be binding on the other. The
tlmeframe for a state case varies from state to state.

'The Department of Labor’s track record in deciding whistle-
blower cases on the merits has been erratic. The record of deci-
sions on the whistleblower provisions of the Occupational Safety
and Health Act (OSHA)—-the statute most frequently invoked by
employees—is dismal; decisions for whistleblowers filing under
environmental statutes have been mixed.

 The Occupational Safety and Health Act forbids discrimina-
tion against an employee for exercising any nght protected un-
der the Act, including the right to make an OSHA or related com-
plaint about worker safety. There is a vacuum of current pub-
Kcly available data on the law’s track record. The most recent
figures supplied by the Depart_ment of Labor may help explain
why it has been an abysmal failure. In fiscal year 1989, 3342
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. reprisal complamts were made to OSHA Of those, DOL found

evidence of dlsmmmauon in 559, and filed suit with the U.S.
District Court in only 23. In FY 1990, 3526 complamts were made;

539 were found to have merit, and only 21 cases were filed in .

court. Of the cases the Department of Labor filed in court, the
courts have backed the government’s reprisal findings in roughly
half the decisions on the merits. Not surprisingly, employees fac-
" ing these odds are often hesitant to report worker safety prob-
lems. A 1989 survey of OSHA ijnspectors by the General Account-
ing Office found that some 22 percent of the inspectors concluded

' workers were not free to exercise their rights to provide confiden-

tial testimony. Almost half of the inspectors stated that employ-
ees believe they would have little or no protectiop if they reported
violations.’ ' :
A review of decisions under the seven environmental stat-
'utes handled at the Department of Labor suggests an uneven
record. During the 1980s-and early 1990s, employees routinely
won only once or twice a year under all the environmental whistle-
. blower laws combined. In 1995 and 1996 however, whistleblowers
won 16-decisions on the merits under the same statutes, and lost
* 36. Curiously, nuclear power and weapons industry employees
did not do as well under the Energy Reorganization Act as under
the other statutes, although the Act’s provisions reflect more sym-
"pathetic legal standards for whistleblowers. Nuclear

whistleblowers had a 10-26 record on the merits, compared tothe -
6-10 record of environmental whistleblowers Wwho were appealing’

“under laws with tougher standards for employees to meet.

. Oneexplanation for DOL’s erratic rulings under environmen-
tal statutes may be a 1996 internal reorganization within the
Department of Labor. On April 17, the Secretary of Labor del-
egated authority to review recommended decisions by Adminis-

trative Law Judges to an Appeals Review Board. Prior to that -

date, decisions on the merits by the Secretary in 1996 had fa-
vored whistleblowers by a 9-5 margin. Nuclear whistleblowers
-had won six of eight cases. After April 17 through year’s end,
- however, employees were 1-13 for reported decisions on thé mer-
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its, includinig 0-12 for nuclear whistleblowers under the Energy
Reorganization Act.

The record in other areas is equally discouraging. .In the wake
of the savings and loan scandals, for example, Congress passed
clauses protecting government or corporate whistleblowers chal-
lenging violations of the banking laws (see 12 U.S.C. sec. 144la(g)
and 12 U.S.C. sec. 1831j). Analogous to the environmental pro-
tections, these whistleblower rights were tucked into broad legis-
lation such as the Financial Institutions Reform, Recovery and
Enforcement Act (FIRREA). The laws provide access to District
Court and apply the favorable Whistleblower Protection Act le--
gal burdens of proof. They cover employees of financial institu-
tions, the Resolution Trust Corporation, as well as other relevant
government agencies and contractors. The protections are nar-
row, safeguarding disclosures to government regulatory or law
enforcement agencies. Although they appear promising, these
laws have proven a false start for whistleblowers to date. Through
1996, there were only three reported decisions on the merits;
whistleblowers lost all three. In other cases, courts have rejected
procedural challenges and cleared the way for trial—so the pat-

‘tern could shift. At best, however, the laws have been little-used

and have not made an impact.
On balance, the whistleblower protectlon clauses in these fed-
eral laws reflect serious structural limitations, and each has its

' own peculiarities. Perhaps most important, none of these laws

covers employees for all public policy dissent: the boundary for
each is violation of the particular statute at issue. This creates
an inconsistent—and often irrational—system of legal protection -
for private-sector whistleblowers. Food industry workers, for ex-
ample, traditionally have been legally protected for disclosing air
an_d water pollution by their employers under federal statutes,
but not for revealing shipments of contaminated poultry or dis-
eaged beef. Other structural flaws are equally troubling: corpo-

rations can violate with impunity rulings by Department of La-

bor Administrative Law Judges to produce witnesses or informa-

- tion, for example because they do not have subpoena authority



140 ° Tee WHISTLEBLOWER'S SURVIVAL GUIDE

under current law. '

"This arbitrary, patchwork approach to pnvate-sector wlnsﬂe-
blower protections has drawn fire from various sources, includ-
ing a 1987 report of the Administrative Conference of the United
States. Attempts to reform the system, however, have been few

- and largely unsuccessful. -

' Former Senator Howard Metzenbaum (D-OH) repeatedly in-
troduced legislation in the late 1980s to introduce coherence and
consistency and to close the gaps in private-sector whistleblower
protection for all federal health and safety laws. The bills sought
to: 1) introduce more reasonable atatutes of limitations to re-

" place unrealistic 30-day deadlines in most current laws; 2) re-

'quire corporate employers to produce witnesses and otherwise

obey basic procedural rules for Department of Labor legal hear- -

ings; 3) extend the new Whistleblower Protection Act legal bur-
.dens of proof for civil service employees to corporate whistleblower
‘cases; and 4) introduce a system to investigate evidence of public
policy misconduct exposed by the whistleblower—so that the
wrongdoing is not overlooked or overshadowed by the reprisal
dispute. .

Although these efforts to win broad-based reform were un-
successful, awareness of the problem has gradually expanded. In
1992, for example; former Representative Pat Williams (D-MT)

~ held: congressional hearings during which even some industry
witnesses agreed that the -current incoherence of these protec-
" tions is counterproductive for both labor and management. Also
in 1992, through the Energy Reorganization Act, Congress adopted
legislation that reflected a capsulized version of Senator
Metzenbaum’s proposed reforms. : -

. To date; however, the initjative for consistent, comprehen-
-sive private-sector whistleblower riles has stalled. Neither party
in Congress has displayed a willingness to take on big business
by working toward a comprehensive whistleblower protection law

for employees in the private sector. Piecemeal reform may emerge

from three favorable—if limited—trends.

Perhaps the most promising opening wedge for private-sec- "
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tor whistleblower protection is a 1993 initiative by Representa-
tive John Dingell (D-MI). Dingell successfully proposed a Com-
mission on Research Integnty as a little-known provision in a

- larger bill to fund universities, medical schools and laboratories

recewmg Department of Health and Human Services (HHS)
grants. The bill also required HHS to issue regulations creating

an arbitration forum for scientific whistleblowers in biomedical

research, with burdens. of proof similar to those in the Whistle-
blower Protection Act. In a November 1995 report, the Commis-
sion unanimously recommended that grantrecipients be required
to protect scientific integrity through implementing a “Whistle-
blower Bill of Rights” (see Appendix E). Whistleblowers and oth-
ers in the scientific community confirm that this mechanism for
scientific accountability is sorely needed, particularly in ongoing
research into such serious and high-profile health threats as can-

cer, AIDS, and Alzheimer's disease. To date, however, HHS has

v held off even proposing regulations.

Time will tell whether the Department of Health and Human
Services adopts credible regulations for implementing these re-
forms. The HHS Office of Research Integrity (ORI), located within

the National Institutes of Health, does not have a strong track

record of defending whistleblowers. In November 1995, however,
ORI took a promising step. The Office issuéd “voluntary guide-
lines” for universities, hospitals and other grant recipients to re-
solve whistleblower disputes internally through mediation and
alternative disputes resolutions. The Commission on Research
Integrity endorsed the guidelines as one way to implement the

- Whistleblower Bill of Rights. The incentive provided to universi-

ties and hospitals was that if they adopted the guidelines, they
would be spared traditional ORI investigative oversight of alleged
whistleblower retaliation. To date, few institutions have taken
ORI up on this offer.

A second important trend in strengthemng protections for
private-sector employees has emerged in individual initiatives
taken by some regulatory agencies to protect whistleblowers work-
ing for government contractors. Developments in the Depart.



" ment of Energy (DOE) under former Ségretary Hazel O'Leary
are perhaps the most striking example. ‘O’Leary met with some

30 DOE Whi‘stleBlowers—most of whom worked for private gov-
ernment contracting firms in the DOE’s vast nuclear weapons
complex—at-a 1993 whistleblower conference sponsored by GAP
and PEER. After the meeting she announced a five-point Whistle-
blower Initiative de signed to encourage and reward
whistleblowers, instead of silencing and punishing them. A
The Energy Department’s efforts have yielded some successes.
Regulationis for security clearance appeals were modified to spe-
cifically permit evidence of whistleblower reprisal as a factor for

- the hearing officer to consider. Managers found guilty of attempt-

ing to manipulate the security clearance process are subject to

~discipline. The agency also has'ended the practice of routinely

reimbursing contractors’ litigation costs in whistleblower cases.
when the contractor loses: the DOE now reserves the right to
review and decide for itself whether costs will be reimbursed, a
fundamernital change from DOE’s prior practice of automatically
réimbursing legal fees regardless of how the whistleblower case
turned out, or how high the fees incurred by the contractor. -
‘Secretary O’Leary also ordered the formation of site-wide
employee concerns offices; with a central office at DOE headquar-
ters to oversee the field programs. In response to a GAP petition,
moreaver, the Department of Energy created an administrative
law unit for whistleblowers, called the Office of Contractor Em-
ployee Protection (OCEP). Although procedural rights are lim-

. ited, the Office applies the favorable Whistleblower Protection

Act legal burdens of proof. The initial results were promising:
according to OCEP, whistleblowers won 70 percent of hearings
decided on the merits from 1992-94. By 1995 the success rate on
the merits had stabilized at 50 percent. Further, 37 percent of
whistleblowers who filed claims obtained relief through settle--
ments. OCEP was moved into the Energy Department’s Office of
Inspector General in 1995, however, and its credibility has de-

- clined. It no longer keeps systematic reports on win-loss records, .
- and whistleblowers have expressed frustration at delays in re-

-~ T - v O T

ceiving any hearing at all on their cases, :

Third and finally, agencies are experimenting with indirect
whistleblower protection for private-sector employees. This trend
is based in part on the need to defend the free flow of informétion'
for law enforcemeént. The U.S. Department of Agriculture’s Haz-
ard Analysis Critical Control Points {HACCP) 'regulation_s, de-
signed to modernize food safety through microbial testing and

. laboratory examination of meat and ‘poultry; indirectly protect

Whistleblqwers by forbidding obstruction of USDA oversight ef-
forts. Further, if they are interpreted as contractual commitments
with the government, HACCP provisions could trigger the whistle-

. blower protection clause of the False Claims Act. Similarly, one

of the recommendations of the Commission on Research Integ-
rity was that the Department of Health and Human Services ex-
pand'. the definition of scientific professional misconduct by out-
lawing obstruction of investigations, specifically including whistle-
blower retaliation. .

THE MILITARY WHISTLEBLOWER
’ PROTECTION ACT: :

In an effort to give military whistleblowers the reprisal de-
fenses offered to civilians, Congress in 1988 passed the Military
Whistleblower Protection Act, first introduced by Senator Bar-
bara Boxer (D:CA) when she was a member of the House of Rep-
resentatives. The law is found at 10 U.S.C. sec. 1034. Most sig-
n.jﬁcant, it reaffirmed and restored—at least on paper-—the basic
right _fco communicate with Congress for members of the armed
services.‘ The law also established formal procedures for han-
dling harassment claims within the services.

Military personnel now have the right to an immediate in-
vestigation by the Department of Defense or relevant armed ser-
vice Inspector General and a hearing by their particular service’s
Board for the Correction of Military Records (BCMR) if they are

‘harassed for blowing the whistle on fraud, -waste, and abuse.

Subsequent amendments established due process protections
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against psychiatric retaliation. An earher and. unsuccessful miki-
- tary whistleblower bill introduced in 1986 provided for an appeal
- to a civilian court if the whistleblower was dissatisfied with the
- BCMR ruling. Unfortunately, the provision was dropped in the
1988 version of the bill, and replaced with a final appeal to the
Secretary of Defense: this made the Act little more than a rhe-
* torical statement of military whistleblower rights. The law’s ef-
fectiveness is further undercut by the fact that the enforcing agen-
cies are the Offices of Inspectors General and the BCMR, agen-
cies that have long been viewed by military whistleblowers as
indifferent or hostile to whistleblowers.

The track record for the Military Whistleblower Protectlon |

Actis largely unknown. None of the Service Boards of Correction
for Military Records has yet held a hea.rmg on alleged violations.
To date, action under the law has involved informal investiga-

tions by the Department of Defense Office of Inspector General, .

or by armed service Inspectors General at the Army, Navy, Ma-

rines and Air Force.
The Department of Defense Office of Inspector General does

" not have data on final outcomes for whistleblowers seeking relief

under the Act. Although the outcomes are unknown, the various
IG offices report filing recommendations that substantiate whistle-

o blower reprisal charges as often as many administrative boards

or the courts. In fiscal year 1996, for example, the Pentagon In-

spector General substantiated 13 whlstleblower cases and closed

58. . In cases investigated by service IGs durmg 1996, 30 were

substantiated and 90 closed. In FY 1995, the Pentagon Inspector
' General substantiated 23 reta]gaﬁon claims and closed 58, while

the service IGs compiled a 17-67 record. In FY 94, the Pentagon
- IG substantiated 5 cases and closed 44, while the armed service
IGs substantiated 13 and closed 68 cases.

The Military Whistleblower Protection Act gives service mem-
bers the right—on paper—to communicate with members of Con-
gress. Until and unless the law is strengthened, however, GAP
. recommends that service members do not depend on the Act to pro-
vide effective protectmn from reprisals when they exercise that right.
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WHISTLEBLOWING WITH A
SECURITY CLEARANCE

Security clearances pose a special problem for whistleblowers.
For roughly three million civil service and government contract
employees performing national-security-related tasks, a clearance
is a prerequisite for holding their jobs. This makes suspending or
revoking a security clearance a common tactic of retaliation—
and one that allows employers to make an “end-run” around most

~ existing legal protections for whistleblowers.

Under a Supreme Court decision, Navy v. Egan, constitutional

. protections do not apply to the substantive issues raised by secu-

rity clearance decisions. Employees are limited to the rights pro-
vided by Congress, which has largely deferred to the national
security agencies in setting procedures for security clearance de-
cisions. The resultis that security clearances have been a gaping
loophole in whistleblower protection rights. Historically, whistle- .
blower laws have offered little protection when an employer re-
vokes a security clearance as a way of functionally firing or black-
listing an employee without ever formally proposing his or her
termination. J

. As’'discussed above, there are signs that this-is beginning to
change. The legislative history for the 1994 amendments to the
Wbieﬂeblower Protection Act seeks to close the legal loophole that
had permitted security clearance retaliation. The history is con-
sistent with a general trend to expand protection for employees
holding clearances, by clarifying that clearance status is not to be
used as a form of harassment. Cases in the Department of Labor,
the Department of Energy, and the Equal Employment Opportu-
nity Commission, for example, have established precedents chal-

lenging security clearance reprisals under emstmg employee pro-

tection laws.

Unfortunately, protection for employees holding security clea.r- :
ances remains very tenuous. One of the best ways employees can
protect themselves is to understand how security clearance status
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has been used agamst wlnstleblowers in the past—and to take this
| ifito account in devising a strategy for blowmg the whistle.

The cases of two whistleblowers from the “Star Wars” missile
defense program are in many respects typical; after drawing public
attention, the cases paved the way for Congress to begin closing
this national security loophole. For years, the U.S, Army’s Space
and Strategic Defenee Command (SDC) sought to eliminate em-

ployees who éxposed mismanagement in the Star Wars program_'

by revoking their security clearances. Repeatedly, the agency
chose to pull the employee’s clqararce rather than fire him or her
* because dismissal would trlgger free speech and due process rights
lmder the law.
* The standard operating procedure’ was simple. The agency
_ W'oful_d open an investigation into the activities of a whistleblowing
employee over alleged wrongdoing for which s/he had préeviously
been investigated and cleared—without any new evidence. In
the casé of top scientist Aldric Saucier, the agency: 1) tore off the
cover sheét concluding that Saucier had been cleared of alleged
wrongdoing dating to 1968; 2) forwarded the charges as “new” for
‘a fresh security clearance investigation; 3) suspended his clear-

ance in the meantime; and 4) contacted the media in an effort to

encourage press attacks based on the outdated charges.
' An SDC intelligenee officer described the only new “miscon-
duct’ alleged in the Saucier case in frank terms: contrary to agency
policy, Saucier pubhcly blew the whistle, using unclassified but
“sensitive” information. The SDC lawyer did not dispute that if
‘Saucier had been fired, this explanatlon would have been a direct

admission of violating the Whistleblower Protection Act. But as

he pointed. out, the Act did not apply to security clearances.

“The case of Thomas Golden, Deputy to SDC’s Assistant Chief
_ of Staff for InteHigence, was equa]ly disturbing. After he was
.-offered and had accepted a job as Inspector General for the Air

Force Intelligence Command——and had sold his home and pre-

pared.to move—Golden learned that his security clearance had
_been suspended. He was interrogated about earlier disclosures

‘of information to Cpngress about the Star Wars program andin- -

' Understanding Your Legal Protections 147

formed in writing by SDC'’s ch1ef that he was being investigated
for the disclosures.

After congressional protests, the agency’s formal rationale for
suspending Golden’s clearance shifted, focusing almost entirely
on charges for which he had ah'eady been investigated and cleared,
sometimes more than once. A Defense Criminal Investigative
Service (DCIS) memorandum acknowledged that the agency was
acting against Golden through his security clearance, due to doubts
that it could make normal discipline stick. Even the Office of
Special Counsel agreed this was a case of whistleblower repnsal,
but concluded internally that nothing could be done to reverse
the security clearance actions

without congressional authoriza-

tion. Golden painstakingly rebut-
ted the charges with affidavits and
documentary evidence. The Army
responded first by shifting to new
charges—and then by simply let-
ting the case sit. While Golden
was twisting in the wind, unable
to obtain even a written Army re-
sponse to his latest detailed rebut-
tal, the Air Force filled the posi-
tion with someone else. Golden’s
experience 18 not unique: the Gen-
eral Accounting Office has re-
ported that employees frequently

must wait years even to receive |

“Despite the fact that the De-
partment of Energy itself ad-
mitted that the suspension of
my security clearance was re-
taliatory, I have never been
reimbursed for the tens of
thousands of dollars it took
to regain my clearance, and
I still have to fight during
these periodic reinvestiga-
tions to retain it.”
—Department of Energy
whistleblower

notice of why their clearances have been suspended

One of the most common problems confronting employees with
security clearances involves the use of gag orders. Potential
whistleblowers should know the political and legislative history
behind various efforts to impose gag orders as a condition of obtain-
ing or retaining security clearances, and how to protect themselves.

The most serious effort to restrict whistleblowers through gag
orders arose in 1983, when President Reagan introduced Standard
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Forms 189 and 4193 in an apparent attempt to prevent
‘whistleblowers from leaking information about government fraud
and waste. Known as npn-djsclosure'agreements, the controversial
forms demanded secrecy pledges from all government employees
- with access to classified information: Form 189 was for any em-
ployee with a security clearance; Form 4193 was for employees with
clearance for access to particularly sensitive information.

The forms served, in essence, as contracts between the gov-
~ ernment and the employee. They stated that if the employee

released any “classified” or “classifiable” information, s/he
breached the agreement, for which the employee agreed to lossof

* security clearance and criminal prosecution. “Classified” infor-
mation is clearly defined: by statute and executive order, it means
original records that are marked secret, or a conversation that is
identified as secret at the time. -The term “classifiable,” on the
other hand, meant all information that could or should have been
classified—or “virtually anything,” in the words of the federal of-
ficial tesponsible for its enforcement. It left open the option for
after-the-fact classification and liability, which would deprive

. employees of prior knowledge that information is secret.

" Both forms also prohibited disclosures to “unauthorized” recipi:
ents. This barred release unless the agency that created the docu-

ments agreed the proposed recipient had a “need to know” the in- _

" formation—even if that person also had a security clearance and
chaired a congressional oversight committee. The net impact was
that all whistleblowing disclosures involving information which
could be classified under some circumstances had to bé submitted
for prior review. Because few agéncy managers guilty of wrongdo-

'ing would agree that Congress had a need to know about their mis-

conduct, this was a.formula for cover-ups. Moreover, the forms -

flatly violated the Lloyd-LaFollette Act of 1912, found at 5 U.S.C.
sec. 7211, which provides that “thé right of employees to petition

Congress. . . or to furnish any information to either House of Con-
gress. . . may not be interfered with or denied.” -

Originally, the Reagan Administration proposed.a campaign

to solicit voluntary signatures for SF .189. In November 1986,
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however, just as the Iran-Contra scandal was breaking, it issued
regulations making the agreement a mandatory condition for all
relevant employees—some three million workers—to keep or ob-
‘tain their security clearances. Some 1.7 million employees signed
the agreement, before Pentagon whistleblower Ernie Fitzgerald
“just said no.” The Pentagox_l threatened to revoke his clearance,
but paused-—and then bli.nked%after his refusal sparked a politi-
cal backlash in Congress and the press. Federal employee unions
filed suit challenging the gagorders’ legality, and Senator Grassley
went so far as to call SF 189 an effort “to gag public servants” and
“place a blanket of silence over all information generated by the .
government.” : '

- In response, Congress passed section 630 of Public Law 100-
202, which prohibited the use of any federal funds for fiscal year
1988 for the implementation of SF 189 or any similar nondisclo-
sure forms. An identical or similar section has been included in
the continuing resolution for every fiscal year since.

The battle did not end there, however. Even after Congress
eliminated funds for the implementation of SF 189 in December
1987, the Administration collected 48,000 signed nondisclosure
forms—triggering a lawsuit by seven members of Congress and
the American Foreign Service Association challenging the
Administration’s refusal to obey the law. A decision by District
Court Judge Oliver Gasch conceded that the law had been vio-
lated but also found that Congress had acted unconstitutionally
in passing it. Judge Gasch reasoned that as Commander in Chief
the President has a monopoly on power to restrict the disclosure
of information sensitive to national security. The judge further
held that Congress’ only constitutional authority is to pass pénal-
ties punishing those who violate the President’s powers. Despite
the fact that it threw out the statute, the District Court in a re-

. lated decision found the term “classifiable” to be unconstitution-

ally vague. . . .

The Administration, meanwhile, issued new “modified” but
equally problematic nondisclosure forms—Standard Form 312 to
replace SF 189, and Standard Form 4355 to replace SF 4193.
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N These forms replaced the ban on unapproved disclosures of “clas-

si:ﬁ‘able” information with a gag.on release pf information that is
“classified but unmarked.” The distinction was meaningless, as
- tieither concept had a legal basis in statute or executive order.

‘Both versions effectively blocked an employee’s ability to blow -

- the whistle conﬁdex;ﬁally, because the only way the employee
could be assured that s/he was complying with the order was to

. agk a supervisor whether the information was classified before

teleasing anything. This whistleblower identification scheme cre-
ates a troubling “Catch 22”; whistleblowers either would be ex-
" posed to reprisal for asking, or would decide to keep quiét instead

of challenging bureaucratic misconduct.
In a 1989 decision, American Foreign Service Association v,

Garfinkel, the Supreme Court added £o the confusion by unani- -

mously overruling Judge Gasch’s decision that Congress acted
unconstitutionally in passing the anti-gag statute. Unfortunately,

the Court did not decide Congress had the authority to maintain
open disclosure channels for whistleblowers. Rather, the justices -

found the District Court had not adequately supported its conclu-
sion that SF 812 still violated the statute, The Supreme Court
said that until the issue was resolved, any rulings on constitu-
' tiohality were premature. ’ .

Congress bypassed the constitutional conflict and has tempo-
rarily resolved the nondisclosuré issue through a revised congres-
gional restriction, passed each year in appropriations legislation.
The modified law does not directly forbid the government from
issuing nondisclosure agreements or setting analogous policies,

' Instead, it outlaws spending to implement or enforce any nondis-

closure policy, form or agreement that does not contain a con-
gressionally-drafted addendum spelling out that in the event of a
éqnﬂic‘t,, it is superseded by the constitution, the Whistleblower
Protection Act, statutes requiring prior specific designation be-
* fore information can be classified, and similar statutes. .In short,
 itis illegal to spend any federal funds implementing or enforcing
gag orders unless they have .speéiﬁc,qua]iﬁers affirming the su-
premacy of free speech and other “good government” laws,
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This means that these and similar government gag orders
throughout the bureaucracy have been neutralized for the time
being—if only on a year-to-year basis. - Potential whistleblowers
with security clearances should be aware of this history, and
should review the model addendum tracking the anti-gag statute’s
language (see Appendix G). Employees may find this language
useful if they wish to modify previously-signed nondisclosure
agreements or are ordered to sign one under threat of forfeiting
their security clearances. The addendum specifies that the sig-
nature does not mean the employee is agreeing to waive any of
his or her free speech rights.

Employees should also know that the anti-gag statute is not
limited to classified information. It applies to all federal spend-
ing; and to any gag order—not just those involving security clear-
ances. Whistleblowers have used the statute successfully at the
'Departments of Agriculture, dustice, and Health and Human
Services. In principle, it is a strong shield against excessive se-
crecy. Unfortunately, the law is little known, and must be re- _
passed each year; it is at best an annual reprieve in the appro-
priations law. Further, it does not explicitly give employees ac-
cess to court, which may make the law a “right without a remedy”
in many situations. These problems will only be resolved by a
permanent anti-gag statute enforceable through direct access to
court. ;




CHAPTER SIX

The Need for Reform

The primary purpose of this handbook is to provide employees

with information and guidance they may find useful in blowing

the whistle on wrongdoing. In explaining the obstacles to ethical

. action in the workplace, however, the question of reform inevita-
" bly arises: what would a better system look like? .

The principles for reform are no mystery—but resistance to
the necessary systemic changes is powerful. GAP hag identified
six basic principles that we believe are needed for any meaning-

. ful system of whistleblower Protection and corporate and govern-
.. Iment accountability. Whistleblowers must:

1. havealegalright to protection against discrimination for
challenging ille gality orviolations of the public trust through law-
ful disclosures, without having to obtain advance permission, gs
well as the same protection for refusing to violate the law;

2. have access to courts in which the decisionmakers have

- judicial independence from the political process, and be entitled
to a jury trial; - . '

.. 8. have remedies that hold individual harassers personally
liable and subject to discipline, so that an employer or supervisor
has something to lose by retaliating; o :
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: 4. gain access to legal shields for foIlowing government or
professional codes of ethics; ‘

5. have the ability to go on the attack against lawlessness

by restoring citizen standing to challenge fraud and enforce the
law;and o o

6. restore substantive and procedural due process rights for
all violations of constitutional rights, even when the government
* - asserts a conflict with national security. :
These principles would lock in the public’s right to know, and

mairitain the free flow of information to Congressand otherelected

officials responsible for overseeing government buréaucracies.
' The question of how to transform these principles into mean-
- ingful reforms is a political and strategic issue. One possible model
for legislative reforin is through a “Citizen Enforcement Act” (see
Appendix F)." Legislators could issue a mandate expanding the
" False Claims Act private attorney general model to cover not just
fraud, but violations of any law. The. goal would be to enable
citizerts to help enforce the law against government and corpo-

rate wrongdoing. In its most modest version, a citizen could ob- -

tain injunctive relief against an imminent threat, and take his or
~ her case to a. Jury of peers to decide whether the law has been
violated. The most effective approach would permit actual and
punitive damages against individual and institutional wrongdo-
ers, whether public or private. This would provide a market in-

 centive for well-heeled law firms to decide there is more profit to -

be made from defendin;g the public than from protecting lawless

but wealthy institutions. A Citizen Enforcement Act could be

- adopted at the national, state or local level, for both public and
private sector employees. e i

Equally important to meaningful reform of the current sys-

tem is alternative models for effective, “win-win” problem-solv- -

ing. One approach is to explore the ‘use of mediation or alterna-

tive dispute resolution (ADR) alongside more traditional’

‘adversarial methods. The limits to adversarial modelsin address-
ing whistleblower disputes are obvious. Even when

whistleblowers “win” in court or elsewhere, they often find that -

—— L
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example of victorioug whistleblowers. To keep dissent from
spreading, many employers strive to demonstrate that even

-structive approaches to long-term problem-solving.

. The current system is beginning to develop incentives and
precedents for this approach. For example, the credibility of an
institution’s internal system of acting on employee concerns is a

Ipternal mediation could provide a constructive alternative for.

corporate compliance Programs, more credible with some employ-

ees than agency self-investigations based on hotline calls. -
The federal government is experimenting with mediation and

‘contractors. The HHS Office of Researck, Integrity, which already

Pas adopted the no-fault mediation model as a voluntary option
in the reprisal context, is considering it for resolution of more

- generic disputes about alleged scientific misconduct. The Merit
Systems Protection Board is testing ADR approaches for civil ser-

vice reprisal caseg.

-. One of the most promisi_-ng_ experiments, developed at Wash-
ington state’s Hanford Nuclear Site in response to the filings of
over a dozen whistleblower cases, involves a mediation process
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- dubbed the Hanford Joint Council. The J oint Council grew out of

a study by the University of Washington, and has a unique char-

" geteristic: the contractor at Hanford has agreed to implement the .

independenit Council’s advisory ; recommendations, which are de-

' veloped by consensus among the Council members.

The goal of the Council is the full, fair and final resolution of

‘whistleblower cases that come before it, ideally at an early enough

stage that the warring factions can be separated and the truth

* ferreted out. The Council members consist of two. management

representatives, two public interest representatives, two indepen-

dent representatives, and an ex-wlnstleblower The Joint Coun-

élis still in an experimental phase, but all who participate on it
agree that it has been effective at addressing both specific and
gite-wide cultural issues that work against the free disclosure of
safety, health and envuonmental problems at the site. After only

18 months of operation, geveral cases had been resolved, and sev-

eral more were pending. Over a dozen cases had been referred to

" exigting processes and were being monitored by the Council. As

a mediation tool, the Hanford Joint Council has been a qualified

success. It should be studied as a possible model for other facili-.
‘ties and agencies. ’ : '

. As the Hanford example suggests, the possibilities for address-
ing and realizing the six principles identified above are numer-
ous. They canbe pursued by concerned muzens at the local, state,

‘and nationsal levels. Even at the international level, the prece-
dents for whistleblower protectlon exist. Enforcement mecha-

nisms to protect against Vlolatlons of human rights and child la-

* bor standards have been adopted as elements of domestic trade

legislation; similar provisions could be incorporated for whistle-
blower protection and the freedom to dissent in the workplace.
These principles can and should be built into domestic legislation

" and international trade or human rights conventions alike in the
* effort to increase accountabﬂ.lty and protect ethical action on the

job.
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CONCLUSION !

The tragedy is that this handbook is necessary. Our warn- .
ings and advice are drawn from the lessons learned by public
servants who told the truth and paid a bitter price. The good
news is that the lessons can be learned. Whistlebiowing does not

* have to be synonymous with professional suicide. And despite

the high pe;s'onal risk, whistleblowers can and do make a differ-
ence. In many instances, they have prevented disasters from oc-
f:urring by acting as modern-day Paul Reveres issuing public warn-
ings.

We hope that your eyes are open to the full range of risks that
come w1th the territory. If we have scared you from blowing the
whistle, perhaps you weren’t ready. If you are still determined to
go ahead, we hope that this handbook will empower you to do the
right thing for the public while trying to protect your career and |
your personal life. Good luck.
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About the Government Accountability Project

The Government Accountability Project (GAP) was created-
to help whistleblowers who—through their individual acts of con-
science—sgerve the pubhc interest. Since 1977, we have provided
legal and advocacy assistance to thousands of citizens who have
blown the whistle on lawlessness and threats to public health
and the environment. .

GAP was created in direct response to the growing need for
support for ethical employees. In the wake of the Pentagon Pa- -
Jpers scandal, the Institute for Policy Studies in Washington, D.C.
hosted a conference for whistleblowers in June 1977, with a focus
on those within national security agencies. Conference partici-
pants overwhelmingly mgnaled the need for organizational sup-
port of whistleblowers across government agencies. As a result,
the Institute for Policy Studies launched GAP as a project.

In 1984, GAP was incorporated as an independent tax-ex-
empt organization. Two years later, the double disasters of the
Challenger explosion and the Iran-contra scandal brought public
awareness to a new level and led to a dramatic increase in the
number of md1v1duals willing to risk their jobs and careers to
cha]lenge wrongdomg and threats to public health and safety.

Now in our twentieth year, GAP has expanded toa 16-person
staff. Hundreds of whistleblowers contact us each year. In addi-
tion to direct calls to our intake coordinator, many are referred to
us by-other public interest groups, members of Congress and news
reporters. While each caller receives help, often including legal
advice and referrals, our resources limit us to accepting only a
fraction of these cases for legal representation by GAP attorneys.

The public interest concerns raised by the whistleblowers who
contact GAP span a wide range of issues. Over time, our staff has
developed in-house expertise in five broad program areas, which
* currently constitute the majority of our work. The deeper knowl-
edge base developed through dozens of investigations and educa-
tion and organizing campaigns makes us particularly strong ad-
vocates in these areas. These key policy areas are: strengthen-
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- iAg the rights and pi-otectionsbf whistleblowers, e'nsurin'g a safe
" and cost-effective clean-up at nuclear weapons facilities, increas-
. iRg fof)d safety, ‘enforcing enviroﬂmentgl protection laws, and
- curtailing national secm_'ity abuses. _ : " . :
" 7o assist whistleblowers, GAP’s attorneys and organizers col-
laborate with the news media, grassroots citizens organizations,
pnvate attorneys, and the broader public-interest commun.i_tty to
reveal,-pubiicize, and galvanize a public response to the 1.ssue.
 We algo help whistleblowers take their evidence of wrongdoing to
. select government agencies, congregsional- committees, and oth-
 ers on Capitol Hill to investigate, expose, and rectify the prob-
lems. The results of GAP’s effortsover the past two decades shqw
the power of the truth through legal and ady_ocacy campaigns
brought before the court of public epinion as well as the (l:ourtvof
law.
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Resources for Whistleblowers:
Public Interest Organizations

In addition to the Government Accountability Project,
the following public interest organizations may be of assistance
to whistleblowers:

Project on Government Oversight
2025 Eye Street, NW Suite 1117
Washington, DC 20006-1903 .

. (202) 466-5539 / Fax: (202) 466-5596
E-mail; Pogo@mnsinc.com
Internet: Www.mnsine.com/pogo

The Project On Government Oversight_ (POGO) is a non-par-
tisan, non-profit organization that has been working as a govern-
ment watchdog since 1981. POGO’s mission is to investigate,

_exposé and remedy abuses of power, mismanagement and gov-

ernment subservience to special interests. The organization’s
methods include networking with government investigators and
auditors whose findings have received little attention, working
with whistleblowers inside the system who risk retaliation, and
performing independent investigations into problematic issues.

Public Employees for Environmental
Responsibility '

2001 S Street, NW Suite 570 -
Washington, DC 20009
-(202) 265-PEER / Fax: (202) 265-4192
E-mail: info@peer.org
Internet: http://www.peer.org

Public Employees for Environmental Responsibility (PEER)

works with public employees to advocate for the protection apd
enhancement of the environment. Organized in 1992 by Jeff.

" DeBonis, a former U.S. Forest Service employee, PEER repre-

sents employees of state and federal resource management and
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- environmental protection agencies. In particular, PEER supports
employees who seek a higher standard of environmental ethics
and sclentlﬁc integrity within their agencies.

American Civil Liberties Union
. National Taskforce on Civil Liberties in the Workplace
. 166 Wall Street ' .
" Princeton, NJ 08540
- (609) 6830313 / Fax: (609) 683-1787
E-mail: maltbyclu@aol.com
Internet: http://www.aclu.org

: The ACLUs Workplace Rights Taskforce seeks to advance
R cxv:l nghts and civil liberties for all employees, whether in the
private or public sector. The Taskforce’s primary strategies are
to conduct public education and to pursue selected court cases.
'The Taskforce also guides the ACLU’s state affiliates with re-
spect to workplace issues. These issues range from drug testing
and electronic monitoring to whistleblowing and lifestyle discrimi-
nation. For assistance, contact your local ACLU chapter.

Taxpayers Against Fraud
1220 19* Street, NW Suite 501
Washington, DC 20036 -

(202) 296-4826 / Fax: (202) 296- 4838
Internet: http //WWW taf.org

Taxpayers Agamst Fraud (TAF) is a non-profit, public-inter-
est.organization dedicated to combating fraud against the fed-
. eral government through the promotlon and use of the qui tam
provisions of the False Claims Act. Established in 1986, TAF

serves to collect and evaluate evidence of fraud against the fed-

" eral government and facilitate the filing _of meritorious False
Claims Act qui tam suits; work in partnership with qui tam rela-

tors, private attorneys and the government to effectively pros- -
ecute qui tam suits; and advance public, legislative and govern- '

ment support for qui tam.
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Resources for Whistleblowers:
A Select Bibliography

Basedona bibliography prepared by bece Rothschild, Ph.D., Pro-
fessor of Sociology, Virginia Polytechnical Institute

Glazer, Myron and Penina Glazer. 1989. The Whistleblowers:
Exposing Corruption i in Government and Indu,stry New York:
‘Basic Books.

Graham, Jill. 1986. “Principled Organizational Dissent.” Research
in Organizational Behavior 8; 1-52.

Greenberger, David B., Marcia P. Miceli, and Deborah J. Cohen.
1987. “Oppositionists and Group Norms: The Reciprocal In-
fluence of Whistleblowers and Co-workers Journal of Busz,
ness Ethics 6: 527-42. : .

Jermier, John. 1988. “Sabotage at Work: The Rational View.”
Research in the Sociology of Organizations 6: 101-34.

Jos, Philip, Mark E. Tompkins and Steven W. Hays. 1989. “In
Praise of Difficult People: A Portrait of the Committed Whistle-
blower.” Public Administration Review. N ovember/December
- 552-61.

Miceli, Marcia P. and Janet P. Near. 1992. Blowing the Whistle:
The Organizational and Legal Implications for Companies
and Employees. New York: Lexington Books.

Miethe, Terance D. and Joyce Rothschild. 1994. “Whistleblowing
and the Control of Organizational Misconduct.” Sociological
Inquiry 64 (Summer): 322-347.

Perrucci, Robert M., R.M. Anderson, D.E. Schendel, and L.E.
Tractman. 1980. “Whistleblowing: Professionals’ Resistance
to Organization Authqrity.” Soctal Problems 28: 149-64.



: 1'64 THE WHIéTLEBLOWER's SURVIVAL GUIDE - - ~ Appendix D 165'

9

Rothschﬂd Joyce. 1994. “Whistleblowing as Resmtance in Mod- .
ern Work Organizations: The Politics of Revealing Orgamza- _ Resources for Whistleblowers:
tional Deception and Abuse.” In Resistance and Powerin Or- _ An Internet Index
ganizations: Agency, Subjectivity and the Labor Process, ed. : : .. e . o . .
John Jermier, Walter Nord and David Knights. London: The following is a brief list of sites on the Warld-Wide Web
Routlege, Kegan Pubhshers | | that may be of assistance or interest to whistleblowers.

The Government Accountability Project’s
Homepage for Whistleblowers
hitp:/ /www.whistleblower.org/gap

U.S. Merit Systems Protection Board. 1984, Blowing the Whistle _
in: the Federal Government: A Comparatwe Analysis of 1980
and 1983 Survey Findings. U.S. Merit Systems Protection

t d St dies, Wash- .
i‘;foi' gféice of Merit Systems Review and Studies, Wash- | American Civil Liberties Union National = -
i : - Taskforce on Civil Liberties in the
Valentine, Carol A. 1995. Stop Thief! What Happens When a Citi- ' - ZVor.k/p/lace_ ;
zen Takes on the Federal Fraud Machme Washmgton, DC: o ttp: //www.aclu.org
inl G t. : :
- Fund for Constltu onal Governmen . | Dep 1t of Labor:
. . . . C - Whistleblower Decisions
Wall Street Journal. 1992. “Tipsters telephoning ethics hotline - ) e s .
can end up sabotaging their own jobs.” 28 August 1992, . htp: //www.oal].dol.gov/lz.lbwhz,st.htm
Department of E
' Westin, Alan F. 1981. Whistleblowing: Loyalty and Dissent in the Hzgrings :nd Angii

Corporatton New York: McGraw-Hill. . Whistleblower Decisions
: : http://www.oha.doe.gov/

: Qui Tam Information Center
0 htitp:/ /www.quitam.com/

Good Government Groups
hitp:/ /www.fas.org/pub/gen/ggg/

Chris Griffith’s Whistleblower
Home Page/Australia
http:/ /www.powerup.com.au/~chris

Disgruntled: The Business Magazine for
People Who Work for a Living
" hitp:/ /www.disgruntled.com/dishome.himl
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Guide to Clarion Calling: Association of
Forest Service Employees for Environmental -
Ethics (AFSEEE)
hitp:/ /www.afseee. org/MblzCatwns/Reports/

' Clanon Calhng/ Clarion.html

; Integnty Internatlonal
http:/ /www.nicom.com/~helpline

. Jim D’Elia’s Whistleblower Home Page
. http:/ /members.aol.com/jdelia266 7/ whistle, htm

Jobs with: Justlce A national coahtmn
- fighting for the rights of workmg people
. hitp:/ fwww.i; igc.ape.org/jwj '

. LawMall: Self-help pamphlets for deahng
with legal problems’
. http:/ fwww. lawmall. com/ lm__pamph html.

" Merit Systems Protection Board website
- http:/ /www.access.gpo.gov/ mspb/

. Office of Special Counsel website
" hitp:/ /www.access.gpo.gov/osc/

Project on Government 0ver51ght (POGO)
hitp:/ /www. mnsmc com/pogo

Public Employees for Enwronmenta.l
Respons1b1hty (PEER)
- hitp:// www.peer.org

Taxpayers Against Fraud: Information on
the False Claims Act
" hitp:/ /www.taf.org

Whistleblowmg Outlets
hitp:/ /www.reporter. org/. htllman/ courage/
outlets.html _ .
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Respohsible Whistleblowing:
A Whistleblower’s Bill of Rights

Excerptecl from Integrity and Misconduct in Research, Re-
port of the Commission on Research Integrity (U S. Department
of Health and Human Services, 1995) '

a. Communication: Whistleblowers are free to disclose

lawfully whatever information supports a reasonable belief of re-

search misconduct as it is defined by Public Health Service pohcy

An individual or institution that retaliates against any person
making protected disclosures engages in prohibited obstruction
of investigations of research misconduct as defined by the Com-
mission on Research Integrity. Whistleblowers must respect the
confidentiality of sensitive information and give legitimate insti-
tutional structures an opportunity to function. Should a whistle-
blower elect to make a lawful disclosure that violates institutional

- rules of confidentiality, the institution may thereafter legitimately

limit the whistleblower’s access to further information about the

~ case.

b. Protection from retaliation: Institutions have a duty
not to tolerate or engage in retaliation against good-faith
whistleblowers. This duty includes providing appropriate and
timely relief to ameliorate the consequences of actual or threat--
ened reprisals, and holding accountable those who retaliate.
Whistleblowers and other witnesses to possible research miscon-
duct have a respon31b1l1ty to raise their concerns honorably and
with foundatlon :

c. Fair procedures Institutions have a duty to provide
fair and objective procedures for examining and resolving com-
plaints, disputes, and allegations of research misconduct. Ih cases _
of alleged retaliation that are not resolved through institutional

i intervention, whistleblowers should have an opportunity to de-

fend themselvesin a proceeding where they can present witnesses
and confront those they charge with retaliation against them,

except when they violate rules of confidentiality.
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- Whistleblowers have a responsibility to participate honorably
in such procedures by respecting the serious consequences for
those they accuse of misconduct, and by using the same stan-
dards to correct their own errors that they apply to others.

d. Procedures free from partiality: Institutions have a
‘duty to follow procedures that are not tainted by partiality ‘aris-
ing from personal or institutional conflict of interest or other
sources of bias. Whistleblowers have a responsibility to act within

legitimate institutional channels when raising concerns about the -

integrity of research. They have the right to raise objections con-

cerning the possible partiality of those selected to review theu' _

concerns without incurring reta.hatlon

e. Informatzon Institutions have a duty to elicit and evalu-
. ate fully and objectively mformatmn about concerns raised by
whistleblowers. Whistleblowers may have unique knowledge

needed to evaluate thoroughly responses from those whose -ac- v

- tions are questioned. Consequently, a competent investigation
‘may iavolve giving whlstleblower_s one or more opportunities to
comment on the accuracy and completeness of information rel-

evant to their concerns, except when they violate rules of conﬁ-

dentiality.

f. Timely processes: Institutions have a duty to handle
cases involving alleged research misconduct as expeditiously’ as
is possible without compromising responsible resolutions. When
cases drag on for years, the issue becomes the dispute rather than
" its resolution. 'Whistleblowers have a responsibility to facilitate
expeditious resolution of cases by good-falth part1c1pat1on in mis-
conduct procedures.

g. Vindication: At 'the conclusion of proceedings, institu-
tions have a responsibility to credit promptly—in public and/or in
A pnvate ag appropriate—those whose allegations are substantiated. '

Every right carries withita corresponding responsibility. In
this context, the Whistleblower Bill of Rights carries the obliga-
tion ‘to avoid false statements and unlawful behavior.
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Text for a Model Citizen Enforcement Act

WHEREAS: Citizens have been frustrated that they have
not been empowered with meaningful control of their lives through

~ expensive, cumbersome government regulatory agencies; and

WHEREAS: The public interest requires that it be illegal to
discriminate against government or private employees who make
disclosures responsibly challenging violations of law; because they
are invaluable to law enforcement, to the public’s right to kmow,
and to prevent or minimize the consequences from institutional
misconduct.

" THEREFORE BE IT RESOLVED:

- SECTION 1. JURIS_DICTION AND PROCEDURE: Any citi-
zen may challenge violations of law through a jury trial under the
procedures available in the False Claims Act (31 U.S.C. sec. 3729 et
seq.), unless the parties mutually consent to alternative disputes
resolution procedures such as mediation or arbitration.

SECTION 2: RELIEF: A jury may award injunctive relief to
stop ongoing illegality, as well as actual or exemplary damages
as it deems appropriate.

SECTION 3: EMPLOYEE PROTECTION:

(A) IN GENERAL—No employee or other person may be ha-
rassed, prosecuted, held lisble, or discriminated in any way because
that person has: made or is about to make. disclosures not prohib-
ited by law or executive order; commenced, caused to be commenced
or ig about to commence a proceeding: testified or is about to testify

" at a proceeding; assisted or participated or is about to assist or par-

ticipate in any manner in such a proceeding or in any other action
to carry out the purposes, functions or responsibilities of this Act; or
(2) is refusing to violate or assist in the violation of this Act.
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‘ B PROCEDURES—CaSes of alleged dlscnmmatlon shall be
governed by the procedures of the Falge Claims Act (31 U.S.C.

" sec. 3730¢h)), unless the parties mutually consent to alternatlve ,

d:sputes resolutlon procedures such as mediation or arbltratlon

(C) BURDENS OF PROOF—The legal burdens of proof W1th
respect to prohibited discrimination under subsection (A) shall
be governed by the applicable provisions of the Whistleblower
Pro‘tet:ﬁon Act of 1989 (5 U.S.C. sec. 1214 and sec. 1221).

SECTION FOUR: CONF' LICTS No funds may be spent to
nnplement or enforce any nondisclosure policy, form or agree-
‘ment without explicit Pprovision that, in the event of a conflict,
- any restnctlons on protected act1v1ty are superseded by th1s Act.
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Model Anti-Gag Statute and Addendum

No funds appropriated in this or any other Act may be used
to implement or enforce the agreements in Standard Form- 312
and 4355 of the Government or any other nondisclosure policy,
form or agreement if such policy, form or agreement does not
contain the following provisions: “These restrictions are consis-
tent with and do not supersede, conflict with or otherwise alter
the employee obligations, rights or liabjlities created by the Con-
stitution, Executive Order 12958; section 7211 of title 5, United
States Code (governing disclosures to Congress); séction 3230(h)
of Title 31 (governing disclosures challenging fraud in govern-
ment contracts); section 1034 of title 10, United States Code, as
amended by the Military Whistleblower. Protection Act (govern-
ing disclosure to Congress by members of the m.lhtary) section
2302(b)(8) of title 5, United States Code, as amended by the
Whistleblower Protection Act (governing disclosures of illegality,
waste, fraud, abuse or public health or safety threats); section
3729 et seq. of title 81, United States Code, as amended by the

False Claims Act (governing disclosures challenging fraud in gov-

ernment contracts); the Intelligence Identities Protection Act of

1982 (50 U.S.C. sec. 421 et seq.) (governing disclosures that could

expose confidential Government agents), and the statutes which
protect against disclosure that may compromise the national se-
curity, including sections *504 641, 793, 794, 798, and 952 of title
18, United States Code, and section 4(b) of the Subversive Activi-
ties Act of 1950 (50 U.S.C. sec. 783(b)). The definitions, require-
ments, obligations, rights, sanctions and liabilities created by said
Executive Order and listed statutes are incorporated into this
agreement and are controlling.” '



vt

Append& H 173

Code of Ethics for Government Service

Authority of Public Law 96-303, unanimously passed by the
Congress of the United States on June 27, 1980, and signed into
law by the President on July 3, 1980.

Any Pel;son in Government Service Should:

I Put loyalty to the highest moral principles and to coun-
try above loyalty to persons, party or Government department.

II.  Uphold the Constitution, laws, and regulations of the
United States and of all governments therein and never be a party
to their evasion.

HI.  Give a full day’s labor for a full day’s pay; giving ear-
nest effort and best thought to the performance of duties.

IV. Seek to find and employ more efficient and economical
ways of getting tasks accomplished. :

V.  Never discrimina% unfairly by the dispensing of spe-
cial favors or privileges to anyone, whether for remuneration or
not; and never accept, for himself or herself or for family mem-
bers, favors or benefits under circumstances which might be con-
strued by reasonable persons as influencing the performance of

governmental duties.

VI. Make no private promises of any kind binding upon the
duties of office, since a Government employee has no private Word
which can be bmdmg on public duty.

VII. Engage inA no business with the Government, either di-
rectly or indirectly, which is inconsistent with the conscientious

- performance of governmental duties.
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VIII. Never use any information gained conﬁdentnally in the

performance of governmental dutles as a means of makmg pri-
vate profit. :

-~

IX. Expose corruptior{ wherever.discovered. -

X.  Uphold these principles, ever conscious that pubhc of-
fice i 1s a public trust. .






