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Unintended Consequences of Technology 

I
n Egypt in June 2010, a young 
man named Khaled Said was 
beaten to death by the secret 
police. In response, Google exec-
utive Wael Ghonim set up the 

Facebook page “We are all Khaled 
Said,” and within a day, tens of 
thousands of people had 
joined. The Facebook page 
was used to publicize a series 
of protests against police 
brutality and government 
corruption, including a huge 
protest on 25 January  2011. 
As the resistance gathered 
momentum, Egyptian presi-
dent Hosni Mubarak ordered 
Internet and mobile phone 
service be shut down.

In response, opponents 
used web proxies and other 
ways to communicate, includ-
ing fax, dial-up modems, and ham 
radio. Due to mass-media censor-
ship, many Egyptians had previously 
not heard about the protests; the In-
ternet shutdown led them to take to 
the streets to find out what was hap-
pening. Before long, the pressure on 
Mubarak became so great that he 
stepped down. The protesters had 
overthrown a dictator.

We normally think of Facebook 
as a social-networking platform, 
not a tool for regime opponents. The 

Egyptian revolution illustrates that 
network communication tools are 
especially valuable for challenging 
oppressive regimes when they are 
embedded in society, as standard 
methods for commercial and social 
purposes. On the other hand, they 
provide unparalleled opportunities 
for government surveillance.

To understand the paradoxes of 
communicating against repressive 
regimes, it is useful to go back to the 

time before the Internet, when the 
primary media were newspapers, 

radio, and television. These are 
all mass, one-directional me-
dia and, as such, are ideal 
tools for repressive govern-
ments. All they have to do is 
run or control these media, 
and propaganda is the or-
der of the day. 

This was true in both 
fascist and communist re-
gimes and, to a lesser ex-
tent, elsewhere. For exam-
ple, in 1975, Indian Prime 
Minister Indira Gandhi de-

clared a state of emergency, 
suspended parliament, ar-

rested thousands of people—
and cut off electricity supplies to 

newspapers and put pressure on 
them to censor the news. In pre-
Internet times, controlling the mass 
media was critically important to the 
survival of dictatorial governments. 
When insurgent troops attempted 
a coup d’état, their first port of call 
was television stations: broadcasting 
served as propaganda central.

Issuing a challenge
To challenge a repressive regime, 
there are three main approaches. One 
is to use legitimate procedures, such 
as courts and election campaigning. 
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However, if the regime controls the 
courts and rigs the elections, this  
approach can achieve little. A second 
approach is armed struggle, for exam-
ple, using a guerrilla army or terrorist 
attacks, though from their viewpoint 
they are freedom fighters. For exam-
ple, the racist South African apartheid 
government called its armed oppo-
nents terrorists, though the govern-
ment’s own use of violence against 
opponents was much greater and 
deserved the label “state terrorism.” 
Armed resistance to repressive gov-
ernments has several disadvantages. 
Only some people, mostly young, fit 
men, can participate, and violence can 
alienate witnesses and solidify the 
commitment of government troops.

A third approach is unarmed resis-
tance, using rallies, marches, strikes, 
boycotts, sit-ins, workplace occupa-
tions, and a host of other assertive 
methods that avoid physical violence 
against opponents. This third ap-
proach is called nonviolent struggle, 
people power, or civil resistance. In 
a statistical study of 323 anti-regime, 
secession, and anti-occupation strug-
gles over a century, Erica Chenoweth 
and Maria Stephan found that nonvi-
olent campaigns were far more likely 
to be successful than armed ones and 
also more likely to lead to free societ-
ies years later. Hence, the focus here 
is on nonviolent struggles, in particu-
lar on the role of communication.

Mass media and network media
Because regimes can easily control 
mass media, opponents often rely on 
network media that allow people to 
contact each other directly. The classic 
method is word of mouth, by face-to-
face conversations. Then came the 
telephone, allowing person-to-person 
conversations at a distance. With the 
rise of the Internet and mobile com-
munications, the possibilities for net-
work-type interactions have exploded, 
with options now including e-mail, 
texting, and numerous social media 
platforms. Not only is the technology 
available, its cost has declined dra-
matically while ease of use has 
improved. Social media are, by design, 
media for the people as both senders 
and receivers.

In 1989, the communist bloc dis-
solved with the collapse of Eastern 
European regimes including East 
Germany, Poland, and Czechoslova-
kia. This dramatic transformation of 
governments was achieved without 
violence (except in Romania), and is 
one of the best examples of how civil 
resistance can operate. The Soviet 
Union remained, and in 1991 there 
was a coup; President Gorbachev was 
arrested. Immediately, there was a 
popular nonviolent resistance, which 
succeeded without help from the West. 
The Internet, in its rudimentary form 
at the time, served as a valuable tool 
for the resistance in informing outsid-
ers of what was happening and con-
necting different parts of the country.

With today’s widespread network 
communication, a further transfor-
mation of nonviolent struggle has oc-
curred. It is now possible to organize 
demonstrations in a very short time 
through Facebook, texting, and oth-
er means. The historical precedent 
would be crowds in which members 
talk with each other to decide what 
to do next, but now “smart crowds” 
can coordinate their activities via  
social media.

Then there is the ease of taking 
and distributing photos and videos, 
which is unprecedented historically. 
Police brutality can be recorded as 
it occurs and promptly uploaded or 
directly streamed online using appli-
cations such as Periscope. Atrocities 
that might once have been subject 
to media management by perpetra-
tors now can be presented directly to 
audiences. On the other hand, there 
can be an overload of horrific stories, 
leading to “compassion fatigue.” In-
justices for which there is no visual 
record may fail to generate concern.

After the invasion of Iraq in 2003, 
reports began surfacing about abus-
es in U.S.-run prisons. But the brief 
mass media stories did not generate 
much concern. What broke open the 
issue was the publication in April 
2004 of photos of torture in Abu 
Ghraib prison in Iraq. The prison 
guards had digital cameras and took 
numerous photos of their treatment 
of prisoners, including piles of na-
ked bodies and the now iconic image 

of a hooded man standing on a box 
with electrodes attached to his body. 
Without digital photography, it is un-
likely the perpetrators would have re-
corded their own abuses so liberally.

The photos might have remained 
unknown except that Joseph Darby, 
who was not involved, saw some of 
them and took them to the Army’s 
Criminal Investigation Command, 
which undertook an investigation. 
Despite the sensational nature of 
the material, U.S. mass media were 
reluctant to break the story, with 
CBS’s 60 Minutes II only going ahead 
to avoid being scooped by investiga-
tive journalist Seymour Hersh.

The Abu Ghraib scandal under-
mined the credibility of the U.S. gov-
ernment throughout the Middle East 
and continues to reverberate today. 
Yet it only surfaced through the 
confluence of several factors: ease of 
cheap photography, the courage of a 
whistleblower and investigators, and 
sufficient initiative by independent 
journalists to push the mass media 
to break the story. Much the same 
scenario had occurred 25 years ear-
lier in breaking the story of the My 
Lai massacre committed by U.S. sol-
diers during the Vietnam War.

The value of embeddedness
On the surface, it might seem that 
dissidents would benefit from set-
ting up their own special-purpose 
communication systems, designed 
with their requirements in mind. 
While such systems might be more 
suitable, they would suffer a major 
disadvantage: they could be tar-
geted by the regime for disruption 
or infiltration.

Therefore, it is more helpful for 
resistance communication to piggy-
back on widely used systems. This 
is exactly what has occurred in sig-
nificant struggles over many years. 
Protesters have used the telephone, 
e-mail, and social media as they 
have emerged. Regimes, if they shut 
a system down, risk alienating many 
others in the population, as in Egypt 
in January 2011. Paradoxically, the 
opponents’ communication system 
is protected because so many people 
are using it for other purposes.
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The dark side of network 
communication
The rise of digital network communi-
cation has come with a downside: 
ubiquitous surveillance. Government 
agencies now collect data from all 
sorts of transactions: phone calls, 
texts, bank deposits, sales transac-
tions, car travel, and many others. 
WikiLeaks founder Julian Assange 
even commented that whistleblowers 
might be better to use the postal ser-
vice when communicating with jour-
nalists, because telecommunications 
are under such extensive surveillance.

In many cases, a person’s actual 
messages are not saved, but rather 
metadata showing who they con-
tacted, when, and for how long. This 
information is remarkably revealing, 
enabling patterns of interaction to 
be traced. Furthermore, social me-
dia data can be analyzed to find out 
about individuals’ habits. This means 
that spy agencies can start by identi-
fying a few dissidents and then, using 
their surveillance data, find out with 
whom these dissidents interact. Then 
these contacts can be subject to more 
intensive surveillance, for example, 
phone tapping and insertion of key-
stroke loggers on computers.

Digital communications thus have 
a dual role so far as resistance to re-
pressive governments is concerned: 
they are powerful and convenient 
organizing tools, yet also avenues for 
intensive surveillance. The result is 
that the new battleground is over the 
security of communications.

One way for resisters to protect 
their messages with each other is 
through encryption. Spy agencies do 
not like encryption they cannot break 
and, for a couple of decades, have 
been pushing for requirements that 
they have access via backdoors. If the 
only targets were activists, this might 
have been feasible, but encryption is 
also vital to the security and credibil-
ity of financial and commercial trans-
actions. Again, protection of activist 
communication benefits from wider 
uses of the technology.

The government strategy of track-
ing down opponents has a serious 
weakness: it assumes that opposi-
tion is organized hierarchically, with 

a leadership cadre directing action. In 
essence, managers of surveillance 
operations assume opponents are or-
ganized the same way they are them-
selves. However, the most effective op-
position movements are horizontally 
rather than vertically organized: they 
have no leaders or, rather, many par-
ticipants who take leadership roles. 
This means the opposition cannot be 
stymied by arresting, discrediting, or 
buying off a few individuals at the top. 
The movement is driven by the coor-
dination of numerous semi-autono-
mous groups and associated indi-
viduals. The movement is organized 
in the same way its communication  
is structured.

Unintended consequences
Vast resources are poured into mili-
tary systems around the world to 
support training, salaries, equip-
ment, and weapons. Many of the 
world’s top scientists and engineers 
devote their efforts to developing 
more effective weapons systems and 
defenses against them. Part of this 
effort goes into military communi-
cations, widely considered a crucial 
part of any military system.

In comparison, nonviolent struggle 
has received hardly any support from 
governments and corporations,and 
has usually operated on a compara-
tively shoestring budget. The amount 
of research and development on com-
munication for nonviolent struggle is 
minuscule. Because of this, nonviolent 
activists have relied on technologies 
that have become available for other 
purposes. In this sense, the useful-
ness of a communication technol-
ogy, such as the telephone, e-mail, or 
Facebook, for nonviolent struggle is an 
unintended consequence of its devel-
opment for other purposes, most com-
monly commercial and social uses.

Nonviolent struggle, despite receiv-
ing such limited financial support, has 
proved remarkably effective in bring-
ing down repressive regimes. It is also 
the method of choice for a wide range 
of social movements, including the 
labor, environmental, and feminist 
movements. It is strange that such 
a widespread and effective mode of 
social struggle should have to make 

do with communication technologies 
designed for other purposes. This sug-
gests that in some future stage in the 
evolution of communication technol-
ogy, it will be designed for the express 
purposes of nonviolent resistance and 
then popularized for other uses.

Meanwhile, social movements and 
their opponents are increasingly en-
gaged in online struggles over access, 
censorship, messages, and mean-
ings. Cyberspace is a new domain for 
applying the principles of nonviolent 
action, with suitable modifications 
given that bodies are not directly at 
risk of physical violence. The impli-
cations for organizing, strategy, and 
tactics are still to be determined and, 
as so often in the past, it is likely that 
practical innovations, in both activ-
ism and opposition to it, will be the 
drivers of new thinking.
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Unintended Consequences of Technology 

N
ow that you’ve immersed 
yourself in some of the 
challenges and paradoxes 
we face as a society (as 
our cities, businesses, 

governments, and personal lives 
become more digitized), it is time to 
reflect on everything you’ve read.

As much as we hope you’ve en-
joyed this collection of articles, we 
really want you to find value in the 
discussions and debates that come 
from it. We have included some ques-
tions to get you started. Remember, 
there often isn’t one right answer. 
These issues are complex. Some-
times the best answer to a challeng-
ing question is simply to ask more 
questions; to interrogate the issues 
at hand, using a multidisciplinary 
lens. So consider these questions a 
launch pad that will inspire you to 
ask your own questions, too. Share 
your questions with your peers in 
small groups and seek to brain-
storm together on what possible  
future directions you can take to  
ensure these matters are integrated 
into development frameworks.

We thank the authors in this is-
sue for assistance in drawing out 
these major themes.

“Valuations and human values 
(a.k.a. the irony of granola bar 
economics)”
1)	 Why did people 

throw rocks at the 
Google bus? Were 

the people on the buses really the 
targets of their animosity?

2)	 According to Rushkoff, growth 
is the prevalent feature of the 
digital economy. What impact 
does that have on companies? 
What impact does that have on 
workers? What impact does 
that have on neighborhoods 
and communities?

3)	 Is there a way to keep the possi-
bilities that digital tools afford, 
without the commensurate 
detrimental effects? What solu-
tions are there?

“Let’s protest: Surprises  
in communicating against 
repression”
1)	 Select a social networking appli-

cation (e.g., Snapchat). What are 
its strengths and weaknesses for 

serving ordinary users and non-
violent campaigners?

2)	 Suppose you are put in charge of a 
country’s technology policy today. 
What communication technology 
would you promote to ensure that 
a dictator could never come to 
power? Explain your reasoning.

3)	 Imagine that you want to assist 
some foreign friends who live under 
an authoritarian government. You 
can mainly help by using the 
Internet. What skills do you think 
are most important for you to 
learn? You might reflect on the pos-
sibilities of learning foreign lan-
guages, encryption, Web design, 
data collection, data verification, 
organizing denial-of-service attacks, 
and hacking. How will these skills 
help your friends specifically?

“Predictive policing  
and civilian oversight”
1)	 Would you trust software more 

than you would a law enforce-
ment officer?

2)	 Who should be held responsible 
when the software described  

in the article by Hirsh 
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